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Abstract of the contribution: This pCR adds derived requirements from TR 33.879 to the Technical Specification 33.179 “Security of Mission Critical Push-To-Talk (MCPTT)”.
1. Introduction

This pCR adds MCPTT derived requirements from TR 33.879 to the Technical Specification 33.179 “Security of Mission Critical Push-To-Talk (MCPTT)”.
This pCR is the accumulation of the security requirements already specified in 33.879.  To uniquely identify each requirement in 33.179, a requirement number has been assigned to each.

The format is “SPEC FEATURE-SECTION-XXX”, where:

SPEC is the document identifier (i.e. 33.179),

FEATURE is the working feature that the requirement is associated with (i.e. MCPTT)

SECTION is the section within specification 33.179 where the requirement appears

XXX is a unique requirement identifier within each section.
2. pCR to TR 33.879

************* Start of first change *********************************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".
[3]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".
************* Start of first change *********************************************
************* Start of second change *********************************************
ANNEX X Security Requirements

Stage 1 requirements pertaining to MCPTT security are found in 22.179 [3], Stage 2 Architectural requirements pertaining to MCPTT security are found in 23.179 [2]. The following are MCPTT derived security requirements:

X.1
Configuration & Service Access
[33.179 MCPTT-X.1-001] The MCPTT UE and the network entity providing the MCPTT configuration data, shall mutually authenticate each other prior to MCPTT UE configuration to use the MCPTT service.

[33.179 MCPTT-X.1-002] The MCPTT User and the MCPTT Service shall mutually authenticate each other prior to providing the MCPTT UE with the MCPTT User profile and access to user-specific services.

[33.179 MCPTT-X.1-003] The transmission of configuration data and user profile data between an authorized MCPTT server in the network and the MCPTT UE shall be confidentiality protected, integrity protected and protected from replays.
X.2
Group Key Management 

[33.179 MCPTT-X.2-001] Group key material shall be integrity and confidentiality protected for a specific MCPTT User during distribution from the MCPTT service to MCPTT UEs.

[33.179 MCPTT-X.2-002] Group key material shall be authenticated as coming from a valid, authorised source. The authorised source may be an MCPTT Administrator or may be another authorised entity (e.g. an authorised MCPTT User or Dispatcher).

[33.179 MCPTT-X.2-003] It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

[33.179 MCPTT-X.2-004] The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

[33.179 MCPTT-X.2-005] It shall be possible for an authorised, authenticated entity to revoke and update a group security context from use. 

X.3
On-Network Operation
[33.179 MCPTT-X.3-001] All users of the MCPTT service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

[33.179 MCPTT-X.3-002] The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact on the network and on MCPTT users.
[33.179 MCPTT-X.3-003] The MCPTT user shall be authenticated by the MCPTT application.

[33.179 MCPTT-X.3-004] A mechanism shall exist that allows the MCPTT application to be authenticated by the MCPTT user.

[33.179 MCPTT-X.3-005] The MCPTT UE and MCPTT service should enforce the result of the authentication for the duration of communications (e.g. by integrity protection or implicit authentication by encryption with a key that is derived from the authentication and is unknown to the adversary).

[33.179 MCPTT-X.3-006] The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.

[33.179 MCPTT-X.3-007] The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

[33.179 MCPTT-X.3-008] The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.

[33.179 MCPTT-X.3-009] The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

[33.179 MCPTT-X.3-010] The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.  

[33.179 MCPTT-X.3-011] The MCPTT Service shall provide a means to support end-to-end confidentiality and integrity protection for all media traffic transmitted between MCPTT UEs.
[33.179 MCPTT-X.3-012] The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server.

X.4
Ambient Listening
[33.179 MCPTT-X.4-001] Specific roles in the organisation and shall be identified to authorise and activate Ambient Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening     

[33.179 MCPTT-X.4-002] The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an ‘event’ by the system

[33.179 MCPTT-X.4-003] Any decision to activate Ambient Listening, or review of such a decision, may also be recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being used i.e. an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence gathering in criminal cases.  If this is the case the authorisation must be recorded elsewhere as appropriate.

[33.179 MCPTT-X.4-004] A radio user should be told as soon as possible that they are, or have been, subject to Ambient Listening and the reason why the functionality was activated.  The fact they have been informed, by whom and when, should be recorded in a suitable log.

X.5
Data communication between MCPTT network entities
[33.179 MCPTT-X.5-001] A security mechanism shall exist that allows transmission of data between 3GPP MCPTT network entities to be authenticated, confidentiality protected, integrity protected and protected from replays. 


NOTE: UE-to-UE and UE-to-network relays are not considered to be 'network entities'. 
X.6
Key Stream Re-use
[33.179 MCPTT-X.6-001] The MCPTT system shall ensure that key streams are not reused.

X.7
Late Entry to Group Communication 

[33.179 MCPTT-X.7-001] An authorised MCPTT User shall be able to obtain the information necessary to derive the group security context for the MCPTT Group while an MCPTT Group communication is on-going. As a result, the MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCPTT operation.

X.8
Private Call Confidentiality

[33.179 MCPTT-X.8-001] It shall be possible to establish a unique Private Call security context between any pair of authorised MCPTT users within the MCPTT system. The security context shall not be available to other MCPTT users, except, where necessary, authorised MCPTT monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when MCPTT UEs are operating both on-network and off-network.

[33.179 MCPTT-X.8-002] The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCPTT users involved in the Private Call.

X.9
Off-Network Operation

[33.179 MCPTT-X.9-001] The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact to relays and to off-network MCPTT users.

[33.179 MCPTT-X.9-002] The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs, including where relays are used.

[33.179 MCPTT-X.9-003] The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server, including where relays are used.

[33.179 MCPTT-X.9-004] MCPTT off-network UEs shall be explicitly or implicitly authenticated to each other.

[33.179 MCPTT-X.9-005] MCPTT off-network UEs and MCPTT relays shall be explicitly or implicitly authenticated to each other.

[33.179 MCPTT-X.9-006] The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.

[33.179 MCPTT-X.9-007] The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

[33.179 MCPTT-X.9-008] The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

[33.179 MCPTT-X.9-009] The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.

X.10
Privacy of MCPTT Identities
[33.179 MCPTT-X.10-001] The MCPTT identities of each plane shall be used within the corresponding plane and concealed to other planes.
[33.179 MCPTT-X.10-002] When required by the MCPTT Service provider, MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [2] clause 8.1), shall be contained within the application plane and shall provide a means to support confidentiality and integrity of the application plane from the SIP signaling plane.

[33.179 MCPTT-X.10-003] When protection of identities and other sensitive MCPTT application information is NOT required by the MCPTT Service provider, the MCPTT application services layer identities (such as the Mission Critical user identity, MCPTT-ID and MCPTT Group ID) and other application services sensitive information (as further described in reference [2] clause 8.1), shall remain contained within the application plane but do not require confidentiality protection.

Editor’s note: It is FFS whether integrity protection is needed when confidentiality protection is not in use.
************* End of second change *********************************************

3. Conclusion

In support of the development of 33.179, we kindly ask SA3 to consider acceptance of this pCR.
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