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Abstract of the contribution: It is proposed firstly to adopt the language agreed in section 4.2 of 3GPP TR 33.897 and describe proposed solution #1 to be based on a ‘USIM application dedicated exclusively for IOPS mode’. Secondly, it is proposed to generalise language concerning the relationship between USIM applications and UICCs. Specifically the proposal is to remove reference to UICCs. This is a pCR to clause 8 of TR 33.897.
1. Introduction
It was concluded at SA3#80 that:
1. A statement should be added to section 4.2 of 3GPP TR 33.897 [1] detailing the architectural overview of IOPS. The statement reads: ‘From a security point of view, it has been decided to have a USIM application dedicated exclusively for IOPS mode.’.
2. SA3 had the collective understanding that ‘the USIM for IOPS mode can be provided in a dedicated UICC’. This understanding was noted in the meeting report of SA3#80 [2].

It is proposed in this contribution to firstly add the language agreed in section 4.2 of 3GPP TR 33.897 [1] and describe proposed solution #1 to be based on a ‘USIM application dedicated exclusively for IOPS mode’. Secondly, it is proposed to generalise language concerning the relationship between USIM applications and UICCs. Specifically the proposal is to remove reference to UICCs.
In addition, deletion of the redundant template editor’s note is proposed.
2. Text proposals
~ ~ ~ Start of text proposal ~ ~ ~

8
Evaluation of solutions


8.1
Proposed Solution #1: AKA based on a USIM application dedicated exclusively for IOPS operation
8.1.1
General
The proposed solution describes a means of providing IOPS security using a USIM application dedicated exclusively for IOPS operation and using existing AKA procedures. Furthermore the proposed solution describes the use of a USIM application for ‘normal’ network-based operation (termed USIM application #1) together with the USIM application dedicated exclusively for IOPS operation (termed USIM application #2). USIM application #1and USIM application #2 use distinct sets of security credentials and both support AKA procedures as specified by 3GPP.





8.1.2
Analysis of Security Analysis Key Issues
Key Issues detailed in the Security Analysis of IOPS networks (clause 6) are addressed by proposed solution #1, namely:

· Key Issue #1: Security credentials in IOPS networks.

· Key Issue #2: Integrity and confidentiality for IOPS networks.

· Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations.

· Key Issue #4: AKA based on a USIM application dedicated exclusively for IOPS operation.

· Key Issue #5: Isolated E-UTRAN internode interface security.

Each Key Issue is discussed in the following sub clauses.

8.1.2.1 Key Issue #1: Security credentials in IOPS networks

The potential requirement arising from this key issue analysis requires that the security credentials for authentication and key agreement in the attachment procedure to the IOPS network are not usable in ‘normal’ network operation procedures. The two distinct sets of security credentials described in this proposed solution ensure this requirement is met.

8.1.2.2 Key Issue #2: Integrity and confidentiality for IOPS networks

The following potential requirements arising from this key issue are met by this proposed solution due to the reuse of existing AKA procedures:

· AS signalling between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality and integrity protected with replay protection.

· NAS signalling between IOPS-capable Public Safety UE and local MME shall be confidentiality and integrity protected with replay protection.
· An IOPS-capable Public Safety UE and a local EPC of an Isolated E-UTRAN shall perform mutual authentication.

· User plane communication between an IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality protected.
· A Local EPC supporting the Isolated E-UTRAN shall support authorization of IOPS-capable Public Safety UE.
All other potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.

8.1.2.3 Key Issue #3: Isolated E-UTRAN support of Public Safety UEs belonging to different Public Safety organizations
The potential requirement arising from this key issue analysis requires an authentication and authorization framework in the Isolated E-UTRAN to support Public Safety UEs belonging to different Public Safety organizations. A set of credentials for each Public Safety UE can be provisioned within the USIM application dedicated exclusively for IOPS operation and the Local HSSs. This will provide a means of supporting AKA-based authentication and authorization when the UE is connected to an IOPS network.
8.1.2.4 Key Issue #4: AKA based on a USIM applicationdedicated exclusively for IOPS operation
The following potential requirements arising from this key issue are met by this Potential proposed Solution solution due to the reuse of existing AKA procedures:

· Traffic intended for users in the IOPS network shall be confidentiality and integrity protected.

· Traffic from a user in the IOPS network destined for other users in the IOPS network shall be protected from interception within the (N)eNB or between (N)eNBs.

· Mutual authentication between IOPS network and UE.

· All other potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.

8.1.2.5 Key Issue #5: Internode interface security

All potential requirements described in this key issue do not require specification and are left to implementation when deploying an IOPS-capable network.

8.1.3
Scalability
8.1.3.1 Hardware dimensioning
Given that IOPS only applies to Public Safety operation then the entire user database provisioned in the infrastructure network does not need to be replicated and maintained at the Local HSS. Typically the number of Public Safety users would be measured in the 10,000s whereas commercial users would be measured in the millions. The hardware platform used to host the Local EPC will probably be co-located with eNBs in the E-UTRAN and will, therefore, impose some fixed limit, depending upon the storage available for credentials, on the number of Public Safety users that may be supported by the Local HSS. However, given the ready availability of secure storage options of the order of 10s of Gigabytes (e.g. secure flash drives) memory for storage of credentials is unlikely to be an issue for the numbers of Public Safety users that might need to be supported.
8.1.3.2 Provisioning of credentials

Credentials for all Public Safety users need to be maintained at all Local HSS entities in preparation for such a time when isolated operation occurs. The provisioning and management of these credentials can be performed during ‘normal’ (backhaul connected) operation and therefore, can be provided in a secure manner within the context of the E-UTRAN operation.

An existing transport mechanism (for example an interface used for the management of an (N)eNB)) can be used to maintain user security credentials between the Macro HSS (or a management entity which may act on behalf of the Macro HSS) and Local HSSs. For the case of the Macro HSS maintaining IOPS security credentials this process would take place when user security credentials are updated in the Macro HSS (as currently defined within the operator’s provisioning mechanism) and therefore any Public Safety user security credentials would propagate down to update the Local HSSs.

NOTE: The solution for IOPS AKA based on a two USIM application approach (see sub clause 7.1.1), and with the assumption of using the same UE for ‘normal’ operation, means that for a given Public Safety UE credentials related to USIM application #1 are present in the Macro HSS while the credentials related to USIM application #2 are present in the Local HSSs.
The provisioning and management of these credentials is not an onerous task given that changes to individual Public Safety users’ credentials will happen infrequently. The Public Safety user base would be in the most part static, and, with the expectation that isolated operation will be infrequent; the propagation of updates to the Local HSSs can be performed over an extended period of time.

8.1.4
Conclusion
In conclusion proposed solution #1 meets the following requirements set out in the objectives of the study, namely:

-
Reuses existing 3GPP security mechanisms.

-
Provides for the authentication and for the confidentiality and integrity of communications.

-
Provides security for isolated operation comparable with that of existing 3GPP systems.

~ ~ ~ End of text proposal ~ ~ ~

