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1.
Introduction

At SA3#80 in Tallinn several contributions and CRs were presented by Ericsson on how to update the 3GPP security profiles for TLS, certificates, CRLs, IKE, IPsec and SRTP. The outcome was that all the CRs were postponed as it was felt that more discussions and study were needed on several open issues. It was agreed to collect the identified open issues in a document as a basis for further discussions as a preparation for SA3#81. 

The open issues were recorded on top of S3-151965 (which was a Nokia Networks comment contribution on Ericsson original contribution S3-151913 "Security Profile Update Details for TLS, IPsec, Certificates, and CRLs"). The document, which was called "Notes on Security Profile Update Details for TLS, IPsec, Certificates, and CRLs" was distributed on SA3 email list on 17th of September 2015 as a starting point for the email discussions. 
The email discussion focused mainly on TLS, certificates, IKE and IPsec profiles. Discussions started to converge, but unfortunaltely final agreements between all parties could not be reached before the submission deadline. However, in order to make progress a set of CRs have been submitted to SA3#81 as proposals how to update the security profiles.  
The rest of this contribution lists the identified open issues per topic and proposes a way forward by referencing the related CR or explaining why a CR has not been provided.  The detailed proposals and comments from S3-191513/S3-151965 have been left out since the details are believed to be best described in the CRs. 
It is proposed that SA3 discusses whether the open issues have been resolved by the CRs and agrees the accompanying CRs. 
2.
Security profile updates
Open Issue (Nokia Networks): How to regularly check that the 3GPP security profiles are up-to-date?
2.1.
TLS and DTLS (TS 33.310)
Related CR is S3-152344 (Ericsson, Nokia Networks, Vodafone): Updating TLS profiles in TS 33.310.
Open issues:
· Open Issue (Nokia Networks): Consider forbidding TLS 1.0.  
· See CR S3-152344.
· Open Issue (Motorola, Telecom Italia):  How does this work affect SCAS? Reply Nokia Networks: Security profile for TLS in 33.310 is already referenced by SCAS work [cf. draft TS 33.117, v020, req. 5.2.5.1]. Any TLS profile update will automatically be effective for SCAS, too.
· Not impacting TS 33.310.
· Open Issue (Dept of Commerce): Algorithm agility needs to be considered.
· See CR S3-152344.
· Open Issue (Nokia Networks): What algorithm(s) is community likely to follow?
· See CR S3-152344.
· Open Issue (Nokia Networks): Mandatory ("shall") or recommended ("should") support of algorithms needs more discussion.
· See CR S3-152344.
· Open Issue (Alcatel-Lucent):  We are concerned that Best Current Practice (BFC) RFCs may not be implemented in products, products may rather refer to TLS 1.2. 
· See CR S3-152344.
· Open Issue (Motorola): Is there a need to standardize prioritization of algorithms in 3GPP?
· See CR S3-152344. 
· Open Issue (Deutsche Telekom): Should we consider different DH groups? 
· See CR S3-152344.
· Open Issue (Gemalto): Use of brainpool curves. 
· See CR S3-152344.
· Open Issue (Motorola):   Is there way to configure which ciphers are used, i.e to have operator control on cypto agility? 
· See CR S3-152344. 
· Open Issue (Nokia Networks): ECDHE vs. DHE needs further study 
· See CR S3-152344.
· Open Issue (Nokia Networks): ECDSA vs. RSA needs further study. 
· See CR S3-152344.
· Open Issue (Nokia Networks): Mandatory support of PSK cipher suites needs further study
· See CR S3-152344.
· Open Issue (Nokia Networks): Null encryption needs further study.
· This is not modified in the CR for Rel-13. 
Proposal: This needs to be looked at again in Rel-14.
2.2.
IKEv2 (TS 33.210)
Related CR is S3-152354 (Ericsson, Vodafone): Updating IKEv2 profiles in TS 33.210.
Open issues:
· Open Issue (Ericsson): Using ESP profiles for IKEv2.

· Open Issue (Alcatel-Lucent): questions the support for DH group 19

· Open Issue (Ericsson): Using "should" or "shall" [for configuration payloads] needs further study.  
· See CR S3-152354 for all the open issues.
2.3.
Certificates and CRL profiles (TS 33.310)
Related CR is S3-152349 (Ericsson): Updating certificate and CRL profiles in TS 33.310.
Open issues:
· See Open Issues in preceding clauses.
· See CR S3-152349.
2.4.
ESP (TS 33.210)
Related CR is S3-152359 (Ericsson) Updating ESP profiles in TS 33.210.
Open issues:

· Open Issue (Ericsson): Following SHOULD+ as "shall" or "should" is needs further study.
· Open Issue (Nokia Networks): Could reference to RFC 4835 in current spec just be replaced with reference to RFC 7321?
· Open Issue (Nokia Networks): Null encryption needs further study. 
· See CR S3-152359 for all the open issues.
2.5.
ESP in IMS Access (TS 33.203)
Related CR is S3-152364 (Ericsson) Updating IMS security profiles in TS 33.203.
Open issues:
· See Open Issues in preceeding clauses.
· See CR S3-152364.
2.6
Removing IKEv1 from 3GPP Security Profiles
Related CRs are S3-152389 (Ericsson) Removing IKEv1 from TS 33.210, and S3-152391 (Ericsson) Removing IKEv1 from TS 33.310.
Open issues:
· Open Issue (S3-151915): Deprecation of IKEv1 from Rel-13 onwards and removal from relevant specifications.
· See CRs S3-152389 and S3-152391.
2.7
Proposal to update and combine the 3GPP SRTP profiles
Open issues:
· Open Issue (S3-151917): Creating a common SRTP profile for Rel-13 in one of the specifications and that other specifications using SRTP refers to this profile stating only exceptions and additions.

· Open Issue (S3-151917): Making AES-GCM mandatory to implement in all 3GPP SRTP profiles. As Prose is already mandating AES-GCM, we propose that the SRTP profile in Prose is the basis for the common profile and that other SRTP profiles refer to 33.303 Annex C.
Propsosal: There were no email discussion comments on combining the SRT profiles. Since it needs careful consideration where and how to do it, it is proposed to do this in Rel-14. 
2.8
Open issues raised after SA3#80
No other open issues were raised.
