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Abstract of the contribution: Commenting contribution on Mapping testcase from 6.7 of 33.806 to 5.2.3.4.4.1 Network Product Management and Maintenance interfaces in 33.117
1. Introduction 
This contribtion provides comments on contribution Mapping testcase from 6.7 of 33.806 to 5.2.3.4.4.1 Network Product Management and Maintenance interfaces in 33.117.
1. Proposed pCR
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5.2.3.4.4.1 	Network Product Management and Maintenance interfaces 
Requirement Name: Network Product Management and Maintenance interfaces 
Requirement Reference: to be done later
Requirement Description: The protocols used for the network product management shall support mutual authentication mechanisms.
Threat References: TBA
Security Objective references: Secure Network Product Administration.
Test case:	Comment by johnhick: Need to use correct TC template from TS.
Test Name: TC Mutual Authentication on network product management protocols.
Purpose: 
Verify that:
There is mutual authentication of entities for management interfaces on the network product.
Procedure and execution steps:

· Pre-conditions: Documentation that lists each of the management protocols and describes the authentication mechanism used for each one.  The network product is powered on, and has authentication credential with Entity A. The tester can trigger authentication between network product and specific management entities. Entity A has authentication credential shared witth the network product and entity B does not have authentication credential with network product.
· Execution Steps
· 
a) The tester checks that the authentication mechanisms have been configured on the network product, set one of options which supports mutual authentication.
b) The tester triggers communication between network product and and a test entity that has a legitimate authentuication credential.which starts the mutual authentication between the network product and entity A.
c) Then, the tester triggers communication between network product and a test entity that doesn’t have the a legitimate authentication credential. entity B which starts the mutual authentication between the network product and entity B.
· Expected results:
· Mutual authentication is successful and communication between network product and entity with correct creduentials.
· Mutual authentication fails and communication between network product and entity with incorrect credentials cannot be established.
Expected format of evidence: None (Test result pass/fail recorded in Test management system).
· 
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