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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.3.3.1.6 of TS 33.117.

Introduction 

This contribution proposes to add the test case related to the requirement 5.3.3.1.6 of TS 33.117

Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since in TS 33.117 the test case immediately follows the requirement.

Proposed pCR

***
BEGIN OF FIRST CHANGE ***

5.3.3.1.6
External file system mount restrictions

Requirement Name: External file system mount restrictions


Requirement Description: 

If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions shall be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.

Implementation example: In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option.

Threat References: Denial of Service, Elevation of Privilege

Security Objective References: HARDENING

Test Case: 
Test Name: TC_EXTERNAL_FILE_SYSTEM_MOUNT_RESTRICTIONS
Purpose:

Verify that OS-level restrictions are set properly for users that are allowed to mount external file systems (attached locally or via the network). This is to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Procedure and execution steps:

Pre-Condition:

Tester has admin access to check and configure the external filesystem mount permissions in the OS.
Tester has username and password of a user in the network product that has external filesystem mount privileges.

Execution Steps
Execute the following steps:

1.
The tester shall verify that the permission to mount the external filesystem is allowed only to specific users and whether OS-level restrictions are set properly in order to prevent privilege escalation due to the contents of the mounted file systems (e.g. In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystem, which also have the "user" option). The tester checks that OS-level parameters are configured correctly on the system.
2.
The tester mounts an external filesystem to confirm the filesystem mounting permission restrictions for users and demonstrates that some are allowed as intended and some are restricted.
3.
The tester tries to gain privileged access to system by using a suitable privilege escalation method (e.g. Searching for writable SUID/GUID files “find / -o -group `id -g` -perm  -g=w -perm -u=s -o -perm -o=w -perm -u=s -o -perm -o=w  -perm -g=s -ls ”) and then confirms that they have the correct level of privileges.
Expected Results:

The OS-level restrictions are set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Any privilege escalation method used by the tester should be blocked.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot containing the operational results.
***
END OF FIRST CHANGE
***
3GPP


