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Abstract of the contribution: Evaluation of MCPTT Group Call Key Distribution Mechanisms
This proposal provides an evaluation of MCPTT key distribution for group calls. Within this contribution, Solution #4 is evaluated against the group call security requirements and system impacts. It concludes that Solution #4 is the only available solution which meets the security requirements for group calls. Additionally, system impacts are limited to MCPTT elements.

Hence inclusion of Solution #4 in the MCPTT TS is necessary to meet the security requirements for group calls within MCPTT.

**********BEGINNING OF CHANGE****************
8
Evaluation of Solutions

Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  

8.1
Signaling protection and IMS authentication

Solution 1 in clause 7.1 reuses existing IMS security mechanisms for MCPTT UE authentication and also to protect signaling messages. Hence, no evaluation needs to be performed, as this solution have no system impacts.  
8.X
Group Call Key Distribution Solutions

8.X.1
General

Group call functionality is described in from Section 10.4 to Section 10.8 of TS 23.179 [10]. It involves both on-network and off-network functionality to setup calls between groups of MCPTT UEs.

Within this TR there is one solution, Solution #4, for performing key distribution to support group calls.

8.X.2
Requirements relating to Group Call Security

The security analysis conducted in Section 6 established a number of requirements which impact group calls. The relevant requirements are listed below:
KI#2: Group key material shall be integrity and confidentiality protected for a specific MCPTT User during distribution from the MCPTT service to MCPTT UEs.

KI#2: Group key material shall be authenticated as coming from a valid, authorised source. The authorised source may be an MCPTT Administrator or may be another authorised entity (e.g. an authorised MCPTT User or Dispatcher).

KI#2: It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

KI#2: The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

KI#2: It shall be possible for an authorised, authenticated entity to revoke and update a group security context from use. 
KI#9: The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.
KI#10: The MCPTT system shall ensure that key streams are not reused.
KI#11: An authorised MCPTT User shall be able to obtain the information necessary to derive the group security context for the MCPTT Group while an MCPTT Group communication is on-going. As a result, the MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCPTT operation.

KI#14: The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs, including where relays are used.
8.X.3
Evaluation of Solution #4 against requirements

Table 8.X.3-1 compares the Solution #4 against the requirements relevant to group calls. This demonstrates that the solution meets the requirements.
	Requirement
	Sol #4

	Group key material integrity and confidentiality protected
	Yes

	Group key material authenticated
	Yes, to group management server identity

	Supports dynamic provisioning
	Yes

	Group security contexts are independent
	Yes, so long as separate GMK-IDs are used.

	Revoke and update possible
	Yes

	(On-network) End-to-end security supported
	Yes, inclusion of MCPTT server within group is optional, so true end-to-end security is possible.

	Key streams are not reused.
	Yes, by ensuring every transmitting user uses separate key derivation (with high probability).

	Late entry
	Yes, does not require signalling prior to decrypting media

	(Off-network) End-to-end security supported
	Yes, does not require connection to network during communication.


Table 8.X.3-1: Table evaluating group call key distribution solutions against requirements

8.X.4
System Impact Evaluation

Solution #4 is unlikely to require modification to the SIP Core. The SIP Core need only ensure that notification messages are successfully transmitted to MCPTT clients.

The MCPTT Server will require modification to decrypt floor control traffic and media plane traffic (if necessary). The solution would also require modification in the MCPTT client application. Additionally, a KMS would need to be introduced into the MCPTT architecture within the CSC. 

Hence, system impacts are limited to MCPTT elements.

8.X.5
Summary of Evalution

Solution #4 is the only available solution which meets the security requirements for group calls. Additionally, system impacts are limited to MCPTT elements.

Hence inclusion of Solution #4 in the MCPTT TS is necessary to meet the security requirements for group calls within MCPTT. 

**********END OF CHANGE****************

**********BEGINNING OF CHANGE****************

9
Conclusion

Editor’s note: This section will contain SA3's conclusion to the study.  

9.1
Signaling protection and IMS authentication

For IMS authentication (step B) and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the SA6 conclusions in TS 23.179 [10].

9.Y
Group Call Key Distribution Solutions
Based on the evaluation in Section 8.X, Solution #4 is adopted as a group call key distribution mechanism for MCPTT. As Solution #4 requires Solution #3 to operate, Solution #3 is also adopted as an addition to the MCPTT architecture.

**********END OF CHANGE****************

