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Abstract of the contribution: This contribution updates Solution #3 to include the types of key material required to support Solution #4 and #5.
This contribution adds a section to Solution #3 (7.3.4) that defines the key material which needs to be provisioned to support Solution #4 and Solution #5. 

Alongside with the information in TS 33.328, this defines all the key material that may need to be provisioned by the KMS. As a consequence, the following editor's note is removed.

Editor’s Note: The types of key material required will be defined based upon the agreed MCPTT security solutions.
**********BEGINNING OF CHANGE****************
7.3.3
Security Procedures

The procedure for the provision of identity-specific key material is described in Figure 7.3.3-1.
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Figure 7.3.3-1: Provisioning of user key material

The procedure in Figure 7.3.3-1 is now described step-by-step. 

0.
The key management client establishes a secure connection to the Key Management Server. The message flow below is made within this secure connection.

Editor’s Note: The means for establishing the secure connection with the KMS needs to be defined.

1.
The key management client makes a request for user key material from the KMS. The request contains details of the identity requested for key provisioning, and the time at which the key material is required.

2.
The KMS provides a response containing key material. The response includes the type of key material, the period of use for the material and any domain-specific parameters required for its use.


As a result of this procedure, the key management client has securely obtained key material for use within the MCPTT system.
7.3.4
Key material provisioned to support Solution #4 and #5

Solution #4 and #5 require the provisioning of the same key material from the KMS. The key material required to be provisioned to each user to support these two solutions is listed below:

- Domain specific key material, also known as a KPS Certificate, which includes:

- The KPS Public Authentication Key (KPAK in RFC 6507 [cc]).

- The KPS Public Confidentiality Key (Z_T in RFC 6508 [dd]).

- The UID conversion (as described below).

- Choice of cryptographic domain parameters (such as those listed in RFC 6509 [13]).

- The time period for which this information is valid.

- A user signing key for each UID for the upcoming time period (SSK and PVT in RFC 6507 [cc]).

- A user decryption key for each UID for the upcoming time period (RSK in RFC 6508 [dd]). 

- The time period, T, for which the user key material is valid (e.g. month).

The UID conversion mechanism defines how UIDs are generated. Using this format a MCPTT client can take a user identifier (e.g. an MCPTT ID), and the current time, (e.g. the year and month) and convert these to a UID. For example, 

UID = Hash (MCPTT ID, Month, Year)

As a consequence, there is a one-to-one correspondence between MCPTT IDs and UIDs during each time period, T.

After provisioning, the key material may be stored in the user's profile.
**********END OF CHANGE****************

**********BEGINNING OF CHANGE****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[3]
3GPP TR 23.779: "Study on architectural enhancements to support Mission Critical Push To Talk over LTE (MCPTT) services".

[4]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[5]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[6]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[7]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

[8]
3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''.

[9]
3GPP TS 33.203: ''3G security; Access security for IP-based services''.

[10]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".

[11]
3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 reference point".

[12]
3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''.
[13]
IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.
[14]
IETF RFC 3550: ''RTP: A Transport Protocol for Real-Time Applications''.

[15]
IETF Draft draft-ietf-oauth-spop-15: “Proof Key for Code Exchange by OAuth Public Clients”.

[16]
OpenID Foundation "OpenID Connect Basic Client Implementer's Guide 1.0 - draft 37", http://openid.net/specs/openid-connect-basic-1_0.html.

[17]
OpenID Foundation "OpenID Connect Core 1.0 incorporating errata set 1", http://openid.net/specs/openid-connect-core-1_0.html
[18]
3GPP TS 33.895: “Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”.

[19]
3GPP TS 33.924: “Identity management and Generic Authentication Architecture (GAA) interworking''.

[20]
3GPP TS 33.980: “Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)”.

[21]
3GPP TS 33.401: ''3GPP System Architecture Evolution (SAE); Security architecture''.

[22]
3GPP TR 33.888: "Study on security issues to support Group Communication System Enablers (GCSE) for LTE".

[23]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[cc]
IETF RFC 6507: '' Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.
[dd]
IETF RFC 6508: '' Sakai-Kasahara Key Encryption (SAKKE)''.
**********END OF CHANGE****************

Key Management Client
Key Management Server

1. Request for user key material
2. Provision of user key material
0. Establishment of a secure connection



