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Abstract of the contribution: This contribution updates Solution #3 to resolve an editor's note relating to KMS connection security.
SA6 have modified the MCPTT architecture in TS 23.179 so that MCPTT clients no longer connect directly to elements within the Common Services Core, but connect via an HTTP proxy (which, it is suggested, terminates the single TLS connection with the client). This also applies to internal HTTP connections, including those from the MCPTT server and the group management server.
As a consequence of this change to TS 23.179, the KMS described in Solution #3 no longer has a direct external connection that requires securing, the security for the entire common services core will be defined by the HTTP Proxy. Hence, the editor's note in Section 7.3.3 is no longer required: 
Editor’s Note: The means for establishing the secure connection with the KMS needs to be defined.

This proposal removes this editor's note, and updates Step 0 of Section 7.3.3 with the following:
0.
The key management client establishes a connection to the Key Management Server. As with other elements in the Common Services Core, the connection routed via, and secured by, the HTTP Proxy. The message flow below is made within this secure connection.
NOTE: Additionally, the connection between the KMS and the HTTP Proxy may be secured using Network Domain Security as described in TS 33.210 [8].

**********BEGINNING OF CHANGE****************
7.3.3
Security Procedures

The procedure for the provision of identity-specific key material is described in Figure 7.3.3-1. The procedure is the same whether the key management client in the MCPTT UE, MCPTT Server or group management server is making the request.
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Figure 7.3.3-1: Provisioning of user key material

The procedure in Figure 7.3.3-1 is now described step-by-step. 

0.
The key management client establishes a connection to the Key Management Server. As with other elements in the Common Services Core, the connection routed via, and secured by, the HTTP Proxy. The message flow below is made within this secure connection.
NOTE: Additionally, the connection between the KMS and the HTTP Proxy may be secured using Network Domain Security as described in TS 33.210 [8].

1.
The key management client makes a request for user key material from the KMS. The request contains details of the identity requested for key provisioning, and the time at which the key material is required.

2.
The KMS provides a response containing key material. The response includes the type of key material, the period of use for the material and any domain-specific parameters required for its use.

Editor’s Note: The types of key material required will be defined based upon the agreed MCPTT security solutions.

As a result of this procedure, the key management client has securely obtained key material for use within the MCPTT system.

**********END OF CHANGE****************
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