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Abstract of the contribution: This contribution cleans up solution #3 based on changes within SA6's TS. 
This contribution aligns Solution #3 with TS 23.179 based on updates in the MCPTT architecture. The reference points in the solution, CSC-5 and CSC-6, are renamed to CSC-8 and CSC-9 as SA6 has now used these numbers for other reference points. Due to the introduction of the HTTP Proxy by SA6, these reference points must now also use the HTTP-3 signalling reference point.
Furthermore, as an external group management server is now part of the updated MCPTT architecture, an additional reference point is required to allow the KMS to provide key material to the Group Management Server. This is named CSC-10.

**********BEGINNING OF CHANGE****************
7.3 Solution #3: Addition of KMS function and interfaces

7.3.1
General

For a number of different security processes, the MCPTT user will require identity-specific key material to be provisioned from a Key Management Server (KMS). This solution adds the KMS functional entity and three reference points for the provision of key material.

Editor's Note: FFS whether the functionality of the KMS used here is the same as within TS 33.328 [12].

7.3.2
Functional model for the KMS

Within the MCPTT architecture, a new functional entity, the MCPTT Key Management Server (KMS), is required for the provision of key material associated with a specific identity. The KMS sits within the Common Services Core (CSC). The KMS has an interface with the key management client. The key management client is responsible for requests for identity-specific key material. This functional entity is located in the UE and in the MCPTT Server.

The reference points for the KMS are shown in Figure 7.3.2-1 alongside the other reference points for the Common Service Core. 
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Figure 7.3.2-1: Reference Points for Key Management Server

Figure 7.3.2-1 shows the CSC-8,CSC-9 and CSC-10 reference points for the Key Management Server within the MCPTT system. 

7.3.2.1
Reference point CSC-8 (between key management client and key management server)

The CSC-8 reference point, between the key management client and the KMS, provides identity-specific key material to the MCPTT UE. CSC-8 shall use the HTTP-1 and HTTP-3 reference point.

7.3.2.2
Reference point CSC-9 (between the key management server and the MCPTT Server)

The CSC-9 reference point, which exists between the key management server and the MCPTT Server, is used, where necessary, to provide the MCPTT Server with identity-specific key material to allow the MCPTT Server to be involved in end-to-end secure communications. CSC-9 shall use the HTTP-2 and HTTP-3 reference point for the transport of key material.
7.3.2.3
Reference point CSC-10 (between the key management server and a group management server)

The CSC-10 reference point, which exists between the key management server and a group management server, is used to provide the group management server with identity-specific key material to allow the group management server to distribute key material to support group communications. CSC-10 shall use the HTTP-2, HTTP-3 and HTTP-4 signalling reference points for the transport of key material. 
**********END OF CHANGE****************
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