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Abstract of the contribution: This document proposes to move discussion of malicious USIM application switching from Key Issue #4 to a new sub clause detailing the evaluation of Proposed Solution #1 in TR 33.897.
1. Introduction
Following discussion at SA3#80 it is apparent that changes are required to Key Issue #4 (section 6.5). One change is the rationalisation of the discussion on malicious USIM application switching by considering it when evaluating AKA based on a USIM application dedicated exclusively for IOPS operation rather than as a Key Issue. The changes proposed in this document are seeking to achieve this rationalisation by:

· Move discussion from Key Issue #4 (section 6.5.2.4 and section 6.5.3.4).

· Move discussion to Proposed Solution #1 (new section 8.1.4).

The text proposals to address these changes are presented in section 2.

2. Text proposals
~ ~ ~ Start of first text proposal ~ ~ ~





~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~



~ ~ ~ End of second text proposal ~ ~ ~
~ ~ ~ Start of third text proposal ~ ~ ~

8.1.4
Malicious switching of USIM applications
This proposed solution presents multiple USIM applications to a user, thus giving rise to the possibility of malicious switching of USIM applications. Specifically malicious switching of USIM applications refers to the threat posed by a user who manipulates a UE and attempts to use a USIM application to gain unauthorised access to a network for which that particular USIM application is not intended.

The means by which a user could manipulate a UE is, for example, to instruct the UE to select a USIM Application Identity (see sub clause 7.1.1) which would result in the UE using a USIM application inconsistent with the network configuration the UE is operating under. Furthermore the user may instruct the UE to ignore any IOPS network indication between that contained in the USIM application and that read in System Information (SIB1).
To counteract attempted access using an alternative USIM application, a different set of security credentials are used for each USIM application. Usage of permanent key K will ensure the failure of AKA for any UE attempting to attach to a network for which that particular USIM application is not intended. This expectation is consistent with the potential security requirement derived from Key Issue #1 (‘Security credentials in IOPS network’) discussed in sub clause 6.2.
8.1.5
Conclusion
In conclusion Proposed Solution #1 meets the following requirements set out in the objectives of the study, namely:

-
Reuses existing 3GPP security mechanisms.

-
Provides for the authentication and for the confidentiality and integrity of communications.

-
Provides security for isolated operation comparable with that of existing 3GPP systems.

~ ~ ~ End of third text proposal ~ ~ ~

