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Annex C (Normative):
SRTP/SRTCP Profile

Each Crypto-Session (CS) in the SRTP Crypto-Session Bundle (CSB) is provisioned with a unique 16-octet SRTP Master Key and 12 octet SRTP Master Salt (both derived from the TGK). The Master Key and Salt are not used directly to protect SRTP traffic. Rather, SRTP Session Encryption Keys and Session Salt are derived for this purpose. The AES-CM Pseudo Random Function as described in RFC 3711 [11], section 4.3.3, shall be used. Table C.1 provides the profile for the SRTP Master parameters.


	

	
	

	
	

	
	


SRTP/SRTCP peers shall support IETF Draft draft-ietf-avtcore-srtp-aes-gcm-17 [29]. Both SRTP and SRTCP payloads shall be encrypted using the authenticated encryption algorithm AEAD_AES_128_GCMas defined in IETF Draft draft-ietf-avtcore-srtp-aes-gcm-17 [29]. The key derivation rate shall be 0.. 


	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


SRTP packets may include the Master Key Identifier tag as defined in RFC 3711 [11]. If included, the MKI tag shall contain the identifier of the GSK.

The SRTP transforms and parameters in the SRTP protection profile defined in Annex O of TS 33.328 [32] may also be used to protect the media stream.

***
END OF CHANGES
***
