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Abstract of the contribution:
This contribution proposes to add text to the guidelines for writing test cases in TR 33.916 as there has been quite some discussion about the right way to write test cases. This pCR is independent of the companion pCR to 33.916 proposing a general overhaul of 33.916.
1 Proposed pCR to TR 33.916 v1.0.0

***
BEGIN OF FIRST CHANGE ***

5.2.3.4
Requirement test writing guideline

5.2.3.4.1
General

Requirements are testable. That is, they are specific enough so that a test can be written that effectively decides whether the requirement is fulfilled or not.

NOTE: 
As explained in clause 4.2 of the present document, Security Compliance Testing is the task of assessing whether requested security requirements are correctly implemented in a network product, whereas Basic Vulnerability Testing is the task of running a set of FOSS/COTS tools on external interfaces of the network product. Therefore, security requirements are only applicable to Security Compliance Testing, and so are the tests to verify these security requirements. These guidelines do hence not apply to requirements and tests related to Basic Vulnerability Testing.
Some general guidelines for writing test cases are:

The test case should describe what the aim of the test is and what it is trying to demonstrate. It is not necessary to describe in details what needs to be done and what equipment is to be used. It should be left up to the lab to determine what are suitable tools and methods but it should also be specified what is suitable on high-level in order to ensure that the lab is using the right type of tools.

 The test case is to match the requirement and is not allowed to extend the requirement. It is allowed that a test case may test only a subset of what is covered by the requirement as exhaustive testing may be impossible in certain cases. 
Duplications should be avoided, e.g. it should be allowed to refer from one test case to (a part of) another test case already covering (part of) the requirement or to state in one test case that another test case should be run successfully before. 

It should be possible to execute a test case efficiently and automation is to be preferred over manual work. 
Test cases should be applicable to all elements in one or more network product classes and not assume implementation-specific details, e.g. on operating systems, that are not present in the requirement. But examples for specific environments, e.g. specific operating systems, are allowed.

The Target of Evaluation (ToE) as defined in the present TR shall be the object on which test cases are executed. This means, in particular, that no assumptions on installing additional software, e.g. a network sniffer, on the ToE are to be made.

In general, configuration changes (e.g. creating additional accounts) are to be avoided unless they are needed for the purpose of the test. But when modification of the ToE is a necessary precondition for testing the requirement (e.g. when the requirement asks for configurability of the product such as in a password policy) configuration changes are allowed.  
***
END OF FIRST CHANGE
***
