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Abstract of the contribution: This contribution proposes to map the test case in TR.33.806 Annex B into requirement 5.2.3.2.5 of TS 33.117.
Introduction 
This contribution proposes to map the test case from TR.33.806 Annex B.3.3.2.5 to requirement TS.33.117 sub-clause 5.2.3.2.5	“Logging access to personal data”and it attempts to take into account the level of detail for test cases that is recommended in the LS from GSMA dated 2nd October. 
Section 2 has a copy of the text in TR.33.806 Annex B which is considered for mapping to TS.33.117. This section has been annotated with word comment to clarify the rationale for including or excluding any text from TR.33.806 Annex B.
Section 3 has the proposed additional text for TS.33.117 sub-clause 5.2.3.2.5.
2. Text in TR.33.806 Annex B.
[bookmark: _Toc423354217][bookmark: _Toc423540830]B.3.3.2.5	Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Reference: to be done later
Requirement Description:
In some cases access to personal data in clear text might be required. If such access is required, the access to this data shall be logged, and the logging shall contain who accessed what data without revealing that data in the clear. When for practical purposes such logging is not available, a coarser grain logging is allowed.
Security Objective references: tba.
Test case: 	Comment by johnhick: The existing Annex B text isn’t in the required format for TS33.117 however the main points have been captured in the proposed text for the TS.33.117.
1. The product provides a clear-text interface in the standard GUI or CLI:
a. Access the clear text interface for a single user or multiple users
b. Verify that access is logged
2. The product does not provide a clear-text interface, but e.g. a file or database:
a. Access the file or database
Verify that access is logged.





3. Proposed pCR
***	BEGIN OF FIRST CHANGE ***
[bookmark: _Toc428871930][bookmark: _Toc428949828]5.2.3.2.5	Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Reference: to be done later
Requirement Description:	Comment by johnhick: Minor editorials proposed in requirement text
In some cases access to personal data in clear text might be required. If such access is required, the access to this data shall be logged, and the logging shall contain who accessed what data without revealing that personal data in the clear text. When for practical purposes such logging is not available, a coarser grain logging is allowed.
Editor’s note: Clarify what is meant by ‘personal data’ and if/how a tester decides that all ‘ personal’ data sources have been checked.
Security Objective references: tba
Test case: tba
Test Name: TC Logging acess to personal data 
Purpose:
Verify that in cases where a  network product presents personal data in clear text that access attempts to such data are logged and the log information includes the user identity that has accessed the data. The test case also verifies that the personal data itself is not included in clear text in the log.
Procedure and execution steps:
Pre-Conditions:
A document which provides a description of where personal data in clear text is accessible on the network product, how it can be accessed, and details of where such access attempts are logged and how to view these logs.
Execution Steps
1. The tester verifies that for cases where personal data is accessible in clear text that attempts to access it are recorded  in a log, that the log includes the user that has attempted to access the data and that the log does not include the actual personal data in clear-text. 
2. The tester repeats the check for each case where personal data is accessible 

     Expected Results:
All access attempts to personal data (in clear text) are recorded in the described logs, with the user identity included and no personal data is visible in the log.
Expected format of evidence:
Sample copies of the log files.

***	END OF FIRST CHANGE	***
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