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Abstract of the contribution: This contribution adds a new partial solution to ProSe TR. 
1 Introduction 
It has been proposed in the SA3 ProSe security discussion (October 27, 2015, e-meeting) that the efficiency problems related to scrambling are solved by slowing down the UTC based counter that is used to create the Time Hash (i.e. the key stream). This means that the scrambled ProSe Code does not change with the same frequency as the UTC based counter. This contribution is further developing the idea to a solution showing how it can be applied to both the scrambling solution (section 8.3.15) and the key hint solution (8.3.14). 
2 Background for the solution 
It has been proposed that some least significant bits of the UTC based counter are cut away from the scrambling procedure. This essentially means that the ProSe UE can be tracked down only during the interval in between two consecutive ticks of the slowed-down UTC based counter. We think that the basic concept of cutting the least significant bits of the UTC based counter is good, however, it is not clear how the idea would be applied to Restricted Discovery in practice. 

We propose that the slowing down process is done using a new UTC-mask that indicates how many most significant bits of the UTC-based counter are taken into account from the original UTC-based counter. We call the slowed-down counter as “Masked UTC counter”. The masking operation is bitwise AND. The more bits the mask includes, the more frequently the Masked UTC counter is ticking. 
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Figure 1: Masked UTC counter 

There are several ways to distribute the UTC mask. In one extreme, it could be one global value for all ProSe systems. Unfortunately, this also means that the Masked UTC counter would be ticking at the same phase, and the attackers would also know the exact time when the identity related information at the PC5 interface would change. The process would be simple but inflexible. It would not be possible to take the requirements of different applications into account but all would use the same privacy level. 
In the other extreme, the UTC mask could be specific to the scrambling key. This would allow maximum flexibility because even within the ProSe system of one Mobile Operator, different applications and even different ProSe UEs within these applications could use different UTC masks. 
The UTC-based counter is 32 long, and one counter tick is one second. This essentially means that the counter is able to run without overflow more than 68 years. It also means that the Masked UTC counter can be made tick once every 68 years or once every second or any value in between. Table 2 shows the relationship between the number of hidden least significant bits from the UTC based counter, and its effect on the speed of the Masked UTC counter (thus, how often the Masked UTC counter effectively changes) in seconds. 
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0 1

1 2

2 4

3 8

4 16

5 32

6 64

7 128about 2 minutes

8 256about 4 minutes

9 512about 8 minutes

10 1024about 17 minutes

11 2048about 34 minutes

12 4096

13 8192

14 16384

15 32768about 9 hours

16 65536about 18 hours

17 131072about 36 hours

18 262144about 3 days

19 524288about 6 days 

20 1048576about 12 days

21 2097152about 24 days

22 4194304

23 8388608

24 16777216

25 33554432about 1 year

26 67108864

27 134217728

28 268435456

29 536870912

30 1073741824about 34 years

31 2147483648about 68 years


Table 2: Variety of the speed of Masked UTC time  

It can be seen from the table that hiding too many least significant bits from the timer is not very useful. However, even if some of the slowest values were not used, the UE still needs to know which bits are included in the mask. 
It is proposed that the ProSe Function shall include information about a scrambling key specific UTC mask to the Discovery Response as a new security parameter. At protocol level, the information does not need to be a 32 bit long value but it can be the number of hidden least significant bits. So, the theoretical maximum number is 31 which means a 5 bit binary number in maximum. Note that the masked UTC counter can be used as an input parameter to scrambling (solution in section 8.3.15) or as an input parameter to key hint calculation (solution in section 8.3.14). 
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***
BEGIN CHANGES
***
8.3.x
Solution #8.3.x: Masked UTC counter  
8.3.x.1
General 

This solution addresses the requirements in key issue #7.3.1: Restricted ProSe Direct Discovery (Model A and B). The solution is a partial solution related to scrambling, and intends to make the verification of confidentiality protected ProSe Codes more efficient. 

8.3.x.2
Solution description 

It is proposed that in the context of scrambling, the UTC based counter is slowed down in order to make the system more efficient, and more persistent towards Denial-of-Service attacks while still making the tracking of ProSe UEs difficult for the attacker. 
NOTE: Masked UTC counter can be used as an input parameter to scrambling (solution in section 8.3.15) or as an input parameter to key hint calculation (solution in section 8.3.14). This solution does not take a stand in which context it is used. 

The UTC based counter can be slowed down using a new UTC mask. The UTC mask is essentially hiding some least significant bits of the UTC based counter making the counter change its value less frequently. The masked UTC counter value is a bitwise AND operation between the UTC mask and the UTC based counter (see Figure 8.3.x.2-1).

NOTE: UTC based counter is used for other purposes too, e.g. for MIC calculation. This solution does not introduce any changes to how the UTC based counter is used except when used with scrambling.  
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Figure 8.3.x.2-1: Masked UTC counter 

The UTC mask is distributed by the ProSe Function of the Discoveree/Announcing UE as a security parameter related to the Direct Discovery. 

***
END OF CHANGES
***
