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3
Justification

The pace of LTE network deployment is accelerating all over the world, which enables more and more advanced services and Internet applications making use of the inherent benefits of LTE, such as higher data rate, lower latency and enhanced coverage. Widely deployed LTE based infrastructure provides the opportunity for the vehicle industry to realize the concept of ‘connected car’. By providing a vehicle access via the LTE network infrastructure, a vehicle can be connected to the Internet and other vehicles so that a broad range of existing or new services can be envisaged for the vehicle industry and the mobile industry as well. Vehicle manufacturers and cellular network operators show strong interests in vehicular wireless communications for safety services as well as commercial applications.
Importantly, Proximity-based Services (ProSe) introduced in Release 12/13 have already provided essential functionalities to build upon V2X services over LTE. Furthermore, LTE-based broadcast services such as PWS and eMBMS could also provide additional functionalities for V2X services. It can be considered that some services will rely on wide-area network access which may be provided by GSM, UMTS, or by LTE. These demonstrate the fact that the V2X services can be made available through LTE technologies, with enhancements, and therefore can be one of the promising areas for 3GPP to focus on.
The safety-critical nature of vehicular applications makes it vital that the V2X service messages shall be protected from attacks such as eavesdropping, spoofing, alteration, and replay. Additionally, as the wireless technology will be deployed in communication devices in personal vehicles as well as other portable devices, whose owners have an expectation of privacy, thus it requires that the security services must be designed to protect the privacy of the users and that the protection of privacy adhere to the guidelines described in TR 33.849. In order to ensure  the security of V2X service and privacy of its users, it is necessary to investigate the legacy V2X security (if any) already defined by other SDOs, to study potential threats introduced by V2X services, and security requirements especially when LTE technologies are expected to be used for V2X services, and to provide potential security solutions.
LTE-based V2X standards are also urgently desired from market requirements. There are many research projects and field tests of connected vehicles in some countries or regions, such as US/Europe/Japan/Korea/China. In order to respond to this situation, SA1 had started the feasibility study on LTE Support for V2X Services (FS_V2XLTE, TR 22.885), and agreed to investigate the essential use cases and requirements for the following (S1-150284/SP-150051): 
· V2V (vehicle to vehicle): covering LTE-based communication between UEs using V2V application.
· V2P (vehicle to pedestrian): covering LTE-based communication between UEs supporting V2P applications.
· V2I/N (vehicle to infrastructure/network): V2I covers LTE-based communication between a UE and a roadside unit both using V2I applications. A roadside unit (RSU) is a transportation infrastructure entity (e.g. an entity transmitting speed notifications), which is implemented in an eNB or a stationary UE.  V2N covers LTE-based communication between a UE and a serving entity both using V2N applications.
At SA#69, the work item for the LTE support for V2X services (S1-152738/SP-150573) was approved for the normative work for stage 1. In addition, RAN WG has agreed on Feasibility Study on LTE-based V2X Services (FS_LTE_L2X: RP-151109) for Release 14 at RAN#68, and SA2 also has agreed on Study on architecture enhancements for LTE support of V2X services (S2-153532) at SA2#111. Therefore, it is beneficial to start the SA3 study now to support these efforts.

4
Objective

Based on vehicular services requirements defined in SA1 (TS 22.xxx) and architecture enhancements for LTE support of V2X services defined in SA2 (TR 23.xxx), this security SID aims to identify potential threats, security requirements and if needed, propose appropriate security enhancements or solutions to protect LTE-based V2X (V2V, V2I/N, and V2P) services. The study should also provide recommendation as to what security and security solutions to be used for V2X services. 
This SID should also try to leverage the work already done in other SDOs or external forums such as ETSI ITS, US SAE (Society of Automotive Engineers) in order to use as much of the specified security mechanisms as possible.
The detailed objectives are as follows:

- 
Investigate and collect security requirements that are specific and necessary for LTE V2X services defined in SA1 (TS 22.xxx).
-
Investigate and evaluate the possible reuse/enhancement of existing 3GPP security functionality and architecture including ProSe security framework (e.g. security over PC5 interface and LTE-Uu interface) in the context of supporting V2X service and fulfil the security requirements, considering:
•
the applicability of security mechanisms defined in other SDOs or external forums (e.g. PKI based security for DSRC in WAVE) for use to support 3GPP V2X service including any potential improvement. 
•
the progress in other WGs (SA2 and RAN WGs).
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Service Aspects

6
MMI-Aspects

7
Charging Aspects

8
Security Aspects

To be addressed by this study.
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	X
	X
	

	No
	
	
	
	
	X

	Don't know
	X
	
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	TR 33.V2X
	Study on security aspects for LTE support of V2X services
	SA3
	
	SA#72 (Jun 2016)
	SA#73 (Sep 2016)
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item rapporteur(s)
SA3: Marcus Wong, Huawei Technologies Co., Ltd. Email: mwong@huawei.com
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13
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	LG Electronics Inc

	LG U+

	SK Telecom ?

	III?

	KT Corp.?

	NEC ?

	ITL?

	ETRI?

	ITRI ?

	CATT?

	AT&T?

	InterDigital ?

	Ericsson ?

	Qualcomm Incorporated?

	Fujitsu ?

	Nokia Networks?

	Deutsche Telekom?

	ZTE?

	Telecom Italia?

	

	

	

	

	

	

	


form change history:
2013-12-06 v1.14.1 modified §11 to read: <FamilyName>, <GivenName>, (If the person is new to 3GPP work, give full contact coordinates, in particular, email address.)
2013-10-03 v1.14.0 removal of embedded help text
v1.13.2: adds tdoc header
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"
