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Abstract of the contribution: This contribution proposes to correct description about authentication and ciphering procedure.
1 Introduction
In several places of current 33.860, ciphering mode command/procedure is used to describe algorithm negotiation. However, these terms are used in GSM context, not in GPRS context. 
It is proposed to change Cipher mode command/procedure to the exact terms used in GPRS context, which is Authenticaiton and Ciphering Request/procedure.

2 Proposal

It is proposed to approve the below pCR.
******************************Begin of the first change***************************

5.2.2
Security threats 

The following security threats are foreseen: 

· Confidentiality of signalling or user data may be compromised. 

· One possible reason for such a compromise is that a weak encryption algorithm is used that the attacker can break while the data protected by the session key remains sensitive. E.g. a 64-bit encryption key is too short to give strong protection. This is made even worse if such an encryption key is in use for a very long time.

· An attacker may try to influence the selection of the encryption algorithm in order to prevent the IoT UE and the SGSN to select the strongest common encryption algorithm that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. E.g. an attacker can force a UE to accept NULL encryption by simply not sending an Authentication and Ciphering Request message or sending one with encryption set to NULL. There currently is no integrity protection in GPRS. So, the UE is left without any protection in this case.
******************************End of the first change*****************************

******************************Begin of the second change****************************

5.3.2
Security threats 

The most obvious threat is that the attacker can modify the Authentication and Ciphering procedure, which results in a bidding down attack and consequently in the loss of data confidentiality or data integrity. This is described in another key issue. 

Furthermore, some mobility management messages can be sent unprotected in current GPRS. This could result in a Denial-of-Service attack. 

Finally, the attacker could modify mobility management messages as described in the key issue details. This could also result in a Denial-of-Service attack. E.g., a successful sending of a Routing Area Update message or a De-registration message could result in a temporary unreachability of the UE until the UE contacts the network the next time. 

Editor’s Note: A risk analysis of the effect of modifications of mobility management messages, other than the Authentication and Ciphering procedure is ffs. The extent of damage that an attacker can do may depend on additional assumptions about UE characteristics e.g. about the initiator of communications (always UE-initiated or not) and the UE mobility pattern (stationary vs. global roaming). 

******************************End of the second change****************************

