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Abstract of the contribution: This contribution proposes to map D.3.3.6.3 Log accessing test case into 5.2.3.6.3 Protection of security event log files in 33.117
1. Introduction 
[bookmark: _GoBack]We propose to map D.3.3.6.3 Log accessing test case into 5.2.3.6.3 Protection of security event log files in 33.117.
1. Proposed pCR
[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF FIRST CHANGE	***
[bookmark: _Toc428871954][bookmark: _Toc428949851]5.2.3.6.3	Protection of security event log files
Requirement Name: Protection of security event log files
Requirement Reference: TBA
Requirement Description: The security event log shall be access controlled (file access rights) so only privilege users have access to the log files.
Threat References: TBA
Security Objective references: tba.
Test case: 
Requirements: Protection of security event log files.
Purpose:
Verify that the log(s) is(are) only accessible by privileged user(s). 
Procedure and execution steps:
Pre-Conditions:
· The Network Product is powered on.
· On the Network Product application, the user account A has privilege to access log files, but user account B does not have. 
Execution Steps
1. The tester logs into Network Product application or OS level using account A and tries to access log files.
2. The tester logs into Network Product application or OS level using account B and tries to access log files.
3. Repeat above steps using other Network Product interfaces including OS-level.
Expected Results:
1. By using account A, the tester can access log files in Network Product
2. By using account B, the tester fails to access log files in Network Product.
Expected format of evidence:
Accounts A can access log files in the Network Product while Accounts B cannot
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