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Abstract of the contribution: this contribution aims to solve the replay attack of token in clause 8.1.1.2.
1 Analysis
In the solution 8.1.1, as lacking a pre-shared credential between remote UE and Relay UE, the remote UE can not directly authenticate Relay UE. But ProSe Function can authenticate both remote UE and Relay UE, so ProSe Function generates a token for the Relay UE and UE could authenticate the Relay UE by verifying the token.
As described in clause 8.1.1.2, the token parameter is calculated as follows:

Token = KDF (Discovery key, ProSe App Code, UE-to-Network Relay Identity).

Firstly, no parameter is inputted into the KDF to prevent replay attack of the token. Secondly, there is on integrity protection of the Direct Discovery Response message in step 5, which includes the token and is sent form Relay UE to remote UE. So an attacker can easily replay the token. 

As in this discovery procedure, remote UE and Relay UE do not negotiate a PC5 security context before step 5, so the only way to prevent the replay of token is adding a unique parameter into the KDF. The unique parameter can be as followings:
· UTC-based counter: ProSe Function generates a UTC-based counter based on its clock (e.g. system clock).

· Nonce: the remote UE includes a nonce in the Direct Discovery Request message in step1 and Relay UE deliver the nonce to ProSe Function for derivation of the token.

2 Proposals
It is proposed to include this pCR into the TR33.833.

****************************************Start of change********************************************

8.1.1.2
Token Calculation 

The Token is calculated by the HPLMN ProSe Function of the remote UE and provided to the UE-to-Network Relay UE. The Relay UE includes the Token in the Direct Discovery Response message back to the Remote UE.

The Remote UE calculates the Token by itself, as described below and compares it with the received Token in the Direct Discovery Response message. If the Tokens are equal then the Remote UE knows that the UE-to-Network Relay UE is authentic and authorized to respond and the Direct Discovery Response message is not a replayed Direct Discovery Response message. 

The token parameter is calculated as follows:

Token = KDF (Discovery key, ProSe App Code, UE-to-Network Relay Identity, UTC-based counter, Nonce)

•
Discovery key is shared between the Remote UE and HPLMN ProSe Function in the network. It is valid within the identified validity timer window.

•
ProSe App Code provides binding of the Token to the Remote UE.

•
UE-to-Network Relay Identity provides binding of the Token to the UE-to-Network Relay.
•
UTC-based counter and remote UE Nonce provide replay protection of the token. The UTC-based counter is generated by ProSe Function based on its clock (e.g. system). The remote UE generates the nonce and includes it in the Direct Discovery Request message in step1 and Relay UE deliver the nonce to ProSe Function.
****************************************End of  change********************************************
