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Abstract of the contribution: this contribution clarifies the necessity of mandate returning the discovery response in model B group member discovery in clause 8.2.2.1.2.
1 Analysis
Clause 8.2.2.1.2 states the secure one-to-one Communication that follows Group Member Discovery with Model B and also gives two alternatives: 1. There is a discovery response message from disoveree UE after it receives a solicitation message from the discoverer UE; 2. Instead of returning back a discovery response message, the disocveree UE directly sends a communication request to the discoverer UE. 

Actually, discovery procedure and communication procedure are totally independent. These two procedures have different functionalities and it is possible that no communication start off after two UEs discover each other. 

SA2 also has not yet defined such simplified model B group member discovery. It is neither a Model A discovery procedure nor Model B discovery procedure. SA3 should keep inline with SA2’s procedure.
So bassicially, it is necessary to make the model B group member discovery a complete procedure, i.e. mandate returning the discovery response in model B group member discovery.
2 Proposals
It is proposed to include this pCR into the TR33.833.

3 pCR
****************************************Start of change*******************************************
8.2.2.1.2
Secure one-to-one Communication that follows Group Member Discovery with Model B

Figure 8.2.2.1.2-1 illustrates secure one-to-one ProSe Direct communication that follows ProSe Group Member Discovery with Model B, using ECCSI (as described in clause 8.4.2.1.2.2).  

 

[image: image2]
Figure 8.2.2.1.2-1:  Secure one-to-one layer-2 link setup that follows Group Member Discovery with Model B

1.
A process of Group Member Discovery with Model B discovery with security feature.  For more details, please refer to clause 8.4.2.1.2.2.  

2.
Please refer to clause 8.4.2.1.2.2.  Please Note that the inclusion of the SAKKE payload in the Response message is optional, as stated in clause 8.4.2.1.2.2.

3a.
Upon reception of the Response message in step 2, UE-1 checks the SIGN payload.  If the verification test is successful, the authenticated identity of the UE-2’s user (“Discoveree Info”) is presented to the user of UE-1.  If the user of UE-1 decides to engage in one-to-one communication, UE-1 sends a Direct Communication Request message. 

If a SAKKE payload was received in step 2, UE-1 uses the shared secret value provided via the SAKKE payload to encrypt the Direct Communication Request message in step 3a.

Otherwise, UE-1 generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the UE-2’s user (obtained from Discoveree Info).

3b.
Upon reception of the Direct Communication Request message in step 3a, UE-2 responds with a Direct Communication Response message encrypted using the SSV provided inside the SAKKE payload in step 2 or step 3a.

4a.
If user of UE-3 wishes to establish a secure layer-2 link for one-to-one ProSe Direct Communication, UE-3 may send a Direct Communication Request message, including the SAKKE:



-
SAKKE – UE-3 generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the UE-1’s user (Discoverer Info).

4b.
Upon reception of the Direct Communication Request message, UE-1 responds with a Direct Communication Response message encrypted using the SSV provided inside the SAKKE payload in step 2 or step 4a.
****************************************End of  change********************************************
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