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/**********BEGIN CHANGES*********/
X.X
UE to UE-Network Relay security solution
X.X.1
Solution overview

The solution does not require the UE to be in network coverage, but does require the UE to be within the coverage of a UE-Network relay. It relies on a UE fetching a ProSe Relay Key from the ProSe Key Management Function (PKMF)  over the PC3 interface between UE and the PKMF. The Relay Key is specific to a particular UE and UE-Network relay combination. After both the UE and Relay fetching the same Relay Key from the same PKMF, subsequent session keys are generated and are used to protect the UE to UE-Network relay air interface (i.e. PC5).
The establishment of the UE-network relay communication session is as shown in figure X.X.-1. 
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Figure X.X -1: Security set-up for UE-Network Relay
1. The UE discovers the UE-NW Relay and its Relay ID as described in TR 23.713[33].

2: UE sends a Relay Key Request message to the relay. UE includes its ID, Home PKMF, request to establish PC3 security to the Relay. Since the relay is a IP router (as defined in TS23.303), the relay is able to forward this message to the PKMF. Before the UE is authenticated by the relay, the relay only allows Relay Key Request message destined for Home PKMF or Visited PKMF via PKMF Proxy (not shown in the above call flow in the case that the UE is a roaming UE) to go through.

Editor’s Note: Exact message needs to map to RAN specifications.

3. Relay forwards the Relay Key Request to the Home PKMF of the UE or a PKMF Proxy for the Visited PKMF of a roaming UE, along with the UE’s PC3 connection establishment request. 

4: UE and PKMF established PC3 security. UE gets the Relay Key during the exchange which is protected over PC3 interface.

5: PKMF sends Relay Key to the Relay.
6: Relay computes the a session UE-Relay keys (both integrity and cipher keys) based on the Relay Key and other parameters (e.g. nonce, etc.).

7: The relay then sends a Direct Security Mode Command message to UE. It may includes the identifiers from step 2 to indicate the security context used to protect this message and other parameter needed for computing session key (e.g. nonce). This message is integrity protected with an integrity key the relay computed from Step 6..

8: UE retrieves the parameter needed to compute the UE-Relay keys and use the computed integrity key to verify the integrity protected Direct Security Mode Command message.

9: UE responds to Relay with a Direct Security Mode Complete message which is integrity protected. At this point, the relay releases the restriction on the destination of UE messages.
/************END CHANGES**********/
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