3GPP TSG SA WG3 (Security) Meeting #81	S3-152293
9-13 November 2015 Anaheim(US)		revision of S3-13abcd
	
Source:	Huawei, HiSilicon
Title:	Discuss the solution on the security of error code for the untrusted WLAN
Document for:	Discussion/Decision
[bookmark: _GoBack]Agenda Item:	7.7.4
Work Item / Release:	SEC13 / Rel-13
Abstract of the contribution: This pCR is proposed to introduce the security of error code when UE’s access via untrusted WLAN due to HSS not providing AV to AAA server.
1. Introduction 
In this contribution, we will discuss the solution on the security of error code for the untrusted WLAN. In the LS of CT1, two questions were asked.
Q1: If the 3GPP AAA server rejects UE's access via untrusted WLAN due to HSS not providing authentication vectors for the UE to 3GPP AAA server, does the ePDG send its identity, a certificate, and the AUTH parameter to the UE so that the UE can authenticate the ePDG?
We believe that the answer is yes. The reason will be discussed in this contribution. 
Q2: If the answer to Q1 is yes, should the ePDG behaviour be captured in SA3 specs or in the CT1 specs?

This is in the scope of SA3 specifications and should be captured in SA3 specs TS 33.402.
1. [bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]Background
For WLAN access, the UE will use authentication procedures based on EAP-AKA or EAP-AKA’. With more and more devices supporting WLAN access, various applications (e.g., voice over WLAN (VoWi-Fi)) request WLAN access as the preferred option. However, in some conditions, the authentication procedures may fail. For example, when the UE accesses WLAN deployed by the VPLMN which the UE is not allowed to roaming into or the APN UE requested is not allowed, the repeated authentication procedures to the same WLAN or the same APN will not solve the problem. In order to avoid the large and frequent authentication signalling towards operator’s mobile network and unlimited useless retry behaviour after authentication failure, CT1 approved a WID (ASI_WLAN) in CT1#92 meeting which is to distinguish the failure cases and define the UE behaviour according to the failure codes received from the network.  To be specific, for the untrusted WLAN, the IKEv2 messages are extended to support the new failure codes and the related UE behaviour is defined in TS 24.302. These failure codes are originally sent by the HSS and forwarded to ePDG by 3GPP AAA Server. 
If ePDG forwards this message without ePDG ID, certificate and AUTH to UE, the UE cannot authenticate the ePDG. As a result, an attacker can perform as the ePDG sending an error code to UE. If UE always trusts the error code, the attacker can have the UE disconnected to the LTE easily. 
1. Security of the error code forwarding in untrusted WLAN accessing
Figure1illustrates the potential solution on the authentication failure case for untrusted WLAN. The steps from 1 to 3 are copied from Figure 8.2.2-1 of 33.402. In step4, the HSS rejects to provide AV to the 3GPP AAA server, and an error code is generated that will be forwarded to the UE as describing in background. After UE receiving the IKE_AUTH Response that contains ePDG’s information, the UE can authenticate the ePDG to confirm that the ePDG is a legal one which can be trusted. The error code can be integrity protected by this way, too.   



Figure 1The potential procedure when HSS rejects to provide AV to UE.
Observation1	The UE can authenticate the ePDG when ePDG sends its identity, a certificate, and the AUTH to UE. The error code is also protected by this way.
Figure 2 is copied from Figure 8.2.2-1 in 33.402. In step 6, ePDG sends EAP-Reuquest/AKA-Challenge message to UE. UE needs to know whether this message can be trusted. Therefore, ePDG needs to sends ePDG ID, Certificate, AUTH at the same time. The design principle of Figure1 is the same as Figure2. Thus, we believe that the method in Figure 1 is feasible.


Figure 2 Partial of Tunnel full authentication and authorization
Observation2	It is feasible that the ePDG identity, certificate, and AUTH are going to be provided in step 6 of figure1

Proposal1		The ePDG identity, certificate, and AUTH are going to be provided in step 6 of figure 1 could be used to authenticate UE when the 3GPP AAA server rejects UE's access via untrusted WLAN due to HSS not providing authentication vectors for the UE to 3GPP AAA server.
1. This solution shall be captured in SA3 specs 
SA3 shall capture the security procedure into 33.402
Observation3	The security procedure shall be captured into 33.402 as the supplementary to the legacy procedure.
Proposal 2		The security procedure shall capture as a CR into 33.402.
1. Conclusion
As describing above, it is feasible to authenticate ePDG if ePDG sends its identity, a certificate, and AUTH to UE. And SA3 shall put this method into 33.402.
Observation1	The UE can authenticate the ePDG when ePDG sends its identity, a certificate, and the AUTH to UE. The error code is also protected by this way.
Observation2	It is feasible that the ePDG identity, certificate, and AUTH are going to be provided in step 6 of figure1.
Observation3	The security procedure shall be captured into 33.402 as the supplementary to the legacy procedure.
Proposal1		The ePDG identity, certificate, and AUTH are going to be provided in step 6 of figure 1 could be used to authenticate UE when the 3GPP AAA server rejects UE's access via untrusted WLAN due to HSS not providing authentication vectors for the UE to 3GPP AAA server.
Proposal 2		The security procedure shall capture as a CR into 33.402.
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