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Abstract of the contribution:

In this contribution, we propose a solution to an Editor’s Note introduced in solution 3 – “Independent VPLMN and e2m security associations”. In particular, the Editor’s Note talks about the need to specify how the e2m authentication request is triggered.
1. Introduction

For solution 3, the authentication between CIoT and HPLMN is independent of the UMTS / EPS AKA that runs between the CIoT UE and VPLMN. The authentication mechanism therefore needs another trigger in order to run another time between CIoT UE and the HPLMN. For such a trigger a number of solutions are possible:
· The CIoT UE specifies it in a PCO setting which gets forwarded via the S-GW to the P-GW. A possible implementation could be that the P-GW indicated in the PCO is a specific CIoT P-GW, which initiates an AKA run when a bearer between the UE and the P-GW is established;

· The setting of the CIoT default P-GW is contained in the subscription profile, or;

· In case of the application mixed CIoT P-GW and normal P-GW, the setting is obtained from the PCRF in the IP-CAN session setup.

We discuss the pros and cons of each solution and propose a way to resolve the Editor’s Note.

2. Discussion
The authentication mechanism between CIoT and HPLMN could be triggered the following ways: 

· Setting it the UE: (1) The UE could indicate upon attach using a PCO message that it is a CIoT UE. One way to do so would be by indicating its particular P-GW, which then should understand that a specific AKA run is necessary. Another way would be to inform the S-GW that the UE requires CIoT functionality through a PCO message. This could trigger a CIoT specific P-GW to be picked by the S-GW or the S-GW could use a modified signalling message (which?) between P-GW and S-GW to inform the P-GW that this UE needs CIoT services. This solution requires changes to either the S-GW and P-GW or to the P-GW alone. No changes are required in the HSS subscription profile. A disadvantage is that whenever the application provider would like to update the settings on the UE, it will have to reconfigure the UE (which requires a new connection, etc). 
· Setting it in the subscription profile: Effectively two implementations for this solution exist:

· (2a) Similar to the solution above, the subscription profile could tell the S-GW that a particular P-GW is requested. The P-GW could be a CIoT specific P-GW, which means that P-GW/HSE will initiate the AKA run. Compared to the earlier solution, the disadvantage of updating the settings on the UE is gone. Still this solution requires a separate P-GW specific to CIoT.
· (2b) Similar to the previous bullet, the S-GW could be upgraded to understand a new field in the subscription profile stating that the UE is a CIoT device. The S-GW now indicates in the Create Session Request to the P-GW that this UE is a CIoT device, upon which the P-GW/HSE can initiate the AKA run.

· (2c) Yet another implementation assumes  that S-GW in the visited network has no knowledge about the nature of the UE. In this implementation, the PCRF informs the P-GW in the IP-CAN Session Setup hat this particular UE is a CIoT UE. The P-GW knows that this requires a an AKA run. Compared to the previous solutions, the P-GW could now be a mixed instance of both CIoT and normal P-GW.
Another issue is that at some point in time the keys might have to be refreshed. If no efficient solution for key refreshing exists or accepted, we propose to tie the keys to the specific CIoT bearer between the P-GW and the CIoT UE. By this we mean that whenever a new bearer between the P-GW and the CIoT UE is setup a new AKA run between P-GW/HSE and CIoT is performed.

Based on the above analysis, we propose to a solution based on 2b and/or 2c. In the above, we have assumed that the HSE is collocated with the P-GW. Whenever that isn’t the case, the P-GW and HSE will have to exchange signalling so that the HSE can request the AV.
3. Solution
**** Begin of Changes ****

6.3.2.1
Independent VPLMN and e2m security associations
The AKA operations, key derivations and overall security flow for the “traditional” UE-to-VPLMN security are unchanged in this solution.

A new domain is defined for e2m security– neither Circuit Switched (CS) nor the usual Packet Switched (PS) but Home Packet Switched (HPS).  The USIM maintains a separate HPS key set, with associated CKSN and KSI (in the same way that USIM already maintains separate CS and PS keysets).





Whenever the GGSN/PGW gets a Create Session Request from the S-GW it starts an AKA run. The P-GW is informed about the fact that the requesting UE is a CIoT UE through either:

-
The use of a PCRF. The PCRF informs the P-GW during the IP CAN session setup that this particular UE is a CIoT  UE. The P-GW obtains the IMSI either through the PCRF IP CAN Session Setup message or through the Create Session Request message that it got from the S-GW. In either way, the IMSI is forwarded to the HSE to obtain the AV.

-
By means of the subscription profile stored in the HSS. The S-GW or the P-GW could obtain the subscription profile. In case the S-GW obtains the subscription profile, it could inform the P-GW that this particular UE is a CIoT UE. In case the S-GW does not obtain the subscription profile the P-GW could request the subscription profile itself and find out that this UE is a CIoT UE. The IMSI is obtained through the Create Session Request and forwarded to the HSE.
Subsequent AKA runs piggy back on the same mechanism. Whenever a new session between the P-GW and CIoT UE is established, the HSE is triggered, requests a fresh AV and performs an AKA run. The sessions expire according to a policy set in the subscription profile.
The HSE requests an AKA vector from the HLR/HSS. Note: if the HLR/HSS uses the array scheme for SQN management (see TS 33.102 sections C.1.2 and also section C.3.4 [AddRef]) then it may use a set of IND values exclusively for the HPS domain. In the EPS AKA case, where the AV will contain KASME, the PLMN ID used as input for the derivation of KASME should refer to the HPLMN, but should be different from the PLMN_ID that would be used for that network in regular (non-e2m) KASME derivation.
**** End of Changes ****
