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Abstract of the contribution: A separate pCR from Nokia introduces the concept of an End to Middle Key Server in solution #2. This pCR adds the equivalent concept as a variant to solution #1.
1. Introduction

This pseudo-CR applies to TR 33.863 [1], the study on battery efficient security for very low throughput Machine Type Communication devices.

A separate pCR from Nokia introduces the concept of an e2m Key Server (EMKS), sitting logically between the HLR/HSS and what is called the EMSE in solution #2.  The idea is that the HLR/HSS would push an end-to-middle intermediate key at the same time that the HLR/HSS generates and returns an authentication vector.  The end-to-middle key used for protecting data between UE and EMSE is then derived from the end-to-middle intermediate key.  The advantage of this approach is that the HLR/HSS can remain stateless. The approach was discussed in a conference call on BEST.
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1].  Note: this pCR assumes that changes to sections 6.1.2.A and 6.1.2.B in S3-152229 are already accepted.
~ ~ ~ Start of first text proposal ~ ~ ~
6.1.2.A
Key derivation rules

The following is one possible way of implementing the key derivation rules. Other possible implementations options may be defined.

The key derivation function should be supported by the UICC and the HLR/HSS and is written as KDF (Key, S) below.

Editor’s note: It is FFS whether the key derivation function can be run in the ME

The key derivation algorithm KDF should be HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).
For the UMTS AKA case, the following key derivation applies:

· CK´||IK´ = KDF (CK||IK, key type 1).

NOTE: CK´ goes from bit 0 to bit 127, IK´ goes from bit 128 to bit 255. key type 1 is an ASCII string pointing to the purpose of the key use, e.g. “VPLMN_CIoT”.

· e2mKEYSET = KDF (CK||IK, key type 2). 
NOTE: If e2mKEYSET includes more than 256 bits of key material, then multiple instances of KDF are used with different key type strings (key type 2A, key type 2B, etc).

· If the solution requires an e2mKEYSET_ID then e2mKEYSET_ID = KDF (CK||IK, key type 3).

For the EPS AKA case, the derivation of e2mKEYSET and e2mKEYSET_ID (if required) is the same as in the UMTS AKA case. For the visited network, though, KASME is derived as usual.
NOTE: if an AKA algorithm such as TUAK were used, that can generate 256-bit CK and IK, then the key derivation formulae above could be different, with keys for the visited network security generated purely from CK, and keys for the e2m security derived purely from IK. 256-bit CK and IK are currently outside the scope of 3GPP standards, however.

6.1.2.AA
Solution variant: End to Middle Key Server
Solution #2 uses an End to Middle Key Server (EMKS) (see sections 6.2.2.1, 6.2.2.2), which sits logically between the HLR/HSS and what is their called the EMSE (the equivalent of the HSE in this solution). This can be added as a variant to any of the solution #1 options described above. With this variant, there is no difference to how keys are derived for the visited network, but the e2m key is done differently, in two steps: 

1.
Whenever an Authentication Information Request from the SGSN or the MME arrives at the HLR/HSS, then the HLR/HSS checks the subscription profile for the need to derive an e2m_int_key. If needed according to the subscription profile, the HLR/HSS derives e2m_int_key from CK, IK and a string pointing to the purpose of the key use, namely e2m security for CIoT, where the derivation of e2m_int_key has the form


e2m_int_key = KDF (CK||IK, string)


and the string could be set to e.g. "e2m_ CIoT".

2.
The EMKS derives e2m_key from e2m_int_key, using the key derivation rule




e2mKEYSET = KDF (e2m_int_key, key type 2)



and if necessary also




e2mKEYSET_ID = KDF (e2m_int_key, key type 3)



where key type 2 and key type 3 are as described in section 6.1.2.A.

In all cases, keys are pushed from HLR/HSS to EMKS; either push or pull can be used from EMKS to HSE, according to the particular solution option.

6.1.2.B
Authentication and key usage policy

Empty section (security policy has now been moved to section 6.4)
6.1.3
Solution evaluation

Editor’s note: FFS
All of the variants in this section create an e2m keyset, shared between UE and HSE, that can be used to provide confidentiality (where permitted) and integrity. This contributes towards satisfying key issue #1. However, this solution does not on its own specify what confidentiality and integrity mechanism (e.g. TLS, IPsec) makes use of the shared keyset.

Key issue 2 is satisfied well as long as keys are relatively long lived (both device-to-visited-network keys and e2m keys), so that authentication challenges and responses on the air interface are infrequent.

The solution requires new functionality in both the USIM and the HSS.

It seems necessary to keep the visited network and e2m security associations synchronised: if keys are updated for one, then they need to be updated for the other too.

Variant 6.1.2.2 requires the HLR/HSS to retain an e2m key pair until a notification message is received from the SGSN/MME. This type of stateful behaviour is not standard in today’s HLRs. Adopting the End to Middle Key Server solution variant (section 6.1.2.AA) avoids this problem.
~ ~ ~ End of first text proposal ~ ~ ~
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