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Abstract: 
This paper compares options in the LTE-WLAN Aggregation feature for opening up the controlled port on the WLAN and for installing session keys in UE and WLAN. 
1 Summary of possible solutions
Two types of solution have been put forward for securing the LWA system.

A first type of solution based on WPA2-Enterprise and described in companion paper S3-152240 is illustrated in Figure 1.  In this solution an 802.1X based EAP method is used to authenticate and authorise the UE for access over WLAN and to install session keys in the WLAN.  A 4 way handshake is used to set up Pairwise Temporary Keys in the AP and the UE.   A UE uses a modified form of NAI which additionally includes eNB identifying information which is used by the WLAN to route authentication messaging towards the correct MeNB.  The MeNB takes on the role of EAP authentication server, generating authentication vectors using a key that is derived at the MeNB.  
In a second type of solution ([1], [2], [3], [4]) illustrated in Figure 2,  3GPP would need to define new procedures for conveying a PMK over the Xw interface.  This PMK would also need to be made available in the UE, and once in place the 4 way handshake can be performed to generate Pairwise Temporary Keys. WLAN internal procedures, between WLAN controller and AP would also need to be modified to enable the installation of keys in the Authenticator (AP).  
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Figure 1) WPA2-Enterprise based method 
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Figure 2) WPA2-Personal based method of [1, 2, 3, 4]

2 Comparison of solutions

2.1 WPA2-Enterprise based methods

Features:
·   WPA2-Enterprise is already supported in deployed devices and carrier grade WLAN infrastructure product.   It is a method by which pre-shared user specific keys, passwords etc can be used to access a WLAN service, where on the network side interaction with an AAA server is needed to authenticate the device.  
·    No modifications needed to WLAN infrastructure software.  The fact that no modifications are required can be expected to increase the likelihood of WLAN vendors implementing this 3GPP defined LTE-WLAN aggregation feature.
·    Can leverage any future Wi-Fi community enhancements, features and functionality which are designed assuming that a regular 802.1X framework is in place.  Such mechanisms include support for fast re-authentication and support of handover between AP’s without full interaction with an EAP authentication server. 
·    Requires the UE to utilise a modified NAI.  Additionally requires the NAI → IP address mapping tables in the WLAN controller to be appropriately configured when the feature is deployed.
·    Requires the MeNB to perform new functionality related to authentication vector generation and handling of EAP messaging.  Note that only the authentication function of the AAA server is required to be supported in the MeNB for LWA, other functions of an AAA server such as management, accounting, etc. are not required.
·    WPA2-Enterprise is promoted by the WiFi Alliance as the carrier grade high security option for commercial uses.  It is supported in the WFA Passpoint program.
2.2 WPA2-Personal based methods

Features:

·    WPA2-Personal was designed for use in small office / home type applications, where an AP administrator (human) distributes a common passphrase to all users of the WLAN.  It is unclear to what degree this method would be effectively supported on public access carrier grade AP’s of the type that would be of interest in this work item. 
·    In regular WPA2-Personal the WLAN is not authenticating/authorising a user identity but rather it is just confirming that the device is in possession of the passphrase.   In the proposed modified version of WPA2-personal, prior to the 4 way handshake,  the UE will have to have informed the eNB of its MAC address and this MAC address along with associated PMK will have to have been passed from the MeNB to the AP.  Unlike the case for regular WPA2-Personal the AP will have to look up the particular PMK to use in the 4 way handshake for the given UE MAC address that was used in the preceding WLAN association.
·    New software is required in WLAN controller and AP to support reception of a PMK from the MeNB over the Xw interface and the installation of that PMK in the AP (authenticator).    Need for additional software updates may make implementation of this 3GPP defined feature less attractive to WLAN vendors.

·    There is a need to consider race conditions and error cases:   Some method would need to be designed to either ensure that the device does not attempt association and authentication before the MeNB has successfully installed PMK in the WLAN, or else to handle this scenario if it does occur.   One option is that the MeNB installs PMK before it issues the RRC command to the UE to add the WLAN.  If this approach is taken then in the event that the device cannot access the WLAN or in case authentication fails for some reason, then new methods would need to be put in place to remove the PMK context that had been installed in the WLAN. With the alternative option, if the device tries to access the WLAN but the PMK is not yet installed on the WLAN then the authentication will fail, potentially a new error cause would have to be defined along with some new requirements on how the UE is expected to behave. 
·    A carrier grade WLAN may need to provide regular Wi-Fi only service, this will be achieved using WPA2-Enterprise.  If a modified version of WPA2-Personal is also to be supported on the same AP then some method must be made available by which the AP can determine whether for this particular association request it should be waiting for the UE to initiate an 802.1X authentication procedure or whether it should itself initiate the 4 way handshake. 
·    Need to define methods by which features such as fast re-authentication and inter AP (inter-authenticator) handover are supported.      
3 Conclusion
Given the above comparison of advantages and disadvantages of the different schemes, it is recommended that a solution be adopted in which carrier grade WLAN 802.1X based EAP signalling is utilised in order to allow a LWA UE to securely connect via the WLAN.  In order to avoid the need for an interface between the WLAN and the CN, EAP signalling is routed from the WT into the MeNB instead of directly from the WT to an AAA server, this is achieved through a modification of the NAI.   
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