3GPP TSG-SA WG3 Meeting #81 
S3-152237
Anaheim, USA, 9 – 13 November 2015 






 
Source:
Alcatel-Lucent

Title:
Attack on LTE mobiles using EMM codes
Document for:
Discussion and decision

Agenda Item:
7.7.4
Work Item / Release:
x
Abstract of the contribution: This contribution discusses an attack on LTE mobiles using EMM codes from a fake eNB and propose practical solutions to mitigate the attack.
1 Introduction
3GPP have defined a list of ‘Enhanced Mobility Management’ (EMM) error codes to define a network response to a UE during certain mobility management scenarios. This is to indicate a certain condition of the network and defines certain behaviour of  the UE in such conditions. It is possible that a False Base stations to present itself as a valid base station and lure unsuspecting UEs to connect to it assuming these are normal eNB belonging to the advertised PLMN id. And give EMM error codes causing harmful behaviour to the UE. We describe such an attack below.
Researchers have also reported similar attacks (Practical attacks against privacy and availability in 4G/LTE mobile communication systems, Altaf Shaik et al, http://arxiv.org/abs/1510.07563 ).

     2 Scenario of EMM attack from False eNB
In a regular LTE network attach scenario, UE tries to attach to serving network for services using its subscription identification such as IMSI or TMSI. Radio Access Network consisting of eNB and MME retrieves authentication vector and authorization to serve the UE using the provided IMSI from the HSS, and if the subscription is valid and authorized, proceeds with authenticating the UE, to verify whether the UE possess the claimed subscription keys. At the end of the authentication process both the UE and the serving network establish secure session. 

It is also possible that the serving network may fail to connect to the HSS, obtain the vector to authenticate the UE, receive the authorization reject, or may not be able to provide services for different reasons. In such conditions, MME respond to the UE with appropriate Error Codes. 

3GPP TS 24.301 specifies the procedure for network attachment. Clause 5.5.1.2.5 ‘Attach not accepted by the network ‘ among others lists several Error codes that lead to locking the UE to prevent their access attempts until the UE is  power is cycled, or UICC is replaced. Such error codes are: 

#3

(Illegal UE);

#6

(Illegal ME); or

#8

(EPS services and non-EPS services not allowed);
Alarmingly, messages carrying these codes cannot be signed by the network to prove their validity, because they are sent before authentication commences, and therefore no security association exists yet between the UE and the serving system. This could be exploited by a hacker operating a false eNB, which would advertise a PLMN id belonging to a valid operator and when the UE sends the Attach Request, it can send back the error codes and lock the UE. Hence a UE possessing valid subscription can be forced into a locked state by a false eNB.
This is shown below, in figure-1. 
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Figure -1 UE in locked state after receiving EMM error codes from network.

But to mount an EMM attack, a complete network with eNB, MME, HSS are not needed. A false eNB can pretend to be a real PLMN network, as shown below,
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Figure 2: False eNB misuse of EMM error code.
3 Targeted Attacks
Since the UE presents an IMSI or a GUTI in the EMM message, sophisticated and targeted attacks are possible to a set of UEs based on the level of decoding of these identities the attacker on the False base station employs.
Based on the location of the false base station and where it is used such as international air ports, financial centers, hospitals, etc the targets can be fine tuned and repercussions are catastrophic.
When targeted attacks are employed victims fall in to smaller groups and may become unaware of the abnormal behaviour of the UE until power cycled.
4  Security Solution for mitigation of EMM Error code attack
One easy and simple way to mitigate this attack is to prescribe an UE behaviour not to go immediately in to a locking state at the first instance it receives a locking error code. Such a modified behaviour and call flow is explained below.
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Figure 3: UE confirms the EMM error code with receipt of same EMM error code from more than one eNB
Step 1, 1a: UE sends ‘Attach Request’ to eNB1 and eNB1 forwards it to MME.

              1b: MME sends Authentication Request to HSS with UE identity.

Step2: For requested UE identity (eg: IMSI), HSS checks subscription record. If record found HSS generates Authentication vectors. If there was no record found HSS generates error codes.
Step 3: HSS responds to MME, Authentication Response with error code for the UE.
Step 4, 4a: MME receives Authentication error code for HSS. Based on its decision how to treat the UE, generates EMM error codes and return Attach response to eNB1 and eNB1 returns the message to UE.

Step 5: UE receives EMM error code and stores the EMM error code, eNB id, PLMN id etc. It doesn’t go in to a locked state immediately. With movements UE come in to the coverage area of eNB2.
Step 6: UE sends ‘Attach Request’ to eNB2 and eNB2 forwards it to MME.
         6b: MME sends Authentication Request to HSS with UE identity

Step 7: For the requested UE identity (eg: IMSI), HSS checks subscription record. If record found, HSS generates Authentication vectors. If there was no record found HSS generates error codes.
        7a: HSS responds to MME, Authentication Response with error code for the UE.

Step 8: MME receives Authentication error code for HSS. Based on its decision how to treat the UE, generates EMM error codes. 

Step 9: MME sends Attach response to eNB2 and eNB2 returns the message to UE.
Step 10: UE receives same EMM error code from more than one eNB of the same PLMN. It concludes that the EMM error code it received is genuine and gets in to the locked state as prescribed by the PLMN.
5 Recommendation
We request SA3 to agree that,
1.  Attacks on LTE UEs are possible using false NBs and EMM error codes such as #3, #6, and #8 defined in 3GPP TS 24.301 and UEs can be forced to a locked state until power cycled. This denies service to the UEs and the victim may be unaware of the locked state of the UE.
2. To mitigate the attack, UEs must confirm the EMM error code, particularly locking codes such as #3, #6, #8 is genuine and not go in to the locked until the UE wait for same Error code from more than eNB of same PLMN.

3. This new behaviour must be defined in TS 24.301and other relevant standards and send an LS to CT1 informing  this attack and the solution.
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