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Abstract of the contribution: This pCR proposes using the MCPTT KMS to establish the Content Encryption Key (CEK) used for S/MIME protection of SIP.
1. Introduction
This pCR is intended to provide a method for establishing a Content Encryption Key (CEK) using the KMS.  The CEK is used to secure SIP MIME packets while in transit over the SIP-1 and SIP-2 interfaces between the MCPTT client and the MCPTT server.

In this proposal, for each SIP session established between the MCPTT client and MCPTT application server that requires protection on the SIP-1 and SIP-2 interfaces, the KMS creates a symmetric CEK and provides it to the SIP endpoints (in this case the MCPTT client and MCPTT server).  The KMS also provides key management for the CEK, such as updates to maintain key freshness and synchronization.

Authorization for key management services between a particular MCPTT user and the KMS is established through a KMS access token provided by the MCPTT user.  The MCPTT user obtains the KMS access token during MCPTT user authentication with the Identity Management server.
The following Stage 1 requirements (22.179) are applicable to (and satisfied by) this proposal;

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.
[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s).
[R-6.10-004] The MCPTT User Profile shall be construed to be sensitive user information and shall be provided end-to-end confidentiality when transferred between the MCPTT Service and MCPTT UE.
Note this pCR has incorporated the use of a KMS access token as proposed in pCR S3-152221.
2. pCR to TR 33.879
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7.x
Solution #Y: KMS Managed Content Encryption Key for S/MIME

The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signaling layer.  When protection is required, SIP MIME packets encrypted with a symmetric Content Encryption Key (CEK) may be used to satisfy these requirements.

Key management of the CEK may be administered by the MCPTT KMS.  Before the KMS can provide a CEK, the MCPTT user must first be authorized for MCPTT key management services by presenting a KMS access token to the KMS.  The MCPTT user obtains a KMS access token during user authentication.  The KMS performs authorization of the access token by verifying the token was properly signed by the Identity Management (IdM) server.

Once the MCPTT user is authorized for key management services and if protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, the KMS then distributes the CEK to both the MCPTT client and MCPTT application server (i.e. the SIP session endpoints).  The CEK is used to encrypt and decrypt the SIP MIME packets [24].  A unique Key ID is sent in the SIP message to identify the CEK at the receiving SIP endpoint.
7.x.1
Authorizing the distribution of the Content Encryption Key
To ensure that the MCPTT user is authorized to receive MCPTT key management services, the MCPTT user provides a KMS access token to the KMS.  The KMS access token asserts the identity of the user to the KMS and is used by the KMS to authorize the MCPTT user for key management services.  The MCPTT user obtains the KMS access token from the Identity Management Server (IdM) during MCPTT user authentication.  Once the MCPTT is authorized for key management services, the KMS can distribute a CEK.

If multiple MCPTT users are logged into the MCPTT service simultaneously through a single SIP session, each MCPTT client receives a different CEK and Key ID (based on their identity).  This way each MCPTT client is uniquely protected.
7.x.2
Creation and Distribution of the Content Encryption Key
Once the MCPTT user is authorized for key management services, the KMS will provide a CEK to the MCPTT client via the HTTP-1 interface.  The HTTP-1 interface is protected with TLS and creates a secure path for providing both the KMS access token to the KMS and the CEK to the MCPTT client.

The CEK is a 256-bit symmetric key which has a unique Key ID assigned by the KMS.  Both the CEK and Key ID are distributed to the SIP endpoints via the HTTP-1 interface.
Figure 7.x.2-1 shows the functional message sequence for key management authorization and distribution of a KMS managed CEK.
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Figure 7.x.2-1 Message sequence for the authorization and distribution of a KMS managed CEK.
The following describes the steps performed in Figure 7.x.2-1:
Step 0:

The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in TS 33.401 [21].

Step 1: 
The MCPTT UE establishes a secure session with the SIP Core.  The SIP User Agent authenticates to the SIP core and registers its IMPU. For IMS authentication, TS 33.203 [9] applies.
NOTE: At this time, only a secure connection exists between the MCPTT UE and the SIP Core, no MCPTT communications (emergency or otherwise) are available.

Step 2: 
The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration.  The registered IMPU is sent in this step along with the SIP Core address. This allows MCPTT server to allow minimal or default services for this SIP session at this time.

Step 3a: 
The user provides its MCPTT User Identity and associated credentials to the IdM server via the IdM client’s user agent (over https).  If the user is successfully authenticated (and optionally authorized) by the IdM server, the MCPTT client receives in return an access token specific to the MCPTT user and MCPTT service and a KMS access token specific to the MCPTT user and the KMS.
Step 3b:
The KMS access token obtained in Step 3a is provided to the KMS on the HTTP-1 interface protected with TLS.  The KMS validates the KMS access token.  If the MCPTT user is authorized for key management services, then the KMS provides user specific IBC public and private key material and the CEK (and unique Key ID).  The KMS pushes the CEK (and Key ID) to the MCPTT server.
NOTE: Steps 3 and 3b may occur at any point in this flow between Step 0 and Step 4.

Step 4:  
The access token obtained in Step 3a is provided to the MCPTT server in a SIP Publish message.  The MCPTT application validates the access token.  If the MCPTT user is authorized for MCPTT services, then the MCPTT server binds the user associated with the access token with the SIP session URI and IMPU.  The MCPTT server responds by providing the MCPTT user its service authorization profile. 

Figure 7.x.2-2 shows the functional diagram for the distribution of a KMS managed CEK.  The dotted lines show the key management paths while the rest of the diagram shows how the CEK is used and recovered by the MCPTT server.  Note that Identity Based Crypto is used for the confidentiality (CEK & identities, etc) and integrity of the MIME packet.
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Figure 7.x.2-2 Functional diagram for establishing a KMS managed CEK
7.x.3
Key Management of the Content Encryption Key
The CEK remains in use until the SIP session is torn down, the MCPTT user logs off, or some other indication.  If during the active SIP session an update of the CEK is required (as determined by the KMS), the KMS may push a new CEK to both the MCPTT client and the MCPTT application server.

If the MCPTT client or MCPTT application server require an update of a CEK, The MCPTT client or the MCPTT server may request the KMS to provide a CEK.  The KMS will determine if an update of the current CEK or a new CEK is required and distributed.
************* End of second change ****************************************
3. Conclusion

In support of MCPTT Stage 1 and Stage 2 security requirements, we kindly ask SA3 to consider acceptance of this pCR.
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