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Abstract of the contribution: This contribution addresses the Editor’s Note in Section 7.2 by providing a comparative analysis of Solution #2 “MCPTT User Authentication and Registration based on OpenID Connect” against other SSO solutions identified in TR 33.895, TS 33.924, and TS 33.980.

1. Introduction
This pCR provides an analysis and justification for Solution #2: MCPTT User Authentication and Registration based on OpenID Connect.

The agreement to perform a comparative analysis of Solution #2 is explained in the editor’s note of 33.879 Section 7.2, “Editor’s Note:  A comparative analysis and justification of this solution versus 3GPP Single Sign-On solutions specified in TR 33.895 [18], TS 33.924 [19], and TS 33.980 [20] needs to be completed.  This comparative analysis and justification is to be performed against the MCPTT stage 1 (TS 22.179 [2]) and MCPTT stage 2 (TS 23.179 [10]) security requirements”.

An analysis was performed based on the above criteria with the results documented in the following pCR and accompanying discussion paper.

2. pCR to TR 33.879

************* Start of change 1 *********************************************

7.2 Solution #2: MCPTT User Authentication and Registration based on OpenID Connect


************* End of change 1 *********************************************

************* Start of change 2 *********************************************

8.2 MCPTT User Authentication and Registration 

This section provides the comparative analysis and justification for Solution #2: “MCPTT User Authentication and Registration based on OpenID Connect”.

This analysis compares Solution #2 against existing 3GPP Single Sign-On (SSO) methods defined in:

1.  TR 33.895 Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms (Release 13) 
2.  TR 33.924 Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking (Release 12)

3.  TR 33.980 Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA) (Release 12)
8.2.1   TR 33.895 Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms (Release 13)

TR 33.895 provides a means of enabling network operators to become trusted identity providers for their customers.  This TR defines a number of ways in which operator-issued human-user credentials can be used to authenticate the user to one or more web-based relying parties using OpenID Connect in conjunction with subscription-based UICC credentials (via either GBA or GBA-lite).  Unlike TR 33.924 and TR 33.980, TR 33.895 acknowledges that “existing 3GPP SSO solutions do not provide a means to confirm the presence of a registered user of a data application”  as  “traditionally, 3GPP was focusing on the developing the means to authenticate subscriptions, rather than subscribers (i.e., presence of registered users). Existing SSO solutions do not provide adequate mechanisms to confirm presence of a registered user, since it is the subscription credentials (vs. User credentials) that are being authenticated by existing SSO solutions.”

TR 33.895 does address the MCPTT requirement of identifying the human-user of the device, and further provides two alternative solutions to do so:  A solution based on OpenID-GBA interworking where OTT performs username/password authentication; and a solution based on OpenID-GBA interworking where MNO performs both GBA and username/password authentication.
Solution #1 is interesting in the sense that it would split credential management between the network operator and the MCPTT domain, enabling the MCPTT domain to authenticate the human user with one credential and supplementing that authentication with a second authentication factor provided by the network operator.  However, like the other TRs, it focuses on WebSSO and is thus not a viable solution for conveying human-user identity through SIP messaging.
8.2.2   TR 33.924 Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking (Release 12)

TR 33.924 addresses internetworking between OpenID 2.0 (defined by the OpenID Foundation) and 3GPP UICC-based credentials.  However, this TR is inadequate to address authentication of MCPTT users to the MCPTT server as it solves the WebSSO authentication use case, and is thus not a viable solution for conveying human-user identity through SIP messaging.  Further, this technical recommendations fails to meet the requirements of MCPTT since the credential (pre-shared Key in UICC & HSS) used to authenticate to the OpenID Provider (OP) are issued and managed by the carrier rather than by the public safety agency, and also only identifies the subscription of the device and not the human user holding the device.  Further, OpenID 2.0 was deprecated by the OpenID Foundation in favor the OpenID Connect 1.0 standard.

8.2.3   TR 33.980 Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA) (Release 12)

TR 33.980 addresses internetworking between Liberty Alliance (SAML) and 3GPP/IMS security.  However, this TR is inadequate to address authentication of MCPTT users to the MCPTT server as it solves the WebSSO authentication use case, and is thus not a viable solution for conveying human-user identity through SIP messaging.  Further, this technical recommendations fails to meet the requirements of MCPTT since the credential (pre-shared Key in UICC & HSS) used to authenticate to the SAML Identity Provider (IdP) are issued and managed by the carrier rather than by the public safety agency, and also only identifies the subscription of the device and not the human user holding the device.

8.2.4 Conclusion

The referenced documents TR 33.895 Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms (Release 13), TR 33.924 Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking (Release 12), and TR 33.980 Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA) (Release 12) each solve the WebSSO authentication use case (which strictly applies to web browsers and not native apps), and therefore is not a viable solution for conveying human-user identity through SIP messaging as required by the MCPTT architecture.  In addition, each solution entirely or at least partially derives authentication using network issued device credentials and GBA, thereby authenticating the subscription of the device and not the human user holding the device.

Furthermore, as indicated in the MCPTT stage 1 requirements:  the same human user may be logged into the MCPTT service from multiple devices simultaneously ([R-5.1.1-001] The MCPTT Service shall allow an MCPTT User utilizing one or more MCPTT UE(s), concurrently, to sign-in and receive service on each of the MCPTT UE(s)); and requiring the same set of human user credentials to work simultaneously with different devices ([R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately).

Through these findings, it is the conclusion that existing 3GPP SSO authentication methods do not fulfil the MCPTT requirements and user scenarios.  See Table 8.2.4-1 for a set of requirements applicability.  It is therefore recommended that Solution #2 MCPTT User Authentication and Registration based on OpenID Connect be selected as the MCPTT human user authentication strategy.

Table 8.2.4-1 MCPTT Requirements Applicability

	
	Meets Requirement(s)?

	MCPTT Stage 1 Requirement (TS 22.179)
	TR 33.895
	TR 33.924
	TR 33.980
	Solution #2

	[R-5.1.1-001] The MCPTT Service shall allow an MCPTT User utilizing one or more MCPTT UE(s), concurrently, to sign-in and receive service on each of the MCPTT UE(s).
	NO
	NO
	NO
	YES

	[R-5.9-001] An MCPTT UE shall support one or more MCPTT User Profiles.
	YES
	YES
	YES
	YES

	[R-5.11-001] The MCPTT Service shall allow an MCPTT User to log in to multiple MCPTT UEs concurrently.
	NO
	NO
	NO
	YES

	[R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately.
	YES
	YES
	YES
	YES

	[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.
	NO (1)
	NO (1)
	NO (1)
	YES

	[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.
	MAYBE (3)
	MAYBE (3)
	MAYBE (3)
	YES

	[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.
	MAYBE (3)
	MAYBE (3)
	MAYBE (3)
	YES

	[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.
	NO (2)
	NO (2)
	NO (2)
	YES

	[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.
	NO
	NO
	NO
	YES

	[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s).
	NO (2)
	NO (2)
	NO (2)
	YES

	[R-5.18.2-004] The MCPTT Service shall protect the administrative and security management parameters of Mission Critical Organizations from viewing and manipulation by individuals (including those within and outside of the mission critical organization) not explicitly authorized by the Mission Critical Organization.
	MAYBE (3)
	MAYBE (3)
	MAYBE (3)
	YES

	[R-6.18.2-002] The authentication of an MCPTT User with an MCPTT Service in a Partner MCPTT System shall be based on security parameters obtained from the Primary MCPTT System of the MCPTT User.

NOTE 1: This is an application layer authentication and not 3GPP network authentication.
	NO (1, 2)
	NO (1, 2)
	NO (1,2)
	YES


Notes:

1. No, because GBA is used (at least in part) to authenticate the device using network defined credentials rather than MCPTT user defined credentials.

2. No, because this solution is WebSSO and does not support human user authentication via SIP signalling.

3. Maybe, if the MCPTT trust domain includes the IMS/SIP core, otherwise no.

***************** End of change 2 ********************************************
***************** Start of change 3 *******************************************

9.2 MCPTT User Authentication and Registration 

Based on the findings and conclusions outlined in Section 8.2, Solution #2 MCPTT User Authentication and Registration based on OpenID Connect shall be chosen as the MCPTT human user authentication strategy as defined in Section 7.2.

***************** End of change 3 ********************************************
3. Conclusion

Based on the MCPTT User Authentication requirements and the comparative analysis, we kindly ask SA3 to accept the above pCR.

