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1. Overall Description:

CT3 would like to thank SA3 for their reply LS regarding the secure communication over the HTTP based St reference point:
SA3 has discussed the request, and would like to provide the following advice:

As the St reference point is an intra operator one between PCRF and TSSF, it can be secured by using NDS/IP network layer security, which is defined in 3GPP TS 33.210.

CT3 would like to bring up to SA3’s attention that there are two protocol variants over the St reference point: HTTP based and Diameter based. On the Diameter based variant, in addition to IPSec, TLS is also a recommended mechanism to secure communication between two Diameter endpoints based on the IETF Diameter Base RFC 3588. In addition, TLS is a widely adopted industry mechanism to secure HTTP based communication.
To this extent, CT3 would like to clarify whether using TLS is an appropriate and recommended alternative to NDS/IP network layer security to secure communication over the St reference point for both the Diameter and HTTP based protocols.
2. Actions:

To SA3 group.

ACTION: 
CT3 kindly asks SA3 to confirm whether TLS is a recommended alternative to secure communication over the St reference point for both the HTTP and Diameter based protocols in addition to the NDS/IP network layer security.
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