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Abstract of the contribution:In this contribution,a test case is added to the requirement 5.3.5.1 of SCAS specification TS 33.117
Introduction 

This contribution proposes to add a test case related to the requirement 5.3.5.1 of TS 33.117.

Proposal

*** BEGIN OF CHANGE ***

5.3.5.1
Traffic Separation

Requirement Name: Traffic Separation

Requirement Description:

The network product shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [4] for further information.

Threat References: tba

Security Objective references: tba.

Test case: 
Test Name: TC_TRAFFIC_SEPARATION
Purpose:
To test whether O&M traffic is separated from control plane.
Procedure and execution steps:

Pre-Condition:
NOTE: this test applies if the network product is meant to handle both O&M and control plane traffic.
The network product has at least one separate (logical) interface dedicated to O&M traffic and at least one (logical) interface for control plane traffic. Network products for which the test applies and that fail to meet this precondition fail the test by definition. 
Execution Steps
Execute the following steps:

1.
The tester checks whether the network product refuses O&M traffic on all interfaces meant for control plane traffic
2.
The tester checks whether the network product refuses control plane traffic on all O&M interfaces.
Expected Results:
The two tests should be successful.
Expected format of evidence:

A PASS or FAIL.
*** END OF CHANGE ***

