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Abstract of the contribution:
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]S3-151853 was postponed at SA3#80. The present contribution proposes to add the test case to the requirement 5.2.3.4.1.1 of TS 33.117 and to remove from this same requirement a sentence that is already addressed by 5.2.3.4.1.2.
Introduction 
This contribution proposes:
· to add the test case to the requirement 5.2.3.4.1.1 of  TS 33.117. 
· to remove from the same requirement the sentence  “unambiguous user identification”  that is already addressed by requirement 5.2.3.4.1.2.
· To remove from requirement reference to sensitive data as this is already covered by other requirements (e.g clause 5.2.3.2 “Protecting data and information)”
· Rephrasing the text “shall only be possible” as it could lead to misunderstandings.
· Delete "access" from requirements title as it does not occur in the requirements description, except for access to sensitive data, which is covered elsewhere. As far as system functions are concerned, the word "access" does not seem to add anything to "usage". In the test case, the list of access entries to system functions is still mentioned. 
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here as, in TS 33.117, the test case immediately follows the requirement.
Proposed pCR
[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF CHANGES	***
5.2.3.4.1	Authentication policy
5.2.3.4.1.1	System functions shall not be used or accessed without successful authentication and authorization.
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:
The usage of a system function or access to sensitive data shall only bewithout possible via unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute shall be prevented. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorisation requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
Threat References: TBA
Security Objective references: tba.
Test case:TBA
Test Name: TC_SYS_FUN_USAGE
Purpose:
To ensure that system functions shall not be used without successful authentication and authorization.
Procedure and execution steps:
Pre-Conditions:
1. The manufacturer shall supply the list of system functions which include network services, local access via a management console, local usage of operating system and applications.
[bookmark: OLE_LINK32][bookmark: OLE_LINK33]2. The manufacturer shall supply the list of access entries for system functions.
Execution Steps
The accredited evaluator’s test lab is required to execute the following steps:
1. The tester verifies that the access entries to use system functions, which are listed by the manufacturer, require successful authentication on basis of the user name and at least one authentication attribute. This applies to both system functions that are locally accessible and those that are remotely accessible via a network interface.

Editor's Note: It is ffs whether the tester shall check the adequacy of the list of system functions in pre-condition 1, if so, how could he to it?
Expected Results:
1． The network product does not allow to access to any system function provided by the manufacturer without a successful user authentication. 
Expected format of evidence: 
A testing report provided by the testing agency which will consist of the following information:
 - Description of executed tests and commands
 - Relevant output (e.g. Screenshot)
 - Test result (Passed or not)


***	END OF CHANGES	***
 

