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Abstract of the contribution: This contribution adds a section to the MCPTT TS which describes the MCPTT KMS and procedures to request key material from the MCPTT KMS.
This contribution adds a section to the MCPTT TS which provides an overview of MCPTT end-to-end secure communications. It also describes the MCPTT KMS and procedures to request key material from the MCPTT KMS. The addition to the TS is based on the evaluation within S3-152406 and S3-152407.
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.179: 

[aa]
3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''.
[bb]
3GPP TS 33.328: ''IP Multimedia Subsystem (IMS) media plane security''.
[cc]
IETF RFC 6507: '' Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)''.
[dd]
IETF RFC 6508: '' Sakai-Kasahara Key Encryption (SAKKE)''.
[ee]
IETF RFC 6509: ''MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)''.

**********END OF CHANGE****************

**********BEGINNING OF CHANGE****************
X End-to-end communication security
X.1 Overview
This section details the procedures for MCPTT users communicate using end-to-end security. This provides assurance to MCPTT users that no unauthorised access to communications is taking place within the MCPTT network. End-to-end communication security can be applied to both media and floor control signalling.
An MCPTT Key Management Server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it must be provisioned with key material associated to its identity by the KMS. Through the use of the KMS, MCPTT administrators are able to manage access to communications within the MCPTT network.
NOTE: For the purposes of this release, it is assumed that all MCPTT users are within a single security domain managed by a single KMS.
Group calls are keyed by a group management server, authorised and provisioned by the KMS. The group management server is responsible for distributing the key material to MCPTT users within the group. With the group security context established, MCPTT users can communicate using end-to-end security.
NOTE: It is a deployment option whether the MCPTT Server is included in the end-to-end security context. Where the MCPTT Server is not included in the security context, it will be unable to mix content on behalf of the users.

Private calls are keyed by the initiating UE as the call is setup. This creates an end-to-end security context that is unique to the pair of users involved in the call. With a security context established, it may be used to encrypt media and, if required, floor control traffic between the end-points.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. 
X.Y Key Provisioning and Management

X.Y.1
General

To be able to be involved in end-to-end communication security the MCPTT user requires key material to be provisioned from a MCPTT Key Management Server (KMS). In addition, management entities which setup or control the end-to-end communication, such as the MCPTT Server and group management server, will also require provisioning of key material
NOTE: For clarity, an MCPTT KMS provides different functionality to a MIKEY-TICKET KMS defined in TS 33.328 [bb]
X.Y.2
Functional model for Key Management
Within the MCPTT architecture, the MCPTT Key Management Server (KMS) provisions key material associated with a specific MCPTT identity. The MCPTT KMS sits within the Common Services Core (CSC) has interfaces with the key management clients. A key management client is responsible for making requests for identity-specific key material. Key provisioning clients are located in the MCPTT UE, in the MCPTT Server and in the group management server.

The reference points for the MCPTT KMS are shown in Figure X.Y.2-1.
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Figure X.Y.2-1: Reference Points for MCPTT Key Management Server

Figure X.Y.2-1 shows the CSC-8, CSC-9 and CSC-10 reference points for the MCPTT Key Management Server within the MCPTT system. 

X.Y.2.1
Reference point CSC-8 (between key management server and the key management client within the MCPTT UE)

The CSC-8 reference point, between the key management client in the MCPTT UE and the MCPTT KMS, provides identity-specific key material to the MCPTT UE. CSC-8 shall use the HTTP-1 and HTTP-3 reference point.

X.Y.2.2
Reference point CSC-9 (between the key management server and the key management client within the MCPTT Server)

The CSC-9 reference point, which exists between the MCPTT key management server and the MCPTT Server, is used, where necessary, to provide the MCPTT Server with identity-specific key material to allow the MCPTT Server to be involved in end-to-end secure communications. CSC-9 shall use the HTTP-2 and HTTP-3 reference point for the transport of key material.

X.Y.2.3
Reference point CSC-10 (between the key management server and the key management client within a group management server)

The CSC-10 reference point, which exists between the MCPTT key management server and a group management server, is used to provide the group management server with identity-specific key material to allow the group management server to distribute key material to support group communications. CSC-10 shall use the HTTP-2, HTTP-3 and HTTP-4 signalling reference points for the transport of key material. 

X.Y.3
Security procedures for key management
The procedure for the provision of identity-specific key material is described in Figure X.Y.3-1. The procedure is the same whether the key management client in the MCPTT UE, MCPTT Server or group management server is making the request.
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Figure X.Y.3-1: Provisioning of key material

The procedure in Figure X.Y.3-1 is now described step-by-step. 

0.
The key management client establishes a connection to the MCPTT KMS. As with other elements in the Common Services Core, the connection routed via, and secured by, the HTTP Proxy. The message flow below is within this secure connection.
NOTE: Additionally, the connection between the MCPTT KMS and the HTTP Proxy may be secured using Network Domain Security as described in TS 33.210 [aa].
1.
The key management client makes a request for user key material from the MCPTT KMS. The request contains details of the identity requested for key management, and the time at which the key material is required.

2.
The KMS provides a response containing key material. The response includes the type of key material, the period of use for the material and any domain-specific parameters required for its use.

As a result of this procedure, the key management client has securely obtained key material for use within the MCPTT system.
X.Y.4
Provisioned key material to support end-to-end communication security

End-to-end communication security for either group or private calls requires the provisioning of key material from the KMS. The key material required to be provisioned to each user is listed below:

- Domain specific key material, also known as a MCPTT KMS Certificate, which includes:

- The MCPTT KMS Public Authentication Key (KPAK in RFC 6507 [cc]).

- The MCPTT KMS Public Confidentiality Key (Z_T in RFC 6508 [dd]).

- The UID conversion (as described below).

- Choice of cryptographic domain parameters (such as those listed in RFC 6509 [bb]).

- The time period for which this information is valid.

- A user signing key for each UID for the upcoming time period (SSK and PVT in RFC 6507 [cc]).

- A user decryption key for each UID for the upcoming time period (RSK in RFC 6508 [dd]). 

- The time period, T, for which the user key material is valid (e.g. month).

The UID conversion mechanism defines how UIDs are generated. Using this format a MCPTT client can take a user identifier (e.g. an MCPTT ID), and the current time, (e.g. the year and month) and convert these to a UID. For example, 

UID = Hash (MCPTT ID, Month, Year)

As a consequence, there is a one-to-one correspondence between MCPTT IDs and UIDs during each time period, T.

After provisioning, the key material may be stored in the user's profile.
**********END OF CHANGE****************
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