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Abstract of the contribution: This contribution evaluates the KMS method versus the IBC method for management of the S/MIME Content Encryption Key.
1. Introduction
This pCR characterizes the solutions for key management of the Content Encryption Key used to protect the SIP contents.  The two solutions are Solution #X “Identity Based Cryptography Managed Content Encryption Key for S/MIME” and Solution #Y “KMS Managed Content Encryption Key for S/MIME”.
2. pCR to TR 33.879

********************************* Start of first change *******************************************

8.x
S/MIME CEK Key Management
There are two solutions that provide adequate and secure key management of the Content Encryption Key used to protect SIP MIME contents on the SIP-1 and SIP-2 interfaces.  One is Solution #X “Identity Based Cryptography Managed Content Encryption Key for S/MIME” and the second is Solution #Y “KMS Managed Content Encryption Key for S/MIME”.

Solution #X leverages the proposed media protection method of Identity Based Cryptography where only the endpoints (the MCPTT client and the MCPTT application server) have knowledge of the content encryption key and there is no reliance on the KMS for key generation and distribution.  This solution does however require special message processing by the server during the initial transfer of the CEK to the server where decryption of the CEK must be performed before message authentication is validated.

Solution #Y provides straight forward key distribution from the KMS to the MCPTT client and from the KMS to the MCPTT application server.  The KMS controls the creation and key management of the CEK which may defend against spoofing attempts to distribute a false CEK.  The KMS already controls the creation and management of other keys (group keys for media protection, for instance).  This solution does not require special processing of key management messages as in Solution #X (i.e. decryption before messge authentication), however additional key management operations may be needed (UPDATE, PUSH, PULL) to maintain concurrency and synchronization of the CEK with the client and server endpoints.

While Solution #X does maintain secrecy of the CEK between SIP endpoints, solution #Y is a more straight-forward key management design and does not require special processing of any SIP messages.  The KMS is designed for key distribution and already provides for group media key distribution. Therefore it is recommended that solution #Y be chosen for S/MIME CEK key management.

********************************* End of first change ********************************************
********************************* Start of second change ****************************************
9.x
S/MIME CEK Key Management
If S/MIME is chosen, then for S/MIME CEK key management based on the evaluation in section 8.x, solution #Y is chosen as the key management method for the S/MIME Content Encryption Key used to protect the SIP MIME contents.
********************************* End of second change ****************************************






