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Abstract of the contribution: This contribution proposes the authentication procedure for SIP core access.
1. Introduction

This contribution proposes the authentication procedure to access the SIP core. Based on the SA6 reply LS, it is proposed to use the IMS AKA authentication mechanism detailed in TS 33.203 for accessing the SIP core. 

2. Discussion

IMS AKA authentication mechanism as specified in TS 33.203 is used irrespective of whether SIP core is IMS based or Non-IMS based and also whether the SIP core is administrated by the PLMN operator or by the MCPTT service provider. The ISIM requirements and implementation options as specified in TS 33.203 section 8 are followed to perform IMS AKA authentication to access SIP core.

The proposed pCR below updates the solution #1 in the TR 33.879.

3. pCR
***************First Change****************
7.1 Solution #1: Signalling protection and authentication procedure for MCPTT services

Editor’s note:
Appropriate Key issues addressed by this solution needs to be mentioned.
7.1.1 General

This solution address the Key Issue#3, Key Issue#6, Key Issue#7, Key Issue#8, Key Issue#9 (location information transmission) and Key Issue#10 mentioned in this document. 

The security mechanisms detailed in the TS 33.203 [9] for the Gm interface is used for MCPTT UE authentication over SIP-1 interface. The MCPTT user authentication is performed over MCPTT-1 interface. 


7.1.2 Signaling Protection

The IMS security mechanisms as specified in TS 33.203 [9] for Gm interface are used to provide confidentiality and integrity of signaling between the UE and the P-CSCF. 

For inter-domain interface protection (e.g., ISC interface between the MCPTT server and the SIP core network) the security mechanism as specified in TS 33.210 (NDS/IP) [8] is used.

7.1.3 Authentication Procedure




Figure 7.1.3-1: MCPTT Service authentication

At switch-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21].

· Step A: Based on the configuration provided with the MCPTT clinet in the UE, the UE may perform token based authenticatoin for MCPTT user Authentication. The UE obtains a token securely from the Identity Managemenet server. Token is used for MCPTT Authentication in step C. This step may be performed after step B.
· Step B: IMS authentication between the MCPTT UE and the SIP core is performed as specified in 3GPP TS 33.203 [9]. IMS AKA authentication mechanism as specified in TS 33.203[9] is performed irrespective of whether SIP core architecture is compliant with 3GPP TS 23.228 or not. Implementation options and requirements on the ISIM/USIM application to support SIP core access security are specified in TS 33.203[9] (Clause 8).   
· Step C: Authentication of the MCPTT user over MCPTT-1 interface is performed after IMS authentication. 
If the MCPTT server is administered by the operator, then the Public Safety user Data Function (PS-UDF) or the HSS stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. If the MCPTT server is administered by the PS agency, then the PS-UDF stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. 

For MCPTT user authentication using the MCPTT-1 interface, any one of the following procedure may be performed.
-
SIP Digest authentication;

-
Token based authentication.

Editor’s note: Based on discussions and decisions on shared UE and MCPTT identity hiding, above mechanisms should be revisied for applicablity check.
***************Second Change****************
9
Conclusion

Editor’s note: This section will contain SA3's conclusion to the study.  

For SIP core authentication  and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the SA6 conclusions in TS 23.179.

***************End of Changes****************
4. Conclusion
SA3 is kindly requested to 

· agree the pCR (section 3) for TR 33.879
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