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Abstract of the contribution: This contribution proposes the resolution of the editor’s note for proposed solution #1 concerning scalability.
1. Introduction
An editor’s note concerning scalability remains in sub clause 7.1 of TR 33.897 [1]. This contribution intends to resolve this editor’s note by:
1. Adding a new paragraph at the end of sub clause 8.1.3.2 discussing the scalability of recovery.
2. Deleting the editor’s note in sub clause 7.1.

Furthermore text in section 8.1.3.2 states: 

An existing transport mechanism (for example an interface used for the management of an (N)eNB)) can be used to maintain user security credentials between the Macro HSS (or an entity managing on behalf of the Macro HSS) and Local HSSs.

This issue needs to be reflected in the NOTE.
2. Text proposals
~ ~ ~ Start of first text proposal ~ ~ ~

7.1
Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC

7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [5]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [3].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

-
Both USIMs are associated with the same network operator.
-
When transiting to/from IOPS mode, the remaining authentication data (including authentication vector(s) and security context) in the MME and UE shall be handled as transitioning into EMM-DEREGISTERED state according to TS 33.401 [6].

-
Reuse of sequence number management schemes in 3GPP TS 33.102, Annex C [7] and re-synchronisation procedure in 3GPP TS 33.102, sub-clause 6.3.5 [7] to avoid sequence number mismatches for the case of inter IOPS network mobility.

NOTE 1: It is strongly recommended to follow the guidelines for interoperability in a multi-vendor environment from 3GPP TS 33.102, Annex C.4 [7].
NOTE 2: To conserve authentication vectors, it is strongly recommended that one authentication vector is provided per Authentication Data Response by the Local HSS.

~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

8.1.3
Scalability
8.1.3.1 Hardware dimensioning
Given that IOPS only applies to Public Safety operation then the entire user database provisioned in the infrastructure network does not need to be replicated and maintained at the Local HSS. Typically the number of Public Safety users would be measured in the 10,000s whereas commercial users would be measured in the millions. The hardware platform used to host the Local EPC will probably be co-located with eNBs in the E-UTRAN and will, therefore, impose some fixed limit, depending upon the storage available for credentials, on the number of Public Safety users that may be supported by the Local HSS. However, given the ready availability of secure storage options of the order of 10s of Gigabytes (e.g. secure flash drives) memory for storage of credentials is unlikely to be an issue for the numbers of Public Safety users that might need to be supported.
8.1.3.2 Provisioning of credentials

Credentials for all Public Safety users need to be maintained at all Local HSS entities in preparation for such a time when isolated operation occurs. The provisioning and management of these credentials can be performed during ‘normal’ (backhaul connected) operation and therefore, can be provided in a secure manner within the context of the E-UTRAN operation.

An existing transport mechanism (for example an interface used for the management of an (N)eNB)) can be used to maintain user security credentials between the Macro HSS (or an entity managing on behalf of the Macro HSS) and Local HSSs. This process would take place when user security credentials are updated in the Macro HSS (as currently defined within the operator’s provisioning mechanism) and therefore any Public Safety user security credentials would propagate down to update the Local HSSs.

NOTE: The solution for IOPS AKA based upon a primary and a secondary USIM application (see sub clause 7.1.1) means that for a given Public Safety UE credentials related to the primary USIM application are present in the Macro HSS only while the credentials related to secondary USIM application are present in the Local HSSs (and optionally in the Macro HSS).
The provisioning and management of these credentials is not an onerous task given that changes to individual Public Safety users’ credentials will happen infrequently. The Public Safety user base would be in the most part static, and, with the expectation that isolated operation will be infrequent; the propagation of updates to the Local HSSs can be performed over an extended period of time. However, the change of individual Public Safety users’ credentials following an actual or claimed security breach of a Local HSS may be mandated. 
~ ~ ~ End of second text proposal ~ ~ ~
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