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1. Introduction

This pseudo-CR applies to TR 33.863 [1], the study on battery efficient security for very low throughput Machine Type Communication devices.  It covers the following points:
(a)
Editorial tidying

(b)
Change of terminology to use “e2m” throughout, rather than “E2E” in some sections

(c)
Refer to an e2m keyset, rather than to e2m “CK/IK” – we don’t yet know with what algorithm the e2m keyset will be used

(d)
New text added at the start of section 4 to clarify the motivation behind all this

(e)
Some of the solutions required the HLR/HSS to retain or regenerate an e2m keyset, if that key is not available when expected.  That’s pretty horrible.  Instead we have introduced a process to trigger a new authentication run, so that a new e2m keyset is created in that case (we expect it to be a rare occurrence).

(f)
Simplify the key derivation description.  The old text made multiple references to different key derivation options, depending on whether you were starting with CK and IK of 128 or 256 bits (TUAK is capable of generating 256-bit CK and IK).  Given that only 128-bit CK and IK are currently standardised, we now assume that throughout, with just one note added at the end of section 6.1.2.A to say that it could be done differently if 256-bit CK and IK were available.

(g)
A new solution is defined, in which the device-to-VPLMN and e2m security associations are independent, with keys derived from separate AKA runs.  This requires more AKA runs, clearly, but it removes the necessity to keep the two security associations in sync (one has to be updated whenever the other is).

(h)
Move all the “security policy” stuff (policy on crypto algorithms, policy on authentication frequency) to a new solution section, to make it clear that it is independent of the particular key derivation solutions.  Indeed, the proposed security policiey are not specific to IoT, and could be applied more generally (especially the policy on the use of crypto algorithms in the visited network; the policy on authentication frequency is perhaps more likely to be applied in the battery constrained context).
(i)
Adds some partial evaluation text for some solutions.

All of this was circulated in advance of an SA3 conference call on 13th October 2015, and presented on that call.

2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1].  To help readers understand the multiple changes, each proposed change is labelled with one or more of (a) .to (j), referring to the points listed above.
~ ~ ~ Start of first text proposal (a)~ ~ ~
1
Scope

The present document’s objectives are to:

a) Investigate whether battery efficient ‘device to enterprise’ mechanisms to provide sufficient security exist.

b) Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain. 

c) Both S1 and Gb based architectures should be considered when undertaking b, above.
The impacts of relevant authentication and key agreement procedures are also presented. 
The following should be taken into account for the study:

1. The potential solutions should aim at minimising the energy consumption of devices to help meet the objective of a ten year battery life in the extended coverage situation and take into consideration the very low data rate capability of the radio interface when using the Energy Consumption Evaluation Methodology described in TR45.820.
2. The potential security solutions for devices related to GERAN’s FS_IoT_LC and LTE Rel 13 Low Complexity UEs can take into account that the devices are not expected to be able to access pre-release 13 networks. 
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal (d) ~ ~ ~
4
Background and Key Objectives
Editor’s note: This clause will provide background information with regard to the need for looking at battery efficient security mechanism to protect the IoT/MTC user data. This section will also reflect the expected objectives based on the available information from GERAN’s and RAN’s documents and liaisons statements.
4.a 
Motivation 
End-to-end security protocols e.g. DTLS between the MS and an application server provides one way of securing the communication between MS and a cellular IoT application server, irrespective of the nature of the security over the radio access and within the cellular network domain (including both the home network and visited network).

One of the main drawbacks of supporting existing end-to-end security protocols for Cellular IoT devices is the amount of security related signalling – protocol overheads like DTLS handshakes - that need to be exhanged between MS and the application server before any useful information can be sent (usually a small data packet). The signalling overhead will not only reduce the radio access capacity but, more importantly, increase the energy consumption by the M2M device.This may make the objective of having devices lasting for years with standard battery power unachievable.

From an application level perspective, the customer may not be satisfied with relying on the user plane security between MS and a visited SGSN (assuming this is implemented) and between the GGSN and the application server since there is a gap in user plane security between the visited SGSN and the GGSN (especially when NDS/IP is not implemented). It is to be noted that the communication between a visited SGSN and GGSN may run over thousands of Kilometres.
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Figure 4.a-1: User plane security gap between SGSN and GGSN

If user plane security could be extended to the GGSN, or to a nearby MTC server, this may remove the need for additional end-to-end security, which will in turn improve both the radio access capacity and the MS energy consumption. Otherwise, the signalling exchange over the radio access to establish application level security need to be optimised.
The above argument refers to the Gb architecture, but applies equally to the S1 architecture (Serving Gateway replacing SGSN, and PDN gateway replacing GGSN, as appropriate). The terms "Gb architecture" and "S1 architecture" are defined in the next section.

It is recognised that lawful interception regulations may sometimes prohibit confidentiality from being applied between device and home network, particularly in a roaming scenario – see the paragraph beginning “When local or regional regulation allows …” in section 5.1.3. 
~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal (a) ~ ~ ~
4.2
Clarification of “Device to Enterprise security” term

 “Device to Enterprise” security refers to a broader scope which could be made from the following, non-exhaustive, combinations:

- security between the Enterprise and the MTC device

- OR security between the Enterprise and the HPLMN, then security between the HPLMN and the MTC device.

- OR security between the Enterprise and the HPLMN, then security between the HPLMN and the VPLMN, then security between the VPLMN and the MTC device.

For those combinations described above, the security protection being applied to a communication would traverse intermediaries which are not able to perform security operations on the data being exchanged between those two endpoints. For instance the "security between the HPLMN and the MTC device" of user plane data may traverse a VPLMN and a GRX network which will not be able to perform security operation (e.g. MAC verification) on those exchanged user plane data between those two endpoints.

~ ~ ~ End of third text proposal ~ ~ ~

~ ~ ~ Start of fourth text proposal (a) ~ ~ ~
4.3
“Device to enterprise” user plane protection

In clause 7 “Security procedures for secure connection” of 3GPP TS 33.187 [AddRef], GBA (see 3GPP TS 33.220 [AddRef]) and GBAPush (see 3GPP TS 33.223 [AddRef]) were selected as the preferred optional features for addressing the SA1 requirement in “Secure Connection” in clause 7.2.10 and the use case “End-to-end security for roaming MTC devices” in Annex A of 3GPP TS 22.368. 

As highlighted in the Study Item Description, “Many current MTC users implement “device to enterprise” security. It is believed that these security mechanisms incur a significant data overhead by e.g. frequent security key renegotiation, and, that this data overhead could severely impact the useful battery life of the devices being developed for the above mentioned Work/Study Items.”
The study intends to perform a study of those “device to enterprise” security solutions and discover whether they are fit for purpose.

4.4
“Device to HPLMN” user plane protection

In that study, it is needed to “Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain.”. Also it is needed to consider both Gb and S1 based architectures in this study.

In GPRS system, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( GGSN

In EPS system the user plane data is carried over the following nodes:

UE ( eNB ( S-GW (P-GW

When a S4 SGSN is used, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( S-GW ( P-GW

In GPRS system, the user plane data is carried in LLC frames between the UE and the SGSN. LLC frames are confidentiality protected between the UE and the SGSN (see 3GPP TS 44.064 [AddRef]).

In EPS system, the user plane data is carried in PDCP PDUs (see 3GPP TS 36.323 [AddRef]) between the UE and the eNB that may be confidentiality protected.

GTP-U (see 3GPP TS 29.281 [AddRef]) packets carry the user plane data between:

- the SGSN and the GGSN,

- the SGSN and the S-GW if S4 interface is used,

- the eNB and the S-GW,

- the S-GW and the P-GW.

In the roaming case, the user plane data is carried between the SGSN and GGSN in a GPRS system (resp. S-GW and P-GW in an EPS system) over a GRX/IPX network (a.k.a inter-PLMN backbone network). The GRX/IPX network is intended to be a trusted network which interconnects several PLMN and service providers either with a direct communication link or through an third parties called GRX/IPX providers. Two PLMNs may communicate over a selected inter-PLMN backbone network that include border gateway security functionalities (see clause “Packet Domain PLMN Backbone Networks” in clause 5.4.2 of 3GPP TS 23.060 [AddRef]) however those security functionalities aren’t uniformly used.

The user plane data is protected with key derived from GSM/UMTS AKA between the UE and the SGSN for GPRS systems.

The user plane data is protected with keys derived from EPS AKA between the UE and the eNB for EPS systems. 

NDS/IP is used between the eNB and S-GW for EPS systems. 

~ ~ ~ End of fourth text proposal ~ ~ ~

~ ~ ~ Start of fifth text proposal (a) ~ ~ ~
5.1.2
Threat description

In the cellular IoT case, battery constraints mean that higher layer protection (e.g. end to end TLS) is less likely to be present than for other sensitive data carried over cellular connections. The N-PDU packets are therefore likely to be subject to eavesdropping when carried over a GRX/IPX network, thus leaking sensitive data to an eavesdropper or to the visiting network.

In the cellular IoT case, battery constraints mean that higher layer protection (e.g. end to end TLS) is less likely to be present than for other sensitive data carried over cellular connections. The N-PDU packets are therefore likely to be tampered with at the air interface or over a GRX/IPX network, thus sending false/negative reports to the home network.

5.1.3
Security requirements

There should be a mechanism that provides integrity protection to the transmitted N-PDUs between the MTC device and a node within or beyond the home network.

When local or regional regulation allows, it should be possible to provide confidentiality protection to the transmitted N-PDUs that only the UE and a node within or beyond the home network should be able to encrypt/decrypt. 
~ ~ ~ End of fifth text proposal ~ ~ ~

~ ~ ~ Start of sixth text proposal (a,b,c) ~ ~ ~
6
Candidate Solutions
Editor’s note: This clause will gather existing and new security solutions which supposedly fulfil the general requirements and security requirements. The introduction section presents the solution. The solution description section describes the security architecture and/or procedures. The solution evaluation section describes how the security architecture and/or procedures addresses the general requirements and security requirements.
Terminology: “End-to-middle” is abbreviated as “e2m” throughout.

6.1
Solution #1: “UE to HPLMN” security solutions based on UMTS/EPS AKA enhancements.

6.1.1
Introduction

In section 6.1, “e2m” refers to a UE to HPLMN security association.
The following defines enhanced authentication and key agreement procedures for mobile network with a Cellular Internet-of-Things RAT which extends the UMTS AKA (See 3GPP TS 33.102 [AddRef], clause 6.3) and EPS AKA (3GPP TS 33.401 [AddRef], clause 6.1) procedures:

- While remaining compatible with existing security procedures between the UE and the E-UTRAN defined in 3GPP TS 33.401 [AddRef]

- While remaining compatible with existing security procedures between the UE and the GERAN when UMTS AKA is used as defined in 3GPP TS 33.102 [AddRef]

- To derive additional keys (from IK, and from CK under specific circumstance) securing data in an end-to-end fashion between the UE and a network node within the Home PLMN.
“UE to HPLMN” protection of the user plane data is being provided from the UE to the home network. The new security functionalities the HPLMN needs to support can be implemented as a new network function called HPLMN Security Endpoint (HSE).  The HSE may also be collocated with the GGSN/P-GW.

The new keys shared between UE and HSE are called e2mKEYSET. If e2m security uses separate encryption and integrity algorithms then this keyset will include a cipher key and an integrity key; if e2m security uses a combined authenticated encryption algorithm then this keyset will consist of a single key.

The UE (resp. “UE to HPLMN” security functionality) uses the relevant key to generate/verify a signature/MAC or cipher/decipher the user plane data.
~ ~ ~ End of sixth text proposal ~ ~ ~

~ ~ ~ Start of seventh text proposal (a,b,c,e,f) ~ ~ ~
6.1.2.1
“UE to HPLMN” security solution with HSE context establishment procedure

Key Establishment Procedure:

Pre-conditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)
Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HSS/HLR:

- in the case of UMTS AKA:

- derives CK´/IK´ from a concatenation of CK and IK, see clause 6.1.2.A (CK´/IK´ will be used for air interface security) and sets AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable air interface ciphering and integrity keys
- derives 
e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.A
- derives e2mKEYSET_ID from a concatenation of CK and IK, see clause 6.1.2.A

- in the case of EPS AKA:

- from CK and IK, as well as deriving KASME in the usual way, also derives e2mKEYSET and e2mKEYSET_ID, see clause 6.1.2.A 

- sets an AMF bit to 1 to indicate to the UE whether e2m keys should be derived

- builds the AV. For the UMTS AKA case, CK/IK is replaced with the newly generated CK´/IK´.
1a. Distribution of AV to the SGSN/MME

1b. The HSS/HLR pushes to the HSE the following pair:

-  e2mKEYSET
- e2mKEYSET_ID
- optionally the IMSI

2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. SGSN sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. USIM runs UMTS/EPS AKA, and if the AMF bit indicating that additional key derivation is to be done is set to 1, performs the following additional key derivations:

- in the case of UMTS AKA:

- CK´/IK´ (used for Air IF sec) from a concatenation of CK and IK, see clause 6.1.2.A
- e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.A
- e2mKEYSET_ID from a concatenation of CK and IK, see clause 6.1.2.A
- in the case of EPS AKA:

- e2mKEYSET and e2mKEYSET_ID from CK and IK, see clause 6.1.2.A

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

6a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the e2mKEYSET_ID associated with the e2m keys to be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

6b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message with the e2mKEYSET_ID associated with the e2m keys to be used for the protection of the N-PDUs. The PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

7. The GGSN/P-GW forwards the e2mKEYSET_ID along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.

8a. The HSE matches
 the information in the triplet with the recently pushed 
e2mKEYSET_ID and e2mKEYSET. 
8b. If the HSE doesn’t have a record of the received e2mKEYSET_ID within its memory, then:

- The HSE sends an error message back to the GGSN/P-GW, including the IMSI. 

- On receipt of this error message, the GGSN/P-GW sends an error message to the UE in a PCO IE as specified in 3GPP TS 29.060 [AddRef].
- On receipt of this error message, the UE sends a message to the SGSN/MME requesting a new authentication exchange using newly generated authentication vectors. 

NOTE: This will be a newly standardised feature. Newly defined parameterisations of the Tracking Area Update and/or Routing Area Update messages (with new cause codes, and minimal additional information) may be used for this. Specially, a new Update Type can be defined to indicate a request for reauthentication, and for this Update Type the RAU/TAU message should be made as short as possible by making as many fields optional as possible (including, potentially, some that are mandatory today). Alternatively, new message types may be defined in 3GPP TS 24.008 [AddRef] and 3GPP TS 24.301 [AddRef].
- The new authentication exchange causes the whole process defined here to restart, in particular creating new e2m keys to be pushed to the HSE.
9. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.
The HSE will need a way to flush out e2m key pairs that are never used, rather than retaining them indefinitely. There seems no need to standardise a mechanism for this, but a time-based approach is recommended, deleting keys that remain unused for a specified period after they are generated. The process defined above includes a way to recover if an e2m key pair is deleted that would eventually have been used.
6.1.2.2
“UE to HPLMN” security solution with HLR push procedure – Alternative

Editor’s note: The diagram below should be updated. The GGSN/P-GW shall be replaced with HSE
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Figure 6.1.2.2-1: Procedure Diagram

Procedure:

Preconditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HLR/HSS:

- in the case of UMTS AKA:

- derives CK´/IK´ from a concatenation of CK and IK, see clause 6.1.2.A (CK´/IK´ will be used for Air IF sec) and sets AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable air interface ciphering and integrity keys
- derives e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.A
- in the case of EPS AKA:

- from CK and IK, as well as deriving KASME in the usual way, also derives e2mKEYSET, see clause 6.1.2.A

- sets an AMF bit to 1 to indicate to the UE whether e2m keys should be derived

- While building the AV and for the UMTS AKA case only, replaces CK/IK with the newly generated CK´/IK´.
1. Distribution of AV to the SGSN/MME

2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. The SGSN/MME sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. The USIM runs UMTS/EPS AKA, and if the AMF bit indicating that additional key derivation is to be done is set to 1, performs the following additional key derivations:

- in the case of UMTS AKA:

- CK´/IK´ (used for Air IF sec) from a concatenation of CK and IK, see clause 6.1.2.A
- e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.A

- in the case of EPS AKA:

- e2mKEYSET from CK and IK, see clause 6.1.2.A
5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

6. Upon successful UMTS AKA (resp. EPS AKA) authentication result and successful PDP context activation as defined in 23.002 (Resp. PDN Connectivity Request, see 3GPP TS 23.401 [AddRef]), the SGSN/MME sends a notification message to the HLR/HSS with the IMSI, the SQN value (or RAND) and the GGSN/P-GW address as parameters.

7. The HLR/HSS pushes e2mKEYSET to the HSE 

Editor’s note: Need to specify what happens if for some reason there’s no stored E2M key at the HLR/HSS. This is similar to it not being at the HSE when required in solution 6.1.2.1. Solution 6.1.2.1 now describes a recovery mechanism (step 8b) if there’s no key at the HSE.

6.1.2.3
“UE to HPLMN” security solution with HSE pull procedure

Key Establishment Procedure:

Preconditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HLR/HSS:

- in the case of UMTS AKA:

- derives CK´/IK´ from a concatenation of CK and IK, see clause 6.1.2.A (CK´/IK´ will be used for Air IF sec) and sets AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable air interface ciphering and integrity keys
- derives e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.A
- in the case of EPS AKA:

- from CK and IK, as well as deriving KASME in the usual way, also derives e2mKEYSET, see clause 6.1.2.A

- sets an AMF bit to 1 to indicate to the SGSN/MME/UE whether E2E keys should be derived

- While building the AV and for the UMTS AKA case only, replaces CK/IK with the newly generated CK´/IK´.
1. Distribution of AV to the SGSN/MME

2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 (resp. TS 33.401).

3. The SGSN/MME sends the authenticate request message to the UE as defined in TS 33.102 (resp. TS 33.401).

4. The USIM runs UMTS/EPS AKA, and if the AMF bit indicating that additional key derivation is to be done is set to 1, performs the following additional key derivations:

- in the case of UMTS AKA:

- CK´/IK´ (used for Air IF sec) from a concatenation of CK and IK, see clause 6.1.2.A
- e2mKEYSET from a concatenation of CK and IK, see clause 6.1.2.A

- in the case of EPS AKA:

- e2mKEYSET from CK and IK, see clause 6.1.2.A
5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 (resp. TS 33.401).

6a. If no PDP context exist, the UE sends the Activate PDP context request message to the SGSN/MME with a PCO IE which should contain the SQN value (or RAND) from the AV and associated IMSI to the GGSN. The
 PCO IE will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

6b. If an Update PDP Context request message is instead sent by the UE to the SGSN/MME, a PCO IE shall also be included in the message. The PCO IE should contain the SQN value (or RAND) 
and associated IMSI. 
The PCO IE within the Update PDP Context request message will be transparently transmitted to the GGSN/P-GW as specified in 3GPP TS 29.060 [AddRef].

7. The GGSN/P-GW forwards the SQN value (or RAND) along with the IMSI indicated in the Activate/Update PDP context message and the TEID as a triplet to the HSE.

8. The HSE fetches e2mKEYSET from the HSS/HLR by providing the SQN value (or RAND) and associated IMSI

Editor’s note: it is FFS whether and how E2E CK/IK key could be retained or recreated by the HLR/HSS in order to be pulled by the HSE.
9. The HSE is ready to provide confidentiality and/or integrity protection to the N-PDUs.
6.1.2.A
Key derivation rules

The following is one possible way of implementing the key derivation rules. Other possible implementations options may be defined.

The key derivation function should be supported by the UICC and the HLR/HSS and is written as KDF (Key, S) below.

Editor’s note: It is FFS whether the key derivation function can be run in the ME
The key derivation algorithm KDF should be HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).
For the UMTS AKA case, the following key derivation applies:

· CK´||IK´ = KDF (CK||IK, key type 1).
NOTE: CK´ goes from bit 0 to bit 127, IK´ goes from bit 128 to bit 255
. Key type 1 is an ASCII string pointing to the purpose of the key use, e.g. “VPLMN_CIoT”.
· 


· e2mKEYSET = KDF (CK||IK, key type 2). 
NOTE: If e2mKEYSET includes more than 256 bits of key material, then multiple instances of KDF are used with different key type strings (key type 2A, key type 2B, etc).

· If the solution requires an e2mKEYSET_ID then e2mKEYSET_ID = KDF (CK||IK, key type 3).



· 
· 
· 
For the EPS AKA case, the derivation of e2mKEYSET and e2mKEYSET_ID (if required) is the same as in the UMTS AKA case. For the visited network, though, KASME is derived as usual.
NOTE: if an AKA algorithm such as TUAK were used, that can generate 256-bit CK and IK, then the key derivation formulae above could be different, with keys for the visited network security generated purely from CK, and keys for the e2m security derived purely from IK. 256-bit CK and IK are currently outside the scope of 3GPP standards, however.

~ ~ ~ End of eighth text proposal ~ ~ ~

~ ~ ~ Start of ninth text proposal (h) ~ ~ ~
6.1.2.B
Authentication and key usage policy



Empty section (security policy has now been moved to section 6.4)
~ ~ ~ End of ninth text proposal ~ ~ ~

~ ~ ~ Start of tenth text proposal (i) ~ ~ ~
6.1.3
Solution evaluation

Editor’s note: FFS
All of the variants in this section create an e2m keyset, shared between UE and HSE, that can be used to provide confidentiality (where permitted) and integrity. This contributes towards satisfying key issue #1. However, this solution does not on its own specify what confidentiality and integrity mechanism (e.g. TLS, IPsec) makes use of the shared keyset.

Key issue 2 is satisfied well as long as keys are relatively long lived (both device-to-visited-network keys and e2m keys), so that authentication challenges and responses on the air interface are infrequent.

The solution requires new functionality in both the USIM and the HSS.

It seems necessary to keep the visited network and e2m security associations synchronised: if keys are updated for one, then they need to be updated for the other too.

Variant 6.1.2.2 requires the HLR/HSS to retain an e2m key pair until a notification message is received from the SGSN/MME. This type of stateful behaviour is not standard in today’s HLRs.

~ ~ ~ End of tenth text proposal ~ ~ ~

~ ~ ~ Start of eleventh text proposal (g) ~ ~ ~
6.3
Solution #3: “Independent VPLMN and e2m security associations”
6.3.1
Introduction

Solutions #1 and #2 use a single AKA run, with additional subsequent key derivations, to derive both e2m keys and keys for the usual UE-to-VPLMN security.  This achieves efficiency, but comes with some challenges in terms of maintaining the synchronisation between the e2m and UE-to-VPLMN security associations.

The present solution, by contrast, uses separate, independent AKA runs for the e2m and UE-to-VPLMN key derivations. This simplifies some issues, at the cost of more AKA runs (with the consequent battery drain implications).

This solution can be used with a HPLMN Security Endpoint (HSE), as described in solution #1, or with a more general  e2m Security Endpoint (EMSE) as described in solution #2. In what follows we refer to the HSE, but an EMSE could be used instead.

6.3.2
Solution description

6.3.2.1
Independent VPLMN and e2m security associations
The AKA operations, key derivations and overall security flow for the “traditional” UE-to-VPLMN security are unchanged in this solution.

A new domain is defined for e2m security– neither Circuit Switched (CS) nor the usual Packet Switched (PS) but Home Packet Switched (HPS).  The USIM maintains a separate HPS key set, with associated CKSN and KSI (in the same way that USIM already maintains separate CS and PS keysets).

Editor’s note: an open question is what should trigger the e2m authentication request. It could be:

•
UE requests e2m it, by sending a PCO message to the GGSN/P-GW on PDP context establish/update;

•
GGSN/PGW initiates it, because it can see that this is a CIoT device (how?)
The triggering mechanism must ensure that the HSE knows the IMSI, so as to be able to request an AV.
The HSE requests an AKA vector from the HLR/HSS. Note: if the HLR/HSS uses the array scheme for SQN management (see TS 33.102 sections C.1.2 and also section C.3.4 [AddRef]) then it may use a set of IND values exclusively for the HPS domain. In the EPS AKA case, where the AV will contain KASME, the PLMN ID used as input for the derivation of KASME should refer to the HPLMN, but should be different from the PLMN_ID that would be used for that network in regular (non-e2m) KASME derivation.

The HSE derives e2mKEYSET from CK/IK (UMTS AKA case) or from KASME (EPS AKA case) using the key derivation KDF defined in 3GPP TS 33.220 [AddRef]:

-
e2mKEYSET = KDF (CK||IK, key type). 
NOTE: key type is an ASCII string specific to this key derivation operation, e.g. “e2m_CIoT”. If e2mKEYSET includes more than 256 bits of key material, then multiple instances of KDF are used with different key type strings (key type A, key type B, etc).

The HSE formulates an authentication challenge message, containing all the same AV fields as a standard authentication challenge, which it delivers to the GGSN/P-GW.  The GGSN/P-GW sends this challenge message to the UE, via the PCO channel.

The USIM runs UMTS/EPS AKA as normal. The USIM also derives e2mKEYSET, following the same derivation rule as the HSE.

The UE sends the authentication response to the GGSN/P-GW via the PCO channel. The GGSN/P-GW passes this response to the HSE, which validates it against the expected response. Assuming that the authentication is successful, e2mKEYSET is now shared between the HSE and the UE, ready to be used to provide confidentiality and/or integrity protection to the N-PDUs.

6.3.3
Solution evaluation

This solution creates an e2m keyset, shared between UE and HSE, that can be used to provide confidentiality (where permitted) and integrity. This contributes towards satisfying key issue #1. However, this solution does not on its own specify what confidentiality and integrity mechanism (e.g. TLS, IPsec) makes use of the shared keyset.

Key issue 2 is satisfied well as long as keys are relatively long lived (both device-to-visited-network keys and e2m keys), so that authentication challenges and responses are infrequent (both the usual challenges from the VPLMN and the e2m challenges delivered over the PCO channel). The solution is not optimised to the same extent as solutions #1 or #2, because provisioning the two sets of shared keys requires two authentication challenges and responses, not one. However, there is a gain in simplicity, because there is no need to keep the two security associations in sync – either can be updated at any time with no impact on the other.

This solution has no impact on the HLR/HSS, unlike solutions #1 and #2.

~ ~ ~ End of eleventh text proposal ~ ~ ~
~ ~ ~ Start of twelfth text proposal (h) ~ ~ ~
6.4
Solution #4: “Security policies”
6.4.1
Introduction

This section includes some security policy requirements and/or preferences that can be sent from the home network to the visited network, and applied in the visited network. These may be used irrespective of which key sharing solution is preferred from previous sections. They may also be applied in a broader context – they are not specific to battery constrained use cases, nor to IoT use cases.

6.4.2
Solution description

6.4.2.1
Authentication and key usage policy

The battery lifetime of CIoT devices could benefit from a reduced authentication frequency and, hence, a prolonged lifetime of keys. The visited network may not know about the need for a CIoT-specific authentication and key usage policy. It needs to be told by the home network. 
On the other hand, the home network may know more about the security requirements applying to individual devices, and may know that there should be a certain minimum frequency at which visited network keys are changed. In solutions #1 and #2, where visited network and e2m keys are in effect derived simultaneously, this could also be a mechanism for the home network to ensure / request that e2m keys are changed with a certain minimum frequency.
It is proposed to include a new field in the GPRS, 3G or 4G subscriber profiles that determines the authentication and key usage policy required for this subscriber. Including this information in the subscriber profile has two benefits: 

· The specifications of the interfaces between serving node and HLR or HSS need not be modified as subscriber profiles can be carried over these interfaces today.

· The solution can remain transparent for core network nodes as an SGSN or an MME that does not understand the new field in the subscriber profile simply ignores it.

6.4.2.2
Algorithm policy
It is proposed to include a new field in the GPRS, 3G or 4G subscriber profiles that specifies which cryptographic algorithms are allowed to be used for radio interface security for this subscriber (including both AS and NAS in the 4G case). 

Including this information in the subscriber profile has the same benefits as for the previous point. This may be particularly beneficial for IoT devices that have very long lifetimes, where there is a higher risk of weaknesses appearing in an algorithm during that lifetime.

6.4.3
Solution evaluation

The authentication and key usage policy can help with key issue #2, ensuring that authentication challenges and responses are not too frequent. 

The algorithm policy does not address the specific security requirements identified in section 5.1.3, but can help to ensure that the visited network security is as good as possible, reducing some of the tampering and eavesdropping risks identified in section 5.1.
~ ~ ~ End of twelfth text proposal ~ ~ ~
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�The HSE may be collocated with the HSS or be a stateful proxy of the HSS on the S6a, so it can retain an AVP containing the e2mKEYSET when it is returned by the HSS along with the AV. This AVP will not be forwarded to the MME over the S6a.





The e2mKEYSET records contain a combination of the e2mKEYSET_ID and e2mKEYSET. They are retained for an Operator-specified lifetime. When lifetime expires, or the e2mKEYSET is retrieved, the record is purged.


�The HSE will be surprised with this unsolicited PUSH, as at the time of AV generation the PDP does not exist.


�Only at this point the HSE should request the associated e2mKEYSET from  the HSS, but the HSS already forgot it! How about, if the e2mKEYSET_ID = RAND, and RAND with IMSI are sent to the HSS to recreate the e2mKEYSET? 





As the result, the step 6a will allow the MME/SGSN to verify that the e2mKEYSET_ID is associated with the current AV used for establishing the current session, and not an old used vector, and step 8b would not be needed.


�If the HSE acts as a stateful proxy of the HSS, and retains a set of e2mKEYSET records, it can return the e2mKEYSET to the GGSN/PGW on request. 


�Fig edited to show e2mKEYSET to align with text.


�Why would not the SGSN/MME send this request to the HSE, so HSE requests the e2mKEYSET from the HSS?


�Before sending the PCO IE to the GGSN/P-GW, the SGSN/MME shall confirm that the SQN/RAND in it is the same as the SQN/RAND in the current AV used for establishing the current session.


�It must be both: SQN and RAND. Sending the SQN will allow the HSS to make sure that this SQN was already used before, and this is not an attack asking HSS to pre-generate future AVs;





Sending RAND is necessary to recreate the e2mKEYSET for the AV used in bootstrapping.


�Before sending the PCO IE to the GGSN/P-GW, the SGSN/MME shall confirm that the SQN/RAND in it is the same as the SQN/RAND in the current AV used for establishing the current session.


�The e2mKEYSET_ID can simply be equal RAND of the AV that was used for generating this security association.
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