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Abstract of the contribution: This contribution discusses a proposed Public Safety Discovery Solution and some impact of this on SA2 and CT1 specifications 
Introduction
This contribution discusses a solution for Public Safety Discovery and proposes the CR contained in a companion solution is accepted. It also notes some consequences of the solution that affect SA2 and CT1 and proposes that this information is sent to SA2 and CT1 in an LS.

High level solution discussion

Like one-to-many communications, public safety discovery may happen when the involved UEs have no access to the network. This means that like one-to-may-security, the UEs need to be provisioned with the relevant security material while still in coverage. Sending the next key can also not be done on a just in time basis as the UE may not be coverage when the current key expires 

Conclusion: Using the Key Request/Key Response mechanism followed by MIKEY messages to deliver keys seems to be a suitale approach here.
Both forms of public safety discovery (relay and group member discovery) are like restricted discovery in that the UEs are provided exactly with the information to find a UE and they also know (implicitly at least, e.g. all the relays that have a particular Relay Service Code) which UEs they are looking for. We can conclude from this that the security parameters should be tied to the Relay Service Code (RSC) in the case of Relay Discovery and the Discovery Group ID in the case of Group Member Discovery.

Conclusion: Discovery key and related security material need to be bound to the Relay Service Code or the Group Member Identity.

One consequence of this conclusion is that the RSC needs to be also included in the Relay Discovery Additional Information messages, so the UE receiving such a message which set of security parameters to apply to the message. CT1 and SA2 should be informed of this request in an LS.
The actual protection that may be desired by Public Safety is similar to restricted discovery. This is because the UEs being discovered are individual UE and may not wish to be tracked, i.e. ensure that the messages sent by a UE are not linked; Furthermore, several UEs may be discovered the same way, but may want to hide their individual identity; andLastly the discovery message will need to be protected from impersonation (i.e. MIC procedures are needed).

Conclusion: Scrambling, message specific confidentiality and integrity checking of restricted discovery should all be applicable to the public safety discovery.
High level description of the solution 

Like the one-to-many communication solution, the ProSe Function and PKMFs have to be configured with the identities of UEs which are authorised for Relay or Group Member Discovery. When receiving the Discovery Group IDs and the Relay Service Codes from the ProSe Function in their HPLMN, the UEs will receive the corresponding PKMF address that will be used to fetch the associated key and security material for protecting a particular discovery.

In order to obtain the keys and related security material associated with a particular discovey (i.e. RSC or Discovery Group ID), the UE sends the Key Request message to the PKMF and includes all the Key IDs that the UE has for that discovery. In the corresponding Key Response message, the UE receives confirmation that it will receive keys for that discovery and indication of the security that will be applied for this discovery and security information (except the key) is needed to apply the security (e.g. Encrypted bits mask). In addition, the UE also receives a 24-bit Key Type ID that will be included in the IDi payload of the MIKEY message carrying a key for this discovery. 

The Key Type ID may be unique for a particular discovery or may be shared over several discoveries if it is desired that several different discoveries are intended to use the same keying material (e.g. several RSCs indicating different QoSs are intended to be used by a common set of Remote UEs). 

The MIKEY messages are identical to the ones for one-to-many communications except that the Key Type ID takes the place of the Group ID in the IDi payload of the MIKEY message. 

The protection of the discovery message follows subclauses 6.1.3.4.3 of TS 33.303 (i.e. the same ones as the restricted discovery). 

The solution also proposes to use the UTC-based counter, CURRENT_TIME and MAX_OFFSET to provide the replay protection as in Open and Restricted Discovery. One difference here is that it may be harder for a Public Safety UE to keep its clock as synchronised when it is off network. Hence it is proposed to ask CT1 to increase the number of bits of UTC transmitted using the spare bits in the UTC-based Counter LSB IE. This change can be applied for all types of discoveries for Public Safety. 
Finally it would simplify the SA3 definition of the security functions for MIC calculations, scrambling and message-specific confidentiality, if all types of discovery had the same overall format as follows:

8 bits of Message type | 184 bits of Message | 32 bit MIC | 8 bit of UTC-based Counter LSB

This may be possible by defining Spare or Reserved IEs. This will help SA3 as then SA3 will not need to truncate the output of their security functions depending on the use case. It is proposed to ask if CT1 could define the format of all discovery messages to follow the above format.
Proposals

It is proposed that SA3 agree the CR that is contained in S3-152382.
It is further proposed that SA3 sends SA2 and CT1 an LS asking them the following:
· To SA2 and CT1, if it is possible to include the RSC in the Relay Discovery Additional Information messages 
· To CT1only

· To increase the number of bits of UTC transmitted using the spare bits in the UTC-based Counter LSB IE
· If it is possible to follow the above message format for all discovery message

