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Abstract of the contribution:
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]This contribution proposes to modify the requirement and add a test case for clause 5.2.5.1 on HTTPS of TS 33.117. The contribution is based on a companion contribution on clause 5.2.3.2.4.
Introduction 
The current requirement assumes the now outdated current TLS profile. It would have to be changed with every update of the TLS profile in 333.10. This is better solved by reference to TS 33.310, with the only addition being the one on NULL encryption. The test for the present clause should simply refer to clause 5.2.3.2.4 . 
Proposed pCR to TS 33.117 v 1.0.0
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[bookmark: _Toc429469684][bookmark: _Toc429471615]5.2.5.1	HTTPS
Requirement Name: HTTPS
Requirement Reference: to be done later
Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [10] shall be followed with the following modifications:
-	TLS 1.2 as specified in RFC 5246 shall be supported and should be used.	Comment by Nokia: superseded by udpated TLS profile in 33.310.
-	Support of TLS 1.1 is not required.
-	Support for cipher suites with NULL encryption is not required. 
-	A cipher suite with non-NULL encryption should be used. 	Comment by Nokia: this is apparently a requirement on deployment. Otherwise, the preceding line on support for cipher suites with NULL encryption would have been formulated differently. Recall also that SCAS tests implementation, not use.
-	Fallback to TLS 1.0 is not allowed. 
Threat References: tba
Security Objective references: tba.
Test case:
Test Name: HTTPS
Purpose: Verify the above requirement.  Annex D "Traffic protection mechanisms on OAM interface" in clause D.3.6.1.
Editor's note: the list of items in the requirement above needs to be re-visited when Annex E of TS.33.310 has been reviewed.
Procedure and execution steps, expected results, expected format of evidence:
These are the same as for the test case in clause 5.2.3.2.4, except that, for execution step 2, NULL encryption is not tested. 

***	END OF CHANGES	***
 

