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**** FIRST CHANGE ****

6.1.3.4.3.1
General

There are three general types of security that are used to protect the restricted discovery messages as they are transferred over the PC5 interface between the UEs. 

Firstly, integrity protection is provided by appending a MIC as in Open Discovery (see subclauses 6.1.3.3.1). The MIC is calculated in the sending UE using a received Discovery User Integrity Key (DUIK) and may either be checked at the receiving UE using the supplied DUIK or at the ProSe Function using the DUIK.  

Secondly, scrambling protection, which ensures that there is no relationship between the discovery messages sent by a particular UE, i.e. to prevent tracking of a UE over time. A scrambling keystream is calculated from the Discovery User Scrambling Key (DUSK) and the UTC-based counter associated with the discovery slot (see 6.1.3.4.3.5 for more details on the calculation).

Finally, message-specific confidentiality, which provides confidentiality protection for part of the discovery message. This is used either when several UEs use the same DUSK or if it is desired to obfuscate part of the discovery message from some of the UEs that are allowed to discover the UE. A keystream is calculated from the Discovery User Confidentility Key (DUCK), the content of the message and the UTC-based counter associated with the discovery slot (see 6.1.3.4.3.6 for more details on the calculation).The security procedures that are applied at the sending and receiving UE are controlled by the ProSe Function by sending the Code-Sending Security Parameters and/or Code-Receiving Security Parameters to the appropriate UE.

Editor’s note The processing load on the receiving UE needs to be taken into account when making these decisions and the decisions on the scrambling and message-specific confidentiality algorithms.

**** NEXT   CHANGE ****
Annex W (Informative):
Protection of Restricted Discovery and Public Safety Discovery messages

W.1
General 
Both Restricted Discovery messages and Public Saftey Discovery message are to be protected by some combination of scrambling, message-specific confidentiality and integrity protection (see subclause 6.1.3.4.3). The particular combinations that may be applied to each of these cases are not restricted by the standard, but are controlled by the ProSe Function(s) (in the case of Restricted Discovery) and the PKMF (in the case of Public Safety Discovery). This control is applied by the ProSe Function or PKMF signalling the chosen security measures for a particular discovery to the UE. The UE then applies the requested security to discovery messages that it sends or receives. This Annex provides information on the security provided by the combinations of security mechanisms.
W.2
Different combinations of security mechanisms

Table W.2-1 provides details of the security provided and sample use case(s) for the various combinations of security mechanisms that are possible for Restricted Discovery and Public Safety Discovery. 
	Sending UE
	Receiving Side
	Security provided
	Comments and/or example use case

	DUIK
	DUIK
	Discovery message is only integrity protected.
	Relay Discovery where the Relay has no requirement for tracking or confidentiality protection.

	DUSK
	DUSK
	Hiding of the parts of the message that identify the user (e.g. ProSe Code) to prevent the user being discovered or tracked by unauthorised users. 
Note: only works if there is exactly one message to be protected with the DUSK (as then the scrambling provides integrity protection).
	Restricted discovery where exactly one ProSe code is protected by thisDUSK. 

	DUSK and DUIK
	DUSK
	As above
	As above

	
	DUSK and DUIK
	Hiding of the parts of the message that identify the user (e.g. ProSe Code) to prevent the user being discovered or tracked by unauthorised users.
When only one user uses the DUSK, it prevents tracking of the user. When multiple users are using the same DUSK, the XOR difference between the unprotected discovery messages will be preserved and would enable some tracking of a user.
Integrity protection of the whole message. Confidentiality protection of the whole message when only one user uses the DUSK
	Restricted Discovery when one user uses DUSK to send Code with Application Controlled Extension bits 
Restricted Discovery with several users sending unique codes and no Application Controlled Extension bits.


	DUSK, DUIK and DUCK
	DUSK
	Hiding of the parts of the message that identify the user (e.g. ProSe Code) to prevent the user being discovered or tracked by unauthorised users.
Note: only works if there is exactly one message to be protected with the DUSK (as then the scrambling provides integrity protection)
	DUSK applies to exactly one full code and ciphered Application Controlled Extension bits included in the message but are not decryptable by a receiver that only gets DUSK, as it was not given DUCK. 

	
	DUSK, DUIK and DUCK
	 Hiding of the parts of the message that identify the user (e.g. ProSe Code) to prevent the user being discovered or tracked by unauthorised users. 
When only one user uses the DUSK, it prevents tracking of the user. When multiple users are using the same DUSK, the XOR difference between the unprotected discovery messages will be preserved and would enable some tracking of a user.
Integrity protection of the whole message, plus confidentiality protection of part of the message.
	Restricted Discovery with more than one sender using the same DUSK and there are Application Controlled Extensions bits that are encrypted/decrypted using DUCK.


	DUCK and DUIK
	DUCK and DUIK
	Integrity protection of the whole message and confidentiality protection of part of the message.
	Group Member Discovery where the Discovery Group ID is sent in the clear and the rest of the message is protected by message-specific confidentiality.


Table W.2-1: Impact and example use case for the various combinations of security mechanisms
The "Sending UE" column describes what keys need to be sent to the sending UE in the case of Restricted Discovery or signalled for use by the PKMF in the case of Public Safety Discovery. The "Receiving side" column shows what keys need to be sent to the receiving UE for Restricted Discovery, except if ProSe Function MIC checking is required (when the DUIK is kept at the ProSe Function in the HLMN of the receiving UE, or signalled for use by the PKMF). The "Security provided" column details the security that this combination of security mechanisms provide. The final column provides example use case(s) where this combination of security mechanisms can be used.
**** END OF CHANGES ****
