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Abstract of the contribution: This contribution regards restricted discovery processing at a receiver UE. It considers how the computation load at the receiver side can be reduced.
Introduction
Recall that for restricted discovery, the following operations are performed at the receiving UE according to TS 33.303
The Code-Receiving Security Parameters received from the ProSe Function (as described in the security flows) are used to indicate to a UE how a received discovery message is protected […].

The UE receiving a Discovery Message does the following steps:

1.
Undo scrambling (as in step 5 of sending UE) if a DUSK was received
2.
Check for match on the bits of the message that are not encrypted using message specific confidentiality. If no match, then abort.

NOTE 1: Some bits that the discovery filter indicates to be matched, may be encrypted by message-specific confidentiality at this stage. The UE can look for a match on the other bits after this step to minimise the amount of processing performed before finding a match. 

3.
Undo message-specific confidentiality if a DUCK was received (as in step 3 of sending UE)

4.
Check for full match if only a match on non-encrypted bits was found in 3. If no match then abort

5.
If a MIC check is required, check MIC directly (if a DUIK was given in the Discovery Filter Security Parameters) or via Match Report if indicated in the Discovery Filter Security Parameters.

Recall also that the use cases for restricted discovery involve a UE looking to discover several other UEs, potentially many. For example in a city centre at lunch hour where many users are present with discovery enabled on their phones, a user may want to discover any of her friends from her social network.

Discussion
Given the use cases for restricted discovery, it is anticipated that at the monitoring/discoverer UE, in each discovery slot and for each detected/responded ProSe Restricted Code, a set of Code-Receiving Security Parameters has to be used to compute anew the following

a. [Descrambling]: Time-hash-bitsequence, as an output of a KDF, and then an XOR operation; 
b. [Decrypting]: Keystream, also as an output of a KDF, and then an XOR operation (if confidentiality key was given);
c. [MICing]: A MIC, and then a bitwise comparison (if integrity key was given).

Note that the earliest instance where a match can be attempted is right after step (a). The match may be partial if the rest of the bits to be matched are protected by message-specific confidentiality, meaning it can only be done after step (b). 

Since the number of Code-Receiving-Security parameters may be very large (e.g. one corresponding to each authorized discoverable UE, or one per discoverable group depending on configuration), it is desirable to reduce the computational load of a monitoring/discoverer UE. This can be achieved in two ways, which are not mutually exclusive:

Optimization 1: The frequency of discovery message scrambling can be reduced from once per discovery slot. This can be achieved by increasing the granularity of the UTC-based counter (currently second-level), to units of 16 seconds for example-- i.e. the 4 LSbs of the UTC-based counter are set to zero in the scrambling computation, effectively reducing the freshness parameter from 32 bits to 28 bits, an acceptable tradeoff. 
Optimization 2: The probability of false matches can be reduced by mandating a minimum size of the match bits. The match bits are used after step (a) and before the (expensive) step (b). This is equivalent to mandating a maximum size of the confidentiality-protected bits (Encrypted_bits_mask). For example, the minimum number of match bits in a Discovery message should be 16, leading to a probability of false match/needless application of step (b) of 1 in 65536 or less.
Proposal
Based on the above discussion it is proposed to approve CR 0099 to TS 33.303 available in S3-152362.
