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**** FIRST CHANGE ****

6.1.3.4.3
Protection of the discovery messages over the PC5 interface

6.1.3.4.3.1
General

There are three general types of security that are used to protect the restricted discovery messages as they are transferred over the PC5 interface between the UEs. 

Firstly, integrity protection is provided by appending a MIC as in Open Discovery (see subclauses 6.1.3.3.1). The MIC is calculated in the sending UE using a received Discovery User Integrity Key (DUIK) and may either be checked at the receiving UE using the supplied DUIK or at the ProSe Function using the DUIK.  

Secondly, scrambling protection, which ensures that there is no relationship between the discovery messages sent by a particular UE, i.e. to prevent tracking of a UE over time. A scrambling keystream is calculated from the Discovery User Scrambling Key (DUSK) and the UTC-based counter associated with the discovery slot (see 6.1.3.4.3.5 for more details on the calculation).

Finally, message-specific confidentiality, which provides confidentiality protection for part of the discovery message. This is used either when several UEs use the same DUSK or if it is desired to obfuscate part of the discovery message from some of the UEs that are allowed to discover the UE. A keystream is calculated from the Discovery User Confidentility Key (DUCK), the content of the message and the UTC-based counter associated with the discovery slot (see 6.1.3.4.3.6 for more details on the calculation).The security procedures that are applied at the sending and receiving UE are controlled by the ProSe Function by sending the Code-Sending Security Parameters and/or Code-Receiving Security Parameters to the appropriate UE.

Editor’s note: The exact contents of the Code-Sending Security Parameters and Code-Receiving Security Parameters are FFS, i.e. it needs to be decide which if any of the parameter that may be included in the Code-Sending Security Parameters and Code-Receiving Security Parameters are made mandatory.
6.1.3.4.3.2
Message Processing in the sending UE

The UE sending a discovery message receives the Code-Sending Security Parameters from the ProSe Function (as described in the security flows) to indicate how to protect the message. The Code-Sending Security Parameters may contain a DUSK and a related UTC-mask and may contain a DUIK. The Code-Sending Security Parameters may contain both, a DUCK and an Encrypted_bits_mask.

The UE sending a discovery message does the following steps:

1.
Form Discovery Message (e.g. add Suffix if only Prefix was allocated). 

2.
Calculate MIC if a DUIK was provided, otherwise set MIC to all zeros

3.
Add message-specific confidentiality to the message if DUCK was received 

4.
Append MIC to the output of step 3.

5.
Add scrambling over the output of step 4 if the DUSK was received.
6. Add DUSK hint to the end of the output of step 5.  
6.1.3.4.3.3
Protected message processing in the receiving UE

The Code-Receiving Security Parameters received from the ProSe Function (as described in the security flows) are used to indicate to a UE how a received discovery message is protected. The Code-Receiving Security Parameters may contain a DUSK and a related UTC-mask, may contain either a DUIK or an indication whether to use Match Reports for MIC checking. The Match Reports option is not allowed for ProSe Query Codes. The Code-Receiving Security Parameters may also contain both a DUCK and a corresponding Encrypted_bits_mask. 

The UE receiving a Discovery Message does the following steps:

1. Check if DUSK hint matches the hint of one of the available scrambling keys. If there is no match, the UE can discard the message.

2. Undo scrambling (as in step 5 of sending UE) if a DUSK was recieved

3.
Check for match on the bits of the message that are not encrypted using message specific confidentiality. If no match, then abort.

NOTE 1: Some bits that the discovery filter indicates to be matched, may be encrypted by message-specific confidentiality at this stage. The UE can look for a match on the other bits after this step to minimise the amount of processing performed before finding a match. 

4.
Undo message-specific confidentiality if a DUCK was received (as in step 3 of sending UE)

5.
Check for full match if only a match on non-encrypted bits was found in 3. If no match then abort

6.
If a MIC check is required, check MIC directly (if a DUIK was given in the Discovery Filter Security Parameters) or via Match Report if indicated in the Discovery Filter Security Parameters.

NOTE 2: Requiring a checking of the MIC (at either the UE or via Match Reports) may only be omitted when the scrambling protection provides integrity protection of the bits of the message that are of interest to the receiving UE. Such integrity protection is only provided when (1) a given DUSK protects exactly one ProSe Code that the receiver matches, or (2) when message-specific confidentiality is applied to a ProSe Code but the receiving UE is not provided with the DUSK to remove the message-specific confidentiality and all the non-encrypted bits take a fixed value that the receiver matches. In the first case, if an attacker changes any bit of the message, the match will fail. In the second case, if an attacker changes a non-encrypted bit the match will fail and changing an encrypted does nothing as the receiving UE ignores these bits anyway. In latter case, the receiving UE could not successfully check the MIC.

6.1.3.4.3.4
Integrity protection description 

The sending UE does the following

1. Compute output bitsequence from DUIK, Message, and UTC-based counter passed through a MIC calculation function in Annex A.2.

2. Take the 4 bytes of the output of the function and set that as the value of the MIC for this Message.

The receiving UE or ProSe Function does the exact same steps but also does a comparison between the computed MIC and the received MIC.

6.1.3.4.3.5
Scrambling description

The sending and receiving UE does the following in relation to handling the DUSK hint:
1. Compute Hint_string = KDF(DUSK, static_string) 
where the static_string is "prosecode", "querycode" or "responsecode" depending on which code the hint is related to. 
2. Compute Masked_UTC_counter = (UTC_based_counter AND UTC_mask) 
where AND is the bitwise AND operator, and the UTC_mask is a 32 bit long bitmask distributed by the ProSe Function of the Announcing/Discoveree UE. 
NOTE: The computation is slowing down the UTC counter by hiding some least significant bits of the UTC counter. The need to recalculate the Masked_UTC_counter depends on the content of the UTC_mask. 
3. Compute DUSK_hint = six_least_significant_bits_of(KDF(Hint_string, Masked_UTC_counter))
The sending UE does the following in relation to the actual scrambling:

1. Compute time-hash-bitsequence from DUSK and UTC-based counter passed through a keyed hash function.


2. XOR the time-hash-bitsequence with the entire Discovery Message (including MIC) being processed.

The receiving UE does the exact same steps except applied to the received message being processed. In addition, it needs to do a comparison between the received and calculated DUSK hint. 
**** END OF CHANGES ****

