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1. Introduction

In previous meeting, China Mobile proposes solution for group based authentication and gets feedbacks from other delegates. The main concerns about that proposal are: 1) Using GSM authentication could not prevent fake basestation attack. 2) 64-bits length keys are weak and could not fulfil the security requirement in current. 3) There is no explicit authentication between group nodes and the network. 

Based on these comments, a new solution for group based authentication is proposed as below. This solution could solve the 3 main concern as following:

1) The authentication between group node and network are mutual authentication now. So fake basestation attack could be prevented.

2) The authentication is explicitly made by using AUTN and RES. And the keys are generated as same as current AKA authentication procedure so the key is strong enough right now.

2. pCR

================================Begin of Change=========================================
4.1.4.4
Solution 4: Authentication of UEs of a group

There are two options to authenticate UEs of a group. One option is that network performs two steps authentication: the first is to identify the individual UE and the second is to associate this UE as a member of MTC group. 
The other option is that network authenticates all related UE in a group together at the same time, by which the authentication solution can be called as group authentication. If such group authentication is used, it can save network resource to combine the two steps into one step. 
The first option could be fulfilled by existing solution. The following solution is used for group authentication.
Note: When there is group authentication, UE should be mutually authenticated with network.

Editor Note: whether or not group authentication can save network resource is FFS. 
4.1.4.4.1 General Description:
In order to reduce authentication singling congestion for group communication, a group authentication is raised. In group authentication mechanism, many nodes form a group, and one node among them plays as group agent. On behalf of all nodes in a group, group agent communicates with core network node such as MME/SGSN. All group members could be seen as authenticated at the same time.

4.1.4.4.2 Network Architecture and Precondition
In group authentication, a series nodes construct group. One group agent UEAgent is set to perform authentication with network on behalf of other group nodes UEi. The members in the group are organized before communication. When the authentication procedure begins, the members will not be changed until the end of this communication session. All group members, both group node UEi and UEAgent, own a UICC card and telecommunication module that could communicate with network directly. What is more, each UEi could communicate with group Agent by using another kind of communication mechanism, such as Zigbee, Bluetooth, etc. Based on that, UEi and UEAgent authenticate each other and establish secure tunnel before group based authentication. HLR/HSS records the identity (IMSIg) and root key (Kg) of UEAgent, the identity IMSIi and root key Ki of each UEi, and the mapping table between IMSIg and each IMSIi. 
4.1.4.4.3  Procedure 
UEAgent performs mutual authentication with the network on behalf of all group nodes UEis, which is as fllows:
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1. UEAgent sends Access Request command with its Group ID (e.g. IMSIg) to RAN network element (e.g. BSC, RNC, eNodeB).
2. RAN network element forwards it to core network element (e.g. MME or SGSN) transparently. 
3. MME/SGSN sends Authentication Vector Request to HLR/HSS with IMSIg.
4. When receiving Authentication Vector Request, HLR/HSS generates AV related IMSIg as current AV generation procedure. After that, HLR/HSS calculates AVs with each IMSIis, which are indexed by using IMSIg..
5. HLR/HSS sends back authentication vectore response, which includes not only UEAgent’s authentication information about agent but also AVs for UEis.
6. When receiving AV response, MME/SGSN binds IMSIg and related group members' security contexts.
7. MME/SGSN sends authentication request message, containing AUTN and RAND.
8. RAN node forwards such message to UEAgent transparently. 
9. UEAgent verifies AUTN firstly. If success, UEAgent calculates authentication response RES based on Kg and RAND, and generates group session key CKg and IKg.
10. Agent sends authentication response, which includes RESP.
11. RAN node forwards such message to MME/SGSN transparently. 

12. MME/SGSN verifies RES. If success, UEAgent could be seen as authenticated.

13. MME/SGSN sends out Security Mode Command.
14. RAN node forwards such message to UEAgent transparently. 
15. UEAgent sends out Security Mode Complete.
16. RAN node forwards such message to MME/SGSN transparently.

17. MME/SGSN sends out Access Accept.
18. RAN node forwards such message to UEAgent transparently. 
19. After sending Access Accept message, MME/SGSN send new signalling to UEAgent, containing vectors (IMSI, RAND, AUTN, XRES) about every UEis.MME/SGSN don’t send UEi realted keys to UEAgent.
20. When UEAgent receives such new signalling, it sends out parameter transfer message carrying RAND , AUTN and selected algorithm to all group nodes, i.e. UEis.
21. Group node UEi verifies AUTNi firstly. If success, UEi calculates authentication response RESi, and CKi, IKi .
22. UEi sends RESi back to UEAgent.

23. UEAgent verifies RES. If success UEi is authenticated.
24. When UEAgent gets responses from all UEis.  It will send authentication notification with successfully authenticated IMSIs to MME/SGSN.
25. MME/SGSN send Access Accept messages to these UEis.
================================End of Change=========================================
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