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Abstract of the contribution: this contribution clarifies the necessity to protect sensitive information of application layer in SIP signallings and proposes to use S/MIME protocol. 
Introduction

There is a security requirement for MCPTT that some sensitive information of application plane shall be confidentially protected and hidden from the SIP signalling control plane.  This is an important security requirement and shall be addressed in SA3.

Analysis

In SA3#80 meeting, a LS had been sent out to SA6 for clarification of how the MCPTT-1 messages are tunnelled by SIP-1 and SIP2 reference points. SA6’s response LS clarified that the MCPTT client and MCPTT server have access to the entire SIP message. 
It means there is no independent protocol encapsulated inside the SIP protocol and the MCPTT-1 messages are transported as SIP messages between the MCPTT Server and the MCPTT UE over SIP-1 and SIP-2. In other words, the MCPTT application would use the entire SIP messages directly.
Corresponding to the two hops’ SIP signallings between MCPTT user client and MCPTT Server, as the IMS security relies on the IPsec, the SIP signallings in each hop shall be protected by individual IPsec. Two possibilities shall be considered:

· When the SIP Core is administrated in PS security domain, the MCPTT server trust the SIP Core, so the IPsec security over SIP-1 can be assumed as an end-to-end security between user client security domain and PS security domain. In this case, the sensitive information of application plane can be hidden from the nodes outside of PS security domain.
· When the SIP Core is administrated in a non-PS security domain (e.g.MNO), the MCPTT server does not trust the SIP Core. The SIP Core is an intermedia node where two hops of IPsec terminate, thus it can easily decrypt the IP packets and get the sensitive information of application plane encapsulated in SIP signallings. In this case, some additional security mechanisms need to be applied to protect the sensitive information in SIP signallings.
In SIP RFC3261, it suggests that the privacy features can be supported through protection of SIP bodies using S/MIME. S/MIME can provide both integrity and confidentiality protection to SIP messages carrying MIME bodies. As we should apply legacy security mechanisms as much as possible, it is suggested to use the S/MIME for protection of sensitive information of application layer. Of course, maybe SA3 can also make some enhancements based on S/MIME if so desire. 

Proposals

This contribution proposes to include the follwing pCR into TR 33.879. 
pCR

***************************************Start of first change*****************************************

7.1.2 Signaling Protection

The IMS security mechanisms as specified in TS 33.203 [9] for Gm interface are used to provide confidentiality and integrity of signaling between the UE and the P-CSCF. 

For inter-domain interface protection (e.g., ISC interface between the MCPTT server and the IMS core network) the security mechanism as specified in TS 33.210 (NDS/IP) [8] is used.

Some sensitive information of application plane shall be confidentially protected and hidden from the SIP signalling control plane. The MCPTT-1 messages are transported as SIP messages between the MCPTT Server and the MCPTT UE over SIP-1 and SIP-2. When the SIP Core is administrated in a non-PS security domain (e.g.MNO), the MCPTT server does not trust the SIP Core. The SIP Core is an intermedia node where two hops of IPsec terminate, thus it can easily decrypt the IP packets and get the sensitive information of application plane encapsulated in SIP signallings. As suggested in SIP RFC3261[xx], the privacy features can be supported through protection of SIP bodies using S/MIME as described in RFC1847[yy], which can provide both integrity and confidentiality protection to SIP messages carrying MIME bodies. S/MIME should be applied for protection of sensitive information of application layer.
Editors’ note: SA3 may also make some enhancements based on S/MIME if so desire to fulfil specific requirements in MCPTT use case.
***************************************End of first change*****************************************
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