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Annex X (Normative)
LTE - WLAN aggregation
X.X The security procedure of LWA
For the security of LTE-WLAN aggregation, the UE and WT-AP shall perform LWA-AKA. The LWA-AKA message flow is depicted in Figure X.X.1
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Figure X.X.1 Procedure of LWA-AKA

1. The eNB derives S-Kwt as describing in the present document.
2. The eNB sends WT Addition Request message to WT for informing WT to perform LTE-WLAN Aggregation. This message contains the WIFI-MAC address of UE, and the S-Kwt. The WIFI-MAC address has been used in step 2 of Figure X.X.1. The WIFI-MAC address shall be associated with the S-Kwt that is sent in the same message with WIFI-MAC address. By this way, WIFI-MAC address can identify the S-Kwt that belonging to the specific UE. 
3. The WT shallassociate the WIFI-MAC address with the S-Kwt, and responds a WT Addition Request Acknowledge to eNB.

4. The eNB sends RRCConnectionReconfiguration message to UE with the counter.

5. The UE dervides S-Kwt with the counter and KDF.

6. The UE responds RRCCOnnectionReconfigurationComplete.

7. The UE associate with WT as the procedure in 802.11 specification. The UE and the WT-AP shall use S-Kwt as the PSK to perform 4-way handshake.

8. The WT sends WT Association Confirmation message to inform eNB that the UE has connected to the WT-AP successfully. 
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