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1
Discussion
1.1
SA6 requirements

As identified in TS 23.179there are number of requirements associated with authenticating an MCPTT user.

	3GPP TS 23.179 V 1.1.1
5.2.4
Requirements for user identity management

To allow for confidentiality of user identities in various cases of business relationship as defined in clause 6, the MCPTT application may provide public user identities to the MCPTT UE, to be used by MCPTT UE for MCPTT services.

The MCPTT application providing the identities may be located in the primary MCPTT system or in a partner MCPTT system under the control of the primary MCPTT system.

This provision is subject to preliminary authentication of the MCPTT user.

7.4.2
Application plane

7.4.2.1
General

Entities within the application plane provide application control, media control and distribution functions.

7.4.2.2
Common services core

7.4.2.2.5
Identity management server

The identity management server is a functional entity that is capable of authenticating the MC user identity. It contains the knowledge and means to do authentication by verifying the credentials supplied by the user.

The identity management server functional entity may reside in the same domain as the user's MCPTT server.

7.4.2.2.6
Identity management client

This functional entity acts as the application user agent for MC user identity transactions. It interacts with the identity management server.

8.1.1
Mission Critical user identity

The Mission Critical user identity is the identity that an MCPTT user presents to the identity management server during a user authentication transaction. In general, since identity management is a common service it uses an identity which is linked to a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single mission critical service. The MC user identity and the MCPTT user identity may be the same. The MC user identity uniquely identifies the MCPTT user to the identity management server. The MC user identity is used by the identity management server to provide the identity management client a means for MC service authentication. 

Editor's note:
SA3 is responsible for defining the specific security and authentication mechanisms required in order to use the MC user identity in the procedure between identity management server and identity management client.




The first requirement, identified in TS 23.179 subclause 8.1.1 is there is a Mission Critical user identity.  This user identity and set of credentials must be flexible enough to allow a public safety authority to choose various different authentication mechanisms e.g. biometrics, secureID etc.  In addition this Mission Critical user identity may need to be hidden from the SIP core network depending on business relationships between various players e.g. there is a requirement that it is not readily available information that Bob from the police force is using this MCPTT UE.  This hiding of Public User identities can be seen in TS 23.179 subclause 5.2.4 where the MCPTT application may provide public user identities to the MCPTT UE.  
1.2
Additional security considerations

In addition to the above the following other security considerations must be taken into account.

1)
In the case that the application layer, MCPTT functions, is not provided by a PLMN the public safety operator may want to hide the authentication signally that takes place between the application / MPCTT layer and UE from the IMS network. 

Requirement:
The above procedures should be done over a secure connection so that any intermediately nodes cannot intercept any of the identities or credentials being used.

2)
Users are allowed to pick up any device from a pool of devices and be confident of using it.  There needs to be some means to know if a device has been tampered with and that a commercial USIM/ISIM has not been placed into the device instead of one configured for Public Safety. E.g.Public Safety USIM contains Device to Device parameters for off network communications.  The USIM may have been changed to non Public Safety USIM to prohibit such functionality being available to the ME.

Requirement
There is a need to authenticate the ME and possibly the USIM/ISIM application that is in that ME.

	3GPP TS 23.179 V 1.1.1
6
Involved business relationships

Based on the information in subclause 5.2.1 and subclause 5.2.2, figure 6-1 shows the business relationships that exist and that are needed to support a single MCPTT user. 


[image: image1.emf]MCPTT service 

provider

Home 

network operator

Roamed-to 

network operator

Service 

arrangement

Roaming 

agreement

MCPTT

user

Subscription 

arrangement

User

configuration


Figure 6-1: Business relationships for MCPTT

The MCPTT service provider and the home network operator could be part of the same organisation, in which case the business relationship between the two is internal to a single organisation.

Multiple MCPTT service providers can be supported by the same home network operator.

Where mutual aid operates between MCPTT service providers, figure 6-2 shows the required additional relationship. An MCPTT user can only affiliate to groups of the partner MCPTT service provider:

-
if such a service provider agreement exists; or

-
subject to authorisation for a specific group membership from the partner MCPTT service provider.
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Figure 6-2: Additional business relationships for mutual aid

The primary and partner MCPTT service providers do not need to be served by the same home SIP core operator in order to support mutual communication and mutual aid provided interconnect between the SIP cores is available.

An example of the usage of these business relationships is elaborated for two users, one resident on its primary MCPTT service provider and one providing mutual aid within the same group.

User A is a user on MCPTT X in group M. The relationships are as follows:

a)
user A has user configuration established with MCPTT X and forms part of group M;

b)
user A has a subscription arrangement with network operator R; and

c)
MCPTT X has a service arrangement with network operator R.

User B is a user on MCPTT Y and joins group M as part of a mutual aid:

a)
user B has user configuration established with MCPTT Y and forms part of its own set of groups relating to MCPTT Y;

b)
user B has a subscription arrangement with network operator S;

c)
MCPTT Y has a service arrangement with network operator S;

d)
MCPTT Y has a service provider agreement with MCPTT X that allows user B to participate within group M; and

e)
network operator S has a roaming agreement with network operator R allowing user B to roam to network operator R.

NOTE:
There is no requirement that the network operator that user B roams to is the same network operator that MCPTT X has a service arrangement with. It does however need to support MCPTT capabilities, and provide service in the same geographic area as used by MCPTT X.



2
Solution

2.1
Overview
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Figure 1 – Overview of proposal

1)
A secure (VPN) tunnel is set-up between the MCPTT UE and the MCPTT Application using the IMS private identity (obtained from the ISIM or derived from the USIM) and associated credentials (e.g. user password) obtained from the user. In the above diagram the secure tunnel is shown as terminating at the Identity Management sever but could potentially be a separate VPN tunnel end point server.  .
2)
The identity management server authenticates the user based on the mission critical user identity. An association is created between the IMS private user identity (which is derived from the IMSI on the USIM if there is no ISIM) and an MCPTT-ID for the User.

3)
The MCPTT UE obtains a MCPTT specific Private User identity (different from the IMS Private User Identity) and a MCPTT specific public user identity from the identity management server. The MCPTT specific Private User identity may resolve to a SIP database within the MCPTT Service Provider’s network or be a Private User identity allocated by the PLMN operator to the MCPTT service provider for use for MCPTT services and resolve to a PLMN HSS.
4)
The MCPTT UE performs an IMS registration as defined in TS 33.203 and TS 24.229 using the MCPTT specific Private User identity and MCPTT specific public user identity provided in step 3).

2.2
Secure tunnel set-up

The secure tunnel between the Identity Management Client and the Identity Management Server could be setup based upon the procedure in 3GPP TS 33.402 subclause 8.2.2 (using IP Sec see figure 8.2.2-1) with the UE using the IMS Private User Identity as the NAI. 
2.3
Mission Critical User Identity authentication

Any authentication scheme could be used to authenticate the user that meets MCPTT Service needs. This should be outside the scope of SA3 and is potentially MCPTT application specific.

Upon successful authentication of the Mission Critical User Identity, the Identity Management Server provides the UE with an MCPTT specific Private User Identity and a MCPTT specific Public User Identity
The identity management server creates the following mappings:

1. PLMN IMS Private User Identity (derived/from USIM/ISIM) (IMPI1)
e.g IMSI@HPLMN.com;

2. MCPTT specific Private User Identity (IMPI2)
e.g. PrivateRandom@MCPTT.ServiceProvider.com;

3. MCPTT specific Public User Identity (IMPU2)
e.g. PublicRandom@ MCPTT.ServiceProvider.com
3
SIP Registration

The UE performs SIP registration as described in TS 33.203 and TS 24.229 after MCPTT Service Provider User authentication has taken place.
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1)
The MCPTT UE sends a SIP REGISTER containing IMPI2 and IMPU2 provided by the Identity Management Server
2)
The SIP core (I-CSCF/Registrar Finder) identifies that IMPI2 belongs to MCPTT Service Provider domain (SLF can be used to resolve this) and contacts the HSS/SIP Database to obtain the assigned S-CSCF/SIP Registrar. 

3)
The SIP core (I-CSCF/Registrar Finder) receives the assigned S-CSCF/SIP Registrar.

4)
The SIP core routes the SIP REGISTER to the assigned S-CSCF/SIP Registrar that requests the authentication vectors from the HSS/SIP Database

5)
The HSS/SIP Database contacts the Identity Management server including IMPI2 and the Identity Management server generates authentication vectors for IMPI2.

6)
The Identity Management server provides the HSS/SIP Database with the authentication vectors for IMPI2 and also using the mapping table created during the user authentication, and the IMS Private User Identity IMPI1 received during the user authentication, for use for PLMN accounting and charging purposes.

7)
The HSS/SIP Database provides authentication vectors for IMPI2 to the SIP core (S-CSCF/SIP Registrar) and also may provide IMPI1 for PLMN accounting and charging purposes.

8)
The SIP core (S-CSCF/SIP Registrar) sends an authentication challenge using the received authentication vectors to the MCPTT UE.

9)
The MCPTT UE sends another SIP REGISTER containing IMPI2 and IMPU2 with the authentication response.

10)
The SIP core (I-CSCF/Registrar Finder) identifies that IMPI2 belongs to MCPTT Service Provider domain and contacts the HSS/SIP User Database to obtain the assigned S-CSCF/SIP Registrar. 

11)
The SIP core (I-CSCF/Registrar Finder) receives the assigned S-CSCF/SIP Registrar.

12)
The SIP core routes the SIP REGISTER to the assigned S-CSCF/SIP Registrar that authenticates the MCPTT UE response and sends a CX-Put to the HSS/SIP Database to indicate the registration of the MCPTT UE and its assigned S-CSCF/SIP Registrar.

13)
The HSS/SIP User Database sends the CX Put to the Identity Management server to inform that the MCPTT user is registered using IMPU2.
14)
The Identity Management server returns a CX Put Response to the HSS/SIP Database.

15)
The HSS/SIP Database returns a CX Put Response to the SIP core S-CSCF/SIP Registrar.

16)
The SIP core S-CSCF/SIP Registrar sends a CX-Pull to the HSS/SIP Database obtain the service profile.

17)
The HSS/SIP Database may (optionally) send the CX Pull to MCPTT User Database to obtain the service profile for the MCPTT User (based on IMPI2).

18)
The MCPTT User Database returns a CX Pull Response containing the service profile for the services of the MCPTT User to the HSS/SIP Database if requested. There may be a different set of services for different MCPTT Users so the service profiles may be different for different users.
19)
The HSS/SIP Database returns a CX Pull Response to the SIP core S-CSCF/SIP Registrar containing the service profile for the MCPTT User.

20)
The SIP core S-CSCF/SIP Registrar accepts the MCPTT UE registration with an OK response.

21)
The SIP core S-CSCF/SIP Registrar performs 3rd party registration to MCPTT server to notify the MCPTT Server that the MCPTT User has registered.
22)
The MCPTT server retrieves MCPTT ID to IMPU mapping table data from the Identity management server using Sh procedures.

23)
The MCPTT server obtains the MCPTT User data from the MCPTT User Database using the MCPTT-ID over Sh interface (MCPTT-2).

24)
The MCPTT User logs in from the MCPTT UE to the MCPTT Server and provides capabilities and settings and lists of affiliated groups.
MCPTT Communications can now take place using the IMPU2 without the need for the MCPT-ID to be included in the messages.
4
Additional security/privacy enhancements

If implicit registration of additional IMPUs that are part of the same implicit registration set is supported by the SIP core (see TS 23.228) then alias IMPUs of IMPU2 can be used to represent the same MCPTT User thus enhancing the security/privacy of the MCPTT user by making tracking of calls that belong to a particular user much more difficult. The MCPTT UE/MCPTT Server can then use different IMPUs for different calls involving the same MCPTT User. 
If GRUUs are supported by the SIP core (see TS 23.228) then multiple MCPTT users (and multiple UEs) could be assigned the same IMPU with the GRUU being used to uniquely identify the MCPTT User at a particular MCPTT UE. To do this the instance ID (IMEI) would have to be provided to the Identity management server during the tunnel setup/user authentication phase with the identity management server and the MCPTT Server would have to obtain the GRUU and instance ID during the 3rd party registration. The MCPTT Server would then map the Public GRUU to the MCPTT-ID allowing multiple users to use the same IMPU (e.g. GenericPublicSafetyUser@PublicSafetyDomain) with just the unique device identifier being different for each device/user. Furthermore, Temporary GRUUs, which are completely anonymous, can be uniquely generated upon each successive registration of the MCPTT UE. Temporary GRUUs map back to the Public GRUU but don’t reveal the IMPU. By using different Temporary GRUUs obtained from different registrations the MCPTT UE/MCPTT Server can completely obfuscate from interconnected domains the identity of the entity (i.e not even being possible to track back to the same device) involved in a call (only the Home PLMN and Visited PLMN (if SIP core level roaming is used) are aware of the Temporary GRUU->Public GRUU->IMPU mappings). If multiple MCPTT Users share the same IMPU they would however have to receive the same set of services (i.e. they share the same service profile).

3GPP
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