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**************************************************start of change************************************************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application Level Container: See 3GPP TS 23.303 [2]

Discovery Filter: See [2]

ProSe Application ID: See [2] 

ProSe Application Code: See [2]

ProSe Application Mask: See [2]
ProSe Direct Communication: See [2]

ProSe Direct Discovery: See [2]

ProSe-enabled non-Public Safety UE: See [2]

ProSe-enabled Public Safety UE: See [2]

ProSe-enabled UE: See [2] 

ProSe Query Code: See [2]

ProSe Response Code: See [2]

ProSe Restricted Code: See [2]
Relay Service Code: See [2]
Restricted ProSe Application User ID: See [2]
Validity Timer: See [2]
**************************************************next change************************************************

6
Security for ProSe features

6.6
Security for UE-to-Network Relay
6.6.1
Security for Relay Service Code
6.6.1.1
General
In order to protect the Relay Service Code, the security procedure is showed in the following clause.
6.6.1.2
Security procedures

In Figure 6.6.1.2-1, the security procedure for Relay Service Code is presented.
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Figure 6.6.1.2-1: Security procedure for Relay Service Code
1)
ProSe UE-to-Network Relay sends Relay Service Code Request (relay indicator, UE Identity) to its ProSe Function. The relay indicator indicates that the sending UE is a ProSe UE-to-Network Relay.

2)
ProSe Funciton of the Relay authorises the Relay according to its subscription information.

3) 
ProSe Funciton of the Relay responds with a Relay Service Code Response (Relay Service Code, Relay Service Code Key) message.

4) 
ProSe UE-to-Network Relay starts announcing the Relay Service Code in PC5 interface. It also generates a random number RAND_1, and calculate a signature_m = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of Relay. The key = KDF (Relay Service Code Key, RAND_1). The RAND_1 and signature_m are also announced with the Relay Service Code.
5)
Remote UE sends Relay Service Code Request (UE Identity) to it ProSe Function.

6)
ProSe Function of the remote UE authorises the remote UE according to its subscription information.

7)
ProSe Function of the remote UE responds with a Relay Service Code Response (Relay Service Code, Relay Service Code Key) message.

8)
Remote UE monitors in PC5 interface and receives announced Relay Service Code, along with RAND_1 and singnature_m.

9)
If the code received in PC5 matches the code obtained in step 7, remote UE checks the signature_m by calculating a signature_n = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of Relay. The key = KDF (Relay Service Code Key, RAND_1). If signature_n = signature_m, the ProSe UE-to-Network Relay is authenticated.

10)
Remote UE generates a random number RAND_2, and calculate a signature_A = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of remote UE. The key = KDF (Relay Service Code Key, RAND_2).

11)
Remote UE sends Relay Connect Request (signature_A, RAND_2) to ProSe UE-to-Network Relay.

12)
ProSe UE-to-Network Relay checks the signature_A by calculating a signature_B = SIGNATURE (string, key). The string = Relay Service Code || Layer 2 ID of remote UE. The key = KDF (Relay Service Code Key, RAND_2). If signature_B = signature_A, the remote UE is authenticated.

13) If successful authenticated, ProSe UE-to-Network Relay responds with a Relay Connect Response message.
**************************************************end of change************************************************

