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1. Introduction
The SA3 TR 33.879 has identified several key issues and threats that have mandated the need to ensure integrity and confidentiality of all MCPTT application plane messages exchanged between the MCPTT client and MCPTT server over the SIP network. 

There are also separate requirements to support confidentiality of MCPTT signaling from all entities outside the MCPTT service and to ensure the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server. 

This means that there needs to be a mechanism by which MCPTT application information carried in a SIP message is sufficiently protected to not reveal its content to unwanted, unauthorized entities (including people) outside the MCPTT service.
The objective of this paper is to discuss a proposal for protecting MCPTT application plane information in SIP messages with S/MIME. 
2. Securing MIME content with S/MIME
SIP messages carry MIME bodies. S/MIME specification (RFC 5751) provides a mechanism to secure MIME data by adding cryptographic signature and encryption services based on the Cryptographic Message Syntax (CMS, RFC 5652). The CMS is used to digitally sign, digest, authenticate and encrypt the embedded MIME content.

2.1 Cryptographic Message Syntax (CMS)

There are several CMS content types. Of these, S/MIME uses the SignedData, EnvelopedData, Data and CompressedData content types.
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Figure 2.1-1 CMS Content types

· SignedData: used to apply a digital signature to a message 
· The Sender computes the message digest on the content with the digest algorithm. The message digest is then digitally signed using the sender’s private key. The content, digital signature and the associated certificate carrying sender’s public key are stored in the SignedData object.

· The receiver computes the message digest from the received content and verifies the signature with the signer’s public key. The sender’s public key is fetched from the certificate carried in the SignedData object.

· EnvelopedData: used to apply data confidentiality to a message. It consists of the encrypted content and the encrypted content-encryption key (CEK). 

· The sender encrypts the content with a randomly generated content-encryption key. The CEK is encrypted with either 
a. The recipient’s public key OR

b. pair-wise symmetric key generated by using the recipient’s public key and the sender’s private key OR 
c. a previously distributed symmetric key-encryption key 
The encrypted CEK along with the encrypted content is packed into a EnvelopedData structure and sent to the recipient.

· The recipient decrypts the encrypted CEK and then decrypts the encrypted content with the recovered CEK

· Data: used to identity the “inner” MIME message content. Used to identity the signed or encrypted message content inside the SignedData or EnvelopedData conten types.

· CompressedData: used to apply data compression to a message. Defined in RFC 3274.

CMS ContentInfo is used to wrap the CMS object of a particular content type
· Content Type indicates the type of the associated content

· Content is the associated content. For ex., SignedData object.
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Figure 2.1-2 CMS ContentInfo object type
The syntax allows multiple encapsulations; one encapsulation can be nested inside another. For example, a SignedData content type can be used to digitally sign the encrypted content present in the EnvelopedData object to yield a ContentInfo object of type SignedData. Likewise the message can be first signed in a SignedData object and then encypted in an EnvelopedData object resulting in a ContentInfo object of type EnvelopedData.
2.2 S/MIME

S/MIME is a protocol for adding cryptographic signature and encryption services to MIME data. It uses CMS to create a ContentInfo object resulting out of cryptographically signing or encrypting MIME data. 
S/MIME introduces a new media type called “application/pkcs7-mime”. This is used to carry CMS content types including EnvelopedData, SignedData and CompressedData. The application/pkcs7-mime media type defines the optional “smime-type” parameter. This parameter carries details about the security applied (signed or enveloped) along with information about the contained content. 
The CMS-prepared ContentInfo object is inserted into an application/pkcs7-mime MIME entity.

A sample message for an encrypted message would be:

Content-type: application/pkcs7-mime; smime-type=enveloped-data; name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

rrsfasdeweavaewefaho1fafafafaafafdfeduehdbwg…….
A sample message for a digitally signed message would be:

Content-type: application/pkcs7-mime; smime-type=signed-data; name=smime.p7m

Content-Transfer-Encoding: b64

Content-Disposition: attachment; filename=smime.p7m

567GhIgjanehHjHaqHagLJhNa………

There is another media type that can be used by S/MIME for signed messages – “multipart/signed”.This media type has two parts. The first part contains the MIME entity that is signed; the second part contains the “signature” CMS SignedData object in which the content is absent. Media type application/pkcs7-signature is used to carry a single CMS object of type SignedData.

Sample multipart/signed message:

First part contains MIME data that is signed; second part contains the signature-only CMS SignedData object.

Content-Type: multipart/signed; protocol=”application/pkcs7-signature”; micalg=sha1; boundary=boundary42

--boundary42

Content-Type: text/plain

This is a clear signed message.

--boundary42

Content-Type: application/pkcs7-signature; name=smime.p7s

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

ghyHdfsLielshG]shfya0jyejskyehfgGtejdlahe

duikgjyhdgtfseDfedskLjfyuimjhbstqfploKJUh….

--boundary42--
2.3 Securing SIP message body with S/MIME

SIP messages carry MIME bodies and hence S/MIME can be used to secure MIME contents to ensure both integrity and confidentiality.

The following figure is an example of how S/MIME is used to encrypt and digitally sign SIP message content. The content is first encrypted by CMS to obtain the EnvelopedData object. This object is then digitally signed to obtain a CMS SignedData object. This object is finally wrapped inside a CMS ContentInfo object and inserted into the SIP message as the “application/pkcs7-smime” MIME entity.
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Figure 2.3-1 Securing SIP MIME content with S/MIME
In the above figure, two separate mechanisms are depicted to encrypt the Content Encryption Key. In one mechanism, Recipient’s public key is used to encrypt the CEK. In the second mechanism, a pre-distributed symmetric key (KEK) is used to encrypt the CEK. 
SIP recommends using “application/pkcs7-mime” media type to carry digitally-signed and protected MIME content.

Following is an example of an encrypted S/MIME SDP body within a SIP message (the text boxed in asterisks is encrypted):

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-ID: a84b4c76e66710

CSeq: 314159 INVITE

Max-Forwards: 70

Contact: <sip:alice@pc33.atlanta.com>

Content-Type: application/pkcs7-mime; smime-type=enveloped-data;

             name=smime.p7m

Content-Disposition: attachment; filename=smime.p7m

           handling=require
*******************************************************

* Content-Type: application/sdp                       *

*                                                     *

* v=0                                                 *

* o=alice 53655765 2353687637 IN IP4 pc33.atlanta.com *

* s=-                                                 *

* t=0 0                                               *

* c=IN IP4 pc33.atlanta.com                           *

* m=audio 3456 RTP/AVP 0 1 3 99                       *

* a=rtpmap:0 PCMU/8000                                *

*******************************************************

3. Protecting MCPTT Application information in SIP messages
In this section we discuss how S/MIME can be used to protect MCPTT Application information. 

S/MIME depends on a separate key establishment and distribution mechanism to setup the required keys for MCPTT client and server. 
3.1 Confidentiality and Integrity protection of MCPTT application information using asymmetric keys
In this mechanism, S/MIME protection is based on asymmetric cryptography. The MCPTT client and the server setup their respective public and private keys. Both obtain their individual certificates from a Certificate Authority (KMS, for example) and exchange it with each other through a mechanism that is beyond the scope of this document.
The following is a sequence of steps taken by the MCPTT client to protect the MCPTT application plane data in SIP:

1. The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT application plane content. 

2. The CEK is encrypted with the MCPTT server’s public key.

3. The encrypted content along with the encrypted CEK is packed to form an EnvelopedData CMS object. 

4. The message digest is computed on the EnvelopedData CMS object. 

5. The digest is digitally signed by the MCPTT client using its private key.

6. The signature, MCPTT client’s certificate chain (including its own certificate) and EnvelopedData CMS object are collected to form a SignedData CMS object.

7. The SignedData is wrapped in a CMS ContentInfo object and inserted into the SIP message as application/pkcs7-mime media type.
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Figure 3.1-2 MCPTT Client using S/MIME to protect MCPTT Application plane content
The MCPTT server does the following when it receives a SIP message with the embedded S/MIME content:

1. It computes the message digest on the encapsulated EnvelopedData object present in the SignedData object. 

2. The message digest and the MCPTT client’s public key are used to verify the signature. The client’s public key is obtained from the certificate obtained from the SignedData.

3. Once the signature is verified, the server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with its private key. 

4. The recovered content-encryption key is used to decrypt the encrypted MCPTT Application information.
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Figure 3.1-3 MCPTT Server retrieving MCPTT Application plane content

3.2 Encrypting MCPTT Application information in SIP messages

S/MIME can used to just encrypt MCPTT application information in the SIP message. The CMS EnvelopedData object is used encrypt and store the encrypted content. 

In the figure 3.2-1, two possible options for encryption are shown -

· In one option, the recipient’s public key is used to encrypt the content-encryption key (CEK) for that recipient. The recipient decrypts the content based on its private key. 
· In the second option, a previously distributed shared symmetric key encryption key (KEK) is used to encrypt the CEK. 

In both the options CEK is used to encrypt the original content.
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Figure 3.2-1 S/MIME MCPTT Application content – Encrypted
The following is a sequence of steps taken by the MCPTT client to encrypt the MCPTT application plane data using a symmetric key (2nd option):

1. The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT application plane content. 

2. The CEK is encrypted with the shared symmetric Key Encryption Key (KEK).

3. The encrypted content along with the encrypted CEK is packed to form an EnvelopedData CMS object. 

4. The Enveloped data is wrapped in a CMS ContentInfo object and inserted into the SIP message as application/pkcs7-mime media type.
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Figure 3.2-2 S/MIME MCPTT Application content – Encrypted with a symmetric key.
The MCPTT server does the following when it receives a SIP message with the embedded S/MIME content:

1. The server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with the shared symmetric key encryption key (KEK)

2. The recovered content-encryption key is used to decrypt the encrypted MCPTT Application information.
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Figure 3.2-3 MCPTT Server retrieving the MCPTT application content
4. Conclusion
We kindly ask SA3 to accept S/MIME as the mechanism to secure MCPTT application information in SIP message, and approve the accompanying pCR S3-152264.
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