[bookmark: _Toc428533052][bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #81	S3-152261
9-13 November 2015 Anaheim (U.S.A.)			
Source:	Intel
Title:	Updates and Solution Evaluation for UE-2-UE and Remote UE to UE-Network Relay Secure Communication for Public Safety in TR 33.833
 Document for:	Approval
Agenda Item:	TBD
Work Item / Release:	ProSe /Rel-13
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1. Introduction
3GPP Rel-13 TR 33.833 (clause 8.1.11.2 and 8.1.11.3) and (clause 8.2.1.1.2) describe procedures for Secure One-2-One Communication between Remote UE and UE-Network Relay and UE to UE respectively.  In the proposed solutions, the communication requester UE generates a Share Secret Value (SSV) and includes it in the ProSe Data Communication Request message.  This could potentially introduce a Replay Attack if the attacker can learn about the SSV (e.g., due to security flow in the device OS or software) used in a previous connection.  In this case, the attacker can simply replay the Data Communication Request message that included the SSV and get the victim UE to engage in a secure communication.   To mitigate this potential attack, this contribution proposes that SSV is only generated by the communication responder UE and included in the ProSe Direct Communication Response message.
This contribution also includes a solution evaluation section for the two proposed solutions.
2. Proposal
It is proposed to agree the text changes below for inclusion in TR 33.833, and select the proposed solutions for normative specification.

#################### START OF CHANGE ###############################
[bookmark: _Toc404594745][bookmark: _Toc428533050][bookmark: _Toc404594732][bookmark: _Toc404594712]8.1.11	Solution #8.1.11: Authentication and Key Agreement for one-to-one Communication between Remote UE and UE-Network Relay using identity-based cryptography
[bookmark: _Toc428533051]8.1.11.1	General
The security solution uses The “Elliptic Curve-based Certificateless Signatures for Identity-based Encryption” (ECCSI) signature scheme, as defined in IETF RFC 6507.  And Sakai-Kasahara Key Encryption (SAKKE) algorithm used to exchange a shared secret from a Sender to a Receiver, as defined in IETF RFC 6508.

[bookmark: _Toc404594743]Here it is assumed that the Remote UE and UE-Network Relay are provisioned with credentials required by ECCSI and SAKKE schemes, as described in TR 33.833, clause 8.4.2.1 [“Authentication and Key Agreement for ProSe Direct Discovery using identity-based cryptography”]. The following sub-sections describe secure one-to-one between Remote UE and UE-Network Relay that may follow ProSe UE-Network Relay Discovery with Model A or B.


8.1.11.2	Secure One-2-One Communication between Remote UE and UE-Network Relay that follows ProSe UE-Network Relay Discovery with Model A
Figure 8.1.11.2-1 illustrates secure one-to-one communication between Remote UE and UE-Network Relay that follows follows ProSe UE-Network Relay Discovery with Model A, using ECCSI & SAKKE schemes.



Figure 8.1.11.2-1: Secure one-to-one layer-2 link setup that follows ProSe UE-Network Relay Discovery with Model A
1. A process E-UTRAN attachment. 
2. A process of UE-Network Relay Discovery with Model A.  For more details, please refer to TR 23.713, clause 6.1.2.2.1.
3. Upon reception of the discovery announcement in step 2, identity of the UE-Network Relay (“Announcer Info”) is presented to the user of Remote UE.  If the user of Remote UE decides to engage in one-to-one communication, Remote UE sends a Direct Communication Request message, including the following parameters:   
· User Info of Remote UE = upper layer information about the user of Remote UE.  This information is used to derive the Signer’s identifier (used by ECCSI).
· SIGN – an ECCSI signature of the Direct Communication Request message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User info of Remote UE parameter.
· SAKKE – Remote UE generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the UE_Network Relay’s user (Announcer Info).

4. Upon reception of the Direct Communication Request message, UE-Network Relay verifies the signature payload SIGN. If the verification test is successful, UE-Network Relay presents the authenticated identity (“User of Remote UE Info”) to the user of UE-Network Relay. If user of UE-Network Relay decides to accept the request, UE-Network Relay sends a Direct Communication Response message, including the following parameters:.  The Direct Communication Response message is encrypted using a key derived from the Shared Secret Value contained in the SAKKE payload received in step 3.
-	User Info Relay UE = upper layer information identifying the user of Relay-UE.  This information is used to derive the Signer’s identifier (used by ECCSI).
-	SIGN – an ECCSI signature of the Direct Communication Response message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of Relay-UE Info parameter:
	SAKKE – Relay-UE generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the Remote UE user.  Upon receipt of the Direct Communication Response message, the Remote UE verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used to encrypt all subsequent data exchanged between the two UEs,

[bookmark: _Toc428533053]8.1.11.3	Secure One-2-One Communication between Remote UE and UE-Network Relay that follows ProSe UE-Network Relay Discovery with Model B
Figure 8.1.11.2-1 illustrates secure one-to-one communication between Remote UE and UE-Network Relay that follows ProSe UE-Network Relay Discovery with Model B, using ECCSI & SAKKE schemes.




Figure 8.1.11.3-1:  Secure one-to-one layer-2 link setup that follows ProSe UE-Network Relay Discovery with Model B


1. A process E-UTRAN attachment. 
2 (a,b). A process of UE-Network Relay Discovery with Model B.  For more details, please refer to TR 23.713, clause 6.1.2.2.2.
3. Upon reception of the Response message in step 2b, identity of the UE-Network Relay (“Discoveree Info”) is presented to the user of Remote UE.  If the user of Remote UE decides to engage in one-to-one communication, Remote UE sends a Direct Communication Request message, including the following parameters:   
· Discoverer Info = upper layer information about the user of Remote UE.  This information is used to derive the Signer’s identifier (used by ECCSI).
· SIGN – an ECCSI signature of the Direct Communication Request message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the Discoverer Info parameter.
· SAKKE – Remote UE generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the UE_Network Relay’s user (Discoveree Info).

4. Upon reception of the Direct Communication Request message, UE-Network Relay verifies the signature payload SIGN. If the verification test is successful, UE-Network Relay presents the authenticated identity (“Discoverer Info”) to the user of UE-Network Relay. If user of UE-Network Relay decides to accept the request, UE-Network Relay sends a Direct Communication Response message, including the following parameters : . The Direct Communication Response message is encrypted using a key derived from the Shared Secret Value contained in the SAKKE payload received in step 3.
-	User of Discoveree Info = upper layer information identifying the user of Discoveree UE.  This information is used to derive the Signer’s identifier (used by ECCSI).
-	SIGN – an ECCSI signature of the Direct Communication Response message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of Discoveree Info parameter.
	SAKKE – Discoveree UE generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the Remote UE’s user.  Upon receipt of the Direct Communication Response message, the Discoverer UE verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used to encrypt all subsequent data exchanged between the two UEs.

[bookmark: _Toc428528760][bookmark: _Toc428533075]8.1.11.4	Solution Evaluation
1)      The proposed solution does not require EPC involvement for establishment of secure communication between Remote UE and ProSe UE-to-Network Relay.
2)      The proposed solution provides a common method for establishment of secure communication for both “UE-to-UE” (clause 8.2.2.1.3) and “Remote-UE to ProSe UE-to-Network-Relay” (clause 8.1.11) cases.
3)      The proposed solution enables Remote UE and ProSe UE-to-Network Relay to establish secure communication where Remote UE and ProSe UE-to-Network Relay may not belong to the same group.
4)      The proposed solution uses identity-based cryptography similar to that used for media security with one-to-many ProSe Direct Communication defined in Rel-12.

#################### NEXT CHANGE ###############################
8.2.2.1.3	Secure one-to-one layer-2 link setup without prior Group Member discovery 

Figure 8.2.2.1.3-1 illustrates secure one-to-one ProSe Direct communication without prior discovery (or without prior secure discovery). This is possible if e.g. the two UEs have been previously involved in one-to-many ProSe direct communication, allowing UE-1 to learn the Layer-2 ID of UE-2.
[image: ]



 
Figure 8.2.2.1.3-1: One-to-one layer-2 link setup without prior discovery
1.	UE-1 wishing to engage in one-to-one ProSe Direct Communication with UE-2 sends a Direct Communication Request message including the following parameters:
-	User of UE-1 Info = upper layer information identifying the user of UE-1. This information is used to derive the Signer’s identifier (used by ECCSI).
-	SIGN – an ECCSI signature of the Direct Communication Request message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of UE-1 Info parameter.
-	SAKKE – UE-1 optionally generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the UE-2’s user. Note that that the inclusion of the SAKKE payload in this step is possible only if UE-1 knows the public identity of UE-2’s user. If included, it can be used to encrypt all subsequent data exchanged between the two UEs.
2.	Upon reception of the Direct Communication Request message, UE-2 verifies the signature payload SIGN. If the verification test is successful, UE-2 presents the authenticated identity (“User of UE-1 Info”) to the user of UE-2. If user of UE-2 decides to accept the request, UE-2 sends a Direct Communication Response message including the following parameters:
-	User of UE-2 Info = upper layer information identifying the user of UE-2.  This information is used to derive the Signer’s identifier (used by ECCSI).
-	SIGN – an ECCSI signature of the Direct Communication Response message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of UE-2 Info parameter.
-	User of Discoveree Info = upper layer information identifying the user of Discoveree UE.  This information is used to derive the Signer’s identifier (used by ECCSI).
-	SIGN – an ECCSI signature of the Direct Communication Response message. The signature may be computed over all or a subset of the parameters in the message. At a minimum the signature is computed over the User of Discoveree Info parameter.
	SAKKE – Discoveree UE generates a Shared Secret Value (SSV) and encodes it into a SAKKE payload according to the algorithm described in IETF RFC 6508, using the KMS Pubic Key and the public identity of the Remote UE’s user.  Upon receipt of the Direct Communication Response message, the Discoverer UE verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used to encrypt all subsequent data exchanged between the two UEs.

If a SAKKE payload was included in step 1, then Direct Communication Response message can be encrypted using a key derived from the SSV value that was provided via the SAKKE payload.
8.2.2.1.4	Solution Evaluation
1)      The proposed solution provides a common method for establishment of secure communication for both “UE-to-UE” (clause 8.2.2.1.3) and “Remote-UE to ProSe UE-to-Network-Relay” (clause 8.1.11) cases.
2)      The proposed solution enables UEs to establish secure communication even between UEs that do not belong to the same group.
3)      The proposed solution uses identity-based cryptography similar to that used for media security with one-to-many ProSe Direct Communication defined in Rel-12.

#################### END OF CHANGE ###############################
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