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Abstract of the contribution: This contribution proposes Discovery Key Agreement solution for Proximity-based services (ProSe) direct discovery for Public Safety use. 
1. Introduction
3GPP Rel-13 (TS 23.303, clause 5.3.7) describes procedure for ProSe Direct Discovery for public safety.  Below two call flows are provided from TS 23.303 clause 5.3.7 for the following specific cases: (1) Group Member Discovery with Model A (“I am here,”, also known as “Announcement”) which is illustrated in Figure 1, and (2) Group Member Discovery with Model B (“Who is there/Are you there,”, also known as “solicitation / response”) which is illustrated in Figure 2.
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Figure 1: Public Safety Direct Discovery with Model A (Figure 5.3.7.1-1in TS 23.303)
TS 23.303 clause 4.6.4.9 defines parameters used in the Group Member Discovery Announcement message (Model A) as below:

-
ProSe UE ID: link layer identifier that is used for subsequent direct communication.

-
Announcer Info: provides information about the announcing user.

-
Discovery Group ID: identifier of the discovery group that the UE belongs to.
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Figure 2: Public Safety Direct with Model B (Figure 5.3.7.1-2in TS 23.303)

TS 23.303 clause 4.6.4.9 defines th following parameters used in the Group Member Discovery Solicitation and Response messages (Model B):

Group Member Discovery Solicitation Message:

-
Discoverer Info: provides information about the discoverer user.

-
Discovery Group ID: identifier of the discovery group that the targeted UE should belong to.

-
Target Info: provides information about the targeted discoverees (single user or group). The Target Info is provided by the upper layers of the UE.

Group Member Discovery Response Message:

-
ProSe UE ID: link layer identifier that is used for subsequent direct communication.

-
Discoveree Info: provides information about the discoveree.

-
Discovery Group ID: identifier of the discovery group that the discoveree UE belongs to.

TR 33.833 clause 8.4.2.1 proposes to include a proof-of-identity in the form of digital signature in the discovery message itself. The proposed solution is incompatible with the current 3GPP working assumption of using the ProSe/D2D Discovery channel because the maximum message size is limited to 232 bits only.

The security details of ProSe Group Member Discovery among affiliated members for Public Safety use is currently not specified. By “affiliated members“ here it is referred to a group of UEs that are configured to be part of the same “Discovery Group ID“ and share a common discovery group security credential. 

Furthermore, it is noted that the excerpt below from CR S2-1533622 clarifies that Group Member Discovery is quite different from ProSe Restricted Discovery:

“
Group Member Discovery is a form of restricted discovery type in that only users that are affiliated with each other are able to discover each other (e.g. only users sharing the same Discovery Group ID).The parameters for Group Member Discovery, as well as the overall procedure, are different from the restricted discovery for non-Public Safety use.
“
This contribution describes security solutions for ProSe Group Member Discovery (in Out of Coverage scenario) among affiliated members for Public Safety use
2. Proposal
It is proposed to agree the text proposal below for inclusion in TR 33.833.
It is also proposed to agree this solution for normative specification.

#################### START OF CHANGE ###############################
8.4.X
Solution #8.4.X: Security for Group Member Discovery (public safety use)
8.4.x.1
General

The security solution uses symmetric keys, derived from UE-specific ProSe Group Discovery Key, to protect the content of discovery messages (i.e. Announcer Info, Discoverer Info and Discoveree Info in the Announcement, Solicitation and Response message, respectively).

The Announcing (Model A) or Discoverer / Discoveree (Model B) UE uses symmetric keys in the specified cryptographic algorithms to protect all or certain parameters in the discovery message.  The cryptographic algorithms can be used to provide encryption (cipher) and/or Message Integrity Code (MIC) for all or specified portion of the discovery message.  

In the absence of UTC based timestamp to be used in the specified cryptographic algorithms (for protecting the discovery data), the Announcing (Model A)  UE uses the Direct Frame Number (10-bit counter, carried in PSBCH (MasterInformationBlock-SL) as described in TS 36.331 [x]) and a Nonce to support replay attack mitigation, in both calculation of MIC value and encrypting the data.

The Discoverer / Discoveree (Model B) UE also use the Direct Frame Number and Nonces to support replay mitigation.  

8.4.x.2 Security Keys and their lifetimes

The UE is configured with ProSe Discovery Group Key (PDGK) for a given Discovery Group ID by the ProSe Key Management Function, similar to the configuration of ProSe Group Key (PGK) for a given Group ID (a.k.a. ProSe Group Layer-2 ID) as described in 3GPP Rel-12 TS 33.303 clause 6.  

The ProSe Key Management Function also provides the UE with encryption and Message Integrity Code algorithms for each Discovery Group based on a local policy.

From the PDGK, a UE that wishes to protect the discovery data shall first generate a ProSe  Discovery Key (PDK).  The parameters used in this generation ensure that PDK is unique for each UE.   

From PDK, a UE derives ProSe Discovery Encryption Key (PDEK) and Pros Discovery Integrity Key (PDIK) to be able to provide confidentiality and/or integrity for the discovery data.

A receiving UE would need to derive the PDK and then PDEK to decrypt the data and PDIK to check the integrity of the data.

The PDGK management policy (e.g., expirations time, create/delete) will be similar to ProSE Group Key (PGK) as described in 3GPP Rel-12 TS 33.303 clause 6.  

8.4.x.3 Identities
In general, this section follows the same identity structure as ProSe Group Key (PGK) for a given Group ID (a.k.a. ProSe Group Layer-2 ID) as described in 3GPP Rel-12 TS 33.303 clause 6 (6.2.3.2).  Except that the PDGKs (ProSe Discovery Group Key) is used instead of ProSe Group Key (PGK).  The PDGKs are specific to particular discovery group whose identity is referred to as “Discovery Group ID” in TS 23.303 and is 24 bit long.
NOTE 3: The UE may be configured with one or more Discovery Group ID(s).
8.4.x.4
Security Flow
8.4.x.4.1
Group Member Discovery with Model A
Figure 8.4.x.4.1 illustrates the protection of Group Member Discovery with Model A.
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Figure 8.4.x.4.1: Protection of Group Member Discovery with Model A
A process of securing Group Member Discovery with Model A may include the following:

1. UE-1 (in the role of “announcing UE”) periodically transmits a discovery message including the following parameter settings:

· Type = Announcement

· Discovery Type = Group Member Discovery

· Discovery Group ID = identifier of the discovery group that the targeted UE(s) should belong to. It is sent as clear text and is used as a pointer to the Discovery Key

· Announcer Info = upper layer information about the user of the announcing UE.
· Announcement Nonce = 32-bit Random Number, generated for each announcement.
· ProSe UE ID = the Layer-2 ID of the announcing UE.

· MIC (Message Integrity Code) Value –  The MIC may be computed over all or a subset of the parameters in the message. At a minimum the MIC is computed over ProSe UE ID and the Announcer Info parameters.  

· Encrypted Information – (Optionally) encryption can be applied to provide privacy over the Announcer Info. At a minimum the encryption is applied over ProSe UE ID and user’s identity of the Announcer Info parameters.

Upon reception of the Announcement message, UE-2 (in the role of “monitoring UE”) verifies the MIC value of payload. If the verification test is successful, UE-2 decrypts the message (if encryption has been applied) and presents the UE-1’s user identity (“Announcer Info”) to the user of UE-2, as well as the UE-1’s layer-2 identifier (“ProSe UE ID“).

8.4.x.4.2
Group Member Discovery with Model B
Figure 8.4.x.4.2 illustrates the protection of Group Member Discovery with Model B.
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Figure 8.4.x.4.2: The Protection of Group Member Discovery with Model B

A process of securing Discovery Key Agreement for Group Member Discovery with Model B may include the following:

1. UE-1 (in the role of “discoverer”), wishing to discover group members in vicinity, transmits a discovery message including the following parameter settings:

· Type = Solicitation

· Discovery Type = Group Member Discovery

· Discovery Group ID = identifier of the discovery group that the targeted UE should belong to. It is sent as clear text and is used as a pointer to the Discovery Key

· Discoverer Info = upper layer information about the user of UE-1. 
· Solicitation Nonce = 32-bit Random Number, generated for each solicitation message.
· Target Info = upper layer information identifying the targeted discoverees (single user or group of users).

· MIC (Message Integrity Code) Value – MIC of the of the Solicitation message using one of the supported MIC algorithms. The MIC may be computed over all or a subset of the parameters in the message. At a minimum the MIC is computed over the Discoverer Info parameter.

· Encrypted Information – (Optionally) encryption can be applied to provide privacy over the Discoverer Info (i.e. user’s identity)
2. Upon reception of the Solicitation message, UE-2 (in the role of “discoveree”) checks whether it is concerned by the message by inspecting the Discovery Group ID parameter and then verifies the MIC value of the payload. If the verification test is successful, UE-2 checks the Target Info parameter to see if it belongs to the set of targeted discoverees. In the affirmative case UE-2 responds with a discovery message including the following parameter settings:

· Type = Response

· Discovery Type = Group Member Discovery

· Discovery Group ID = identifier of the discovery group that the targeted UE should belong. It is sent as clear text and is used as a pointer to the Discovery Key

· Discoveree Info = upper layer information identifying the user of UE-2.
· Response Nonce = 32-bit Random number, XORed with Solicitation Nonce.
· ProSe UE ID = the Layer-2 ID of the discoveree UE.

· MIC (Message Integrity Code) Value – MIC of the of the Solicitation message using one of the supported MIC algorithms. The MIC may be computed over all or a subset of the parameters in the message. At a minimum the MIC is computed over the Discoveree Info parameter.

· Encrypted Information – (Optionally) encryption can be applied to provide privacy over the Discoveree Info (i.e. user’s identity) and over the ProSe UE ID (i.e. the layer-2 identifier of UE-2)
3. UE-3 responds with a Response message. The parameter settings are the same as in step 2.

8.4.x.5
Calculation of MIC Value

When calculating a MIC using the ProSe Discovery Integrity Key for Group Member Discovery, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x[??].
-    P0 = Message Type (see TS 24.334).

-
L0 = length of above (i.e. 0x00 0x01). 

-
P1 = Direct Frame Number (10-bit counter, carried in PSBCH (MasterInformationBlock-SL) associated with the discovery slot.

-
L1 = length of above (i.e. 0x00 0x02).  

For Group Member Discovery with Model A – 

-
P2 = Announcement Nonce (4 bytes)

-
L2 = length of above (i.e. 0x00 0x20).

For Group Member Discovery with Model B – solicitation message ::

-
P2 = Solicitation Nonce (4 bytes)

-
L2 = length of above (i.e. 0x00 0x20).

For Group Member Discovery with Model B – response message ::

-
P2 = (Solicitation Nonce XOR Response Nonce)

-
L2 = length of above (i.e. 0x00 0x20).

The ProSe Discovery Integrity Key, Direct Frame Number, Nonce and discovery message follow the encoding also specified in Annex B of TS 33.220 [5].

8.4.x.6
Calculation of PDK
When calculating a PDK from PDGK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x[??].
-
P0 = Direct Frame Number (10-bit counter, carried in PSBCH (MasterInformationBlock-SL) associated with the discovery slot.

-
L0 = length of above (i.e. 0x00 0x02).

For Group Member Discovery with Model A – 

-
P1 = Nonce ( 4 bytes)

-
L1 = length of PDK Identity (i.e. 0x00 0x20). 

For Group Member Discovery with Model B – solicitation message ::

-
P2 = Solicitation Nonce (4 bytes)

-
L2 = length of above (i.e. 0x00 0x20).

For Group Member Discovery with Model B – response message ::

-
P3 = (Solicitation Nonce XOR Response Nonce)

-
L3 = length of above (i.e. 0x00 0x20).

-
P4 = Discovery Group ID.

-
L4 = length of Discovery Group Identity (i.e. 0x00 0x03).  // check to make sure it is 24-bit

The input key shall be the 256-bit PDGK.

8.4.x.7
Calculation of PDEK and PDIK from PDK
When calculating a PDIK or PDEK from PDK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x[??]
-
P0 = 0x00 if PDEK is being derived or 0x01 if PDIK is being derived

-
L0 = length of P0 (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm identity shall be set as described in TS 33.401 [21]. 

The input key shall be the 256-bit PDK.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

8.4.x.8
Solution Evaluation 

TR 33.833 Clause 7.4.1.3 includes the security requirement below for ProSe Direct Discovery for Public Safety.  

“

· The system should support a method to mitigate the replay attack, source authenticity verification and integrity protection for Direct Group member Discovery (public safety use) in out of coverage scenario.

· The system should provide a means of minimising the possibility of tracking of UEs based on the content of their discovery messages over time.

· The system should support the confidentiality of information added by group members to the message.

“

1. The proposed solution provides Replay Attack mitigation by using a combination of Nonce and the Direct Frame Number  (10-bit counter, carried in PSBCH (MasterInformationBlock-SL) as described in TS 36.331 [x]) in the absence a UTC timestamp.

2. The proposed solution provides both confidentiality and integrity for the content of the discovery messages.  This will prevent the possibility of tracking of UEs based on their content of their discovery messages, and provide the confidentiality of information (e.g. Announcer/ Discoverer/ Discoveree Info and/or ProSe UE ID) added by group members  to the message.

#################### END OF CHANGE ##############################
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