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Abstract of the contribution: This pCR proposes using Identity Based Cryptography (IBC) to establish the Content Encryption Key (CEK) used for S/MIME protection of SIP.
1. Introduction
This pCR is intended to provide a method for establishing a Content Encryption Key (CEK) using Identity Based Cryptography (IBC).  Note that Identity Based Encryption (IBE) is the encryption component of IBC.

The CEK is used to secure SIP MIME packets while in transit between the MCPTT client and the MCPTT server over the SIP-1 and SIP-2 interfaces.
In this proposal, for each SIP session established between the MCPTT client and MCPTT application server that requires protection on the SIP-1 and SIP-2 interfaces, IBS creates a symmetric CEK and provides it in the protected body of a SIP message addressed to the other SIP endpoint (in this case the MCPTT client or MCPTT server).
In order to obtain the IBS public and private key material used to create and protect the CEK, authorization for key management services between a particular MCPTT user and the KMS is required.  A KMS access token obtained by the MCPTT user during user authentication with the Identity Management server, and presented to the KMS, is used to establish that authorization.
The following Stage 1 requirements (22.179) are applicable to (and satisfied by) this proposal;

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.
[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s).
[R-6.10-004] The MCPTT User Profile shall be construed to be sensitive user information and shall be provided end-to-end confidentiality when transferred between the MCPTT Service and MCPTT UE.
Note this pCR has incorporated the use of a KMS access token as proposed in pCR S3-152221.
2. pCR to TR 33.879
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7.x
 Solution #X: Identity Based Cryptography Managed Content Encryption Key for S/MIME

The MCPTT Service provider may require that MCPTT related identities and other sensitive information transferred between the MCPTT client and MCPTT service on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signaling layer.  When protection is required, SIP MIME packets encrypted with a symmetric Content Encryption Key (CEK) may be used to satisfy this requirement.

Identity Based Cryptography (IBC) may be used to establish the CEK.  Before IBC can establish and share the CEK, the MCPTT user must first be authorized for MCPTT key management services and receive the IBC public and private identity key material.  Authorization with the KMS is accomplished by the MCPTT user presenting a KMS access token to the KMS.  The MCPTT user obtains this user specific KMS access token during user authentication.  The KMS performs authorization of the access token by verifying the token was properly signed by the Identity Management (IdM) server.

Once the MCPTT user is authorized for key management services, the KMS distributes the user’s IBS key material to the MCPTT client.

If protection of the SIP-1 and SIP-2 interfaces is required by the MCPTT service provider, then IBS is used to create the CEK, confidentiality protect the CEK, integrity protect the CEK, and forward the CEK to the MCPTT application server.  The MCPTT application server receives the SIP message with the protected CEK and retrieves it from the message.  The CEK is then used for S/MIME protection of the SIP payload in subsequent SIP messages [24].
7.x.1
Authorizing the distribution of the Content Encryption Key
To ensure that the MCPTT user is authorized to receive MCPTT key management services, the MCPTT user provides a KMS access token to the KMS.  The KMS access token asserts the identity of the user to the KMS and is used by the KMS to authorize the MCPTT user for key management services.  The MCPTT user obtains the KMS access token from the Identity Management Server (IdM) during MCPTT user authentication.  Once the MCPTT is authorized for key management services, the KMS can distribute the user’s IBC public and private identity key material.

If multiple MCPTT users are logged into the MCPTT service simultaneously through a single SIP session, 
Each MCPTT user receives a unique set of IBC public and private identity key material (based on their identity).  This way each MCPTT client can be uniquely protected.
7.x.2
Creation and Distribution of the Content Encryption Key
Once the MCPTT user is authorized for key management services, the KMS will distribute the user’s IBC public and private identity key material to the MCPTT client via the HTTP-1 interface.  The HTTP-1 interface is protected with TLS and creates a secure path for providing both the KMS access token to the KMS and the user’s IBC key material to the MCPTT client.

The CEK is a 256-bit symmetric key which is randomly generated by IBC.  The CEK may be regenerated and distributed as needed by the MCPTT client (for instance; when a new SIP session is established).
7.x.3
Key Management of the Content Encryption Key
The CEK remains in use until; a new CEK is required, the SIP session is torn down, the MCPTT user logs off, or some other indication.  If during the active SIP session an update of the CEK is required, the MCPTT client may establish a new CEK and provide it to the MCPTT application server.

7.x.3
Transfer of the Content Encryption Key
The following steps describe how the MCPTT client obtains the user specific IBC public and private key material, and how the MCPTT client securely transfers the CEK to the MCPTT application server:
1. The MCPTT client provides the KMS token for authorization with KMS and obtains the user specific IBC private/public key material.
2. The MCPTT client randomly generates the CEK.
3. Using the CEK, the MCPTT client encrypts personal identifiable information (MCPTT ID, Group ID, MCPTT client’s public identity key, etc).
4. The MCPTT client encrypts the CEK using the MCPTT server’s IBC public identity key.
5. The MCPTT client signs the message with MCPTT client’s IBC private signing identity key.
6. The MCPTT client constructs the MIME payload.

7. The MCPTT client sends the SIP message, addressed to the PSI of the MCPTT application server.
Figure 7.x.3-1 provides the message sequence for client steps 1-7.
The following steps describe how the MCPTT server retrieves the CEK from the IBS protected SIP message:
1. The MCPTT server receives the SIP message.
2. The MCPTT server decrypts the CEK using the MCPTT server’s IBC private identity key.

3. Using the CEK, the MCPTT server decrypts the personal identifiable information (MCPTT ID, Group ID, MCPTT client’s IBS public identity key, etc), and obtains the client’s IBS public identity key.

4. The MCPTT server validates the signature using the MCPTT client’s IBS public identity key.

It is important to note that in this solution when a CEK is protected and transferred in the payload of a SIP message, decryption of the CEK (step 2) happens before message authentication (step 4).
Figure 7.x.3-2 shows the functional diagram for the MCPTT client and MCPTT application server.
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Figure 7.x.3-2  MCPTT client and MCPTT server functional diagrams for establishing an IBC managed CEK
************* End of second change ****************************************
3. Conclusion

In support of Stage 1 security requirements, we kindly ask SA3 to consider acceptance of this pCR.
3GPP
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