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1
Opening of the Meeting

The SA3 chairman opened the SA3 #80 on Monday 24.08.15 at 9am and welcomed the delegates.

A welcome speech on behalf on the host (European Friends of 3GPP) was provided by Vesa Lethovirta (Ericsson).

2
Approval of Agenda and Meeting Objectives

S3-151700
Agenda





Source: ETSI

Decision: 

The document was revised to S3-151972.



S3-151972
Agenda





Source: ETSI

(Replaces S3-151700)

Discussion: 

chair: SCAS will start on Tue after lunch; privacy SI postponed to next meeting due to VISA issues; ALU will help to reorder AI 7.7;

Decision: 

The document was approved.



3
IPR Reminder

IT, IPR, antitrust reminders provided by the chair:

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of. The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms 

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters.

4
Meeting Reports

4.1
Approval of the Report from SA3 #79 and SA3 adhoc meeting on SCAS

S3-151703
Report from SA3#79





Source: ETSI

Discussion: 

no actions from previous meeting

Decision: 

The document was approved.



S3-151704
Report from SA3 meeting on SCAS





Source: ETSI

Decision: 

The document was approved.



4.2
Report from SA #68

S3-151701
Report from last SA meeting





Source: ETSI

Discussion: 

Vodafone: title of SP-150253 is wrong

Decision: 

The document was approved.



4.3
Report from SA3-LI 

summary provided by LI chairman (BT): 

Largest SA3-LI so far with 26 delegates and largest number of docs handled.

GSMA VoLTE S8HR was primary focus of the meeting. New study item on S8HR LI (LIV8) agreed which will focus on identifying a new visited network interception point (most likely based on a cut down virtual P-CSCF).

SA3-LI also discussed Location reporting enhancements, Voice over WIFI and completed I-WLAN R13 removal.

In addition SA3-LI briefly discussed NFV impacts on SA3-LI. SA3-LI will look to start work in future meetings on NFV LI limited to aspects such as Handover, Correlation and LI security which directly impact existing SA3LI capabilities. 

Nokia Networks: are we duplicating work (TC CYBER, NFV group) in SA3 LI?

BT: up to 3GPP to decide where the functions should be; NFV will break static VPNs and so TC CYBER cannot take this over;

5
Items for early consideration

no inputs

6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-151974
LS on secure communication over St reference point (C3-153445; to: SA3; cc: -; contact: ZTE)





Source: C3-153445

Discussion: 

note: REL-13 WI FMSS = Flexible Mobile Service Steering has no SA3 BB;

chair: action for SA3 but we have no input as this LS came just recently;

Ericsson: 2 3GPP nodes using IP based traffic? Something specific they had in mind?

Nokia Networks: 33.210 indicates applying IPsec is optional;

chair: ok, ZTE will draft a reply LS

Decision: 

The document was replied to in S3-151978.



S3-151978
Reply to C3-153445 = S3-151974 on secure communication over St reference point (to: CT3; cc: -; contact: ZTE)





Source: ZTE

Decision: 

The document was approved.



S3-151977
LS on new SID on Impacts of the Diameter Base Protocol Specification Update (C4-151412; to: CT3, SA5; cc: SA3, CT1; contact: Huawei)





Source: C4-151412

Decision: 

The document was noted.



6.2
IETF

nothing to report

6.3
ETSI SAGE

nothing to report

6.4
GSMA

S3-151721
LS on VoLTE roaming architecture





Source: ATIS WTSC

Discussion: 

Sprint: no impact on security

Decision: 

The document was noted.



S3-151728
LS on VoLTE Roaming Architecture





Source: GSMA Product and Services Management Committee

Discussion: 

NTT DOCOMO: didn't we see this before?

BT: is version after comments but identical

Decision: 

The document was noted.



S3-151733
LS on VoLTE Roaming Architecture





Source: GSMA Networks Group

Discussion: 

NTT DOCOMO: we have to take care that there is no encryption enabled (between VPLMN and HPLMN) that cannot be read by LI; discussed this in last meeting and Tdoc was reserved but not used;

Nokia Networks: not much technical discussion; getting rid of encryption but under which condition needs to debated, still application integrity protection needed;

BT: GSMA: Italy has banned SA home routing, turning IMS security off is the only solution without modifying signalling flows, has nothing to be do with radio encryption, we could allow integrity but not confidentiality;

solution could be a virtual P-CSCF, some form of crypto function would be needed in SGW, redesigning slightly the network would be needed;

if an operator turns on encryption is roaming other side will cut the connection;

GSMA is planning to launch this in REL-10 not REL-14;

we could enhance REL-14 UE but not REL-10 UE;

so suggestion was to switch encryption off;

Nokia Netw: does not agree to integrity not possible without encryption;

BT: doing it on a per subscription basis is required so wondering whether it is then also possible

Nokia Netw.: would be a question for CT1, should be possible to switch on encryption on per subscription basis;

BT: we would need this in the spec, this would solve this issue; 

chair: do we need to take an action from SA3?

BT: SA3 LI is looking at virtual P-CSCF function and may come up with a proposal to SA3; most vulnerable part is between SGW and PGW; we could indicate that there is a better way to switch encryption off completely;

main task of virtual P-CSCF would be to rebuild the SIP stacks; primary issue is where to put it (maybe in front of SGW)

Ericsson: terminating also user plane security?

BT: S-GW will pick up user plane traffic, P-CSFC is looking at signalling, figuring out IMSI and feeds it back;

Ericsson: would user plane traffic still be encrypted?

BT: GSMA approach is switching encryption off completely

Nokia Networks: does not agree that we usually do not encrypt user plane traffic;

BT: GSMA roaming architecture REL-10 does not include UP encryption (but yes Media-Sec could be run)

Nokia Networks: no need to turn media encryption off with SDES

Telecom Italia: switching off encryption for all users?

BT: for SA home routing encryption would be switched off for all users;

Telecom Italia: encryption was one plus off for GSM and now we switch it off, padlog appears?

BT: padlog appears if LTE encryption is turned off

chaiman: discuss further offline in coffee break

Decision: 

The document was noted.



S3-151736
Reply LS on VoLTE Roaming Architecture





Source: S2-152117

Decision: 

The document was noted.



S3-151739
Reply LS on VoLTE Roaming Architecture





Source: S3i150145

Decision: 

The document was noted.



S3-151740
Reply to LS on VoLTE Roaming Architecture GSMA





Source: S3i150153

Decision: 

The document was noted.



S3-151756
Reply LS on VoLTE Roaming Architecture





Source: S3i150243

Decision: 

The document was noted.



S3-151979
LS on Security consideration on VoLTE S8HR (to: SA, GSMA NG, SA3-LI, CT4, CT1; cc: SA2; contact: NTT DOCOMO)





Source: NTT DOCOMO

Abstract: 

related to several incoming LSs on VoLTE Roaming Architecture

Discussion: 

Nokia Networks: CT1 should also get the LS

BT: GSMA NG action: roaming interface is activated by default

Decision: 

The document was approved.



S3-152008
Reply LS on VoLTE Roaming Architecture (GSMA PACKET#81 Doc 123; to: SA,CT, SA2, SA3, SA3-LI, SA5, CT1, CT3; cc: WAS, WSOLU, WAGREE, IDS, TDS; contact: NTT DOCOMO)





Source: GSMA NG-PACKET

Decision: 

The document was noted.



6.5
3GPP2

6.6
OMA

6.7
TCG

report provided by Interdigital Communications:

Trusted Mobility Solutions (TMS)

•
ETSI NFV Collaboration – March 2015 – ongoing

o
Active participation in NFVSEC meetings and biweekly teleconferences aiming on specifying NFV platform integrity

•
TCG / OMA Collaboration – May 2015 – ongoing

o
Joint teleconference on August 3, 2015 to define opportunities and technical scope of collaboration  between TCG TMS and OMA DM


Consensus – Provisioning of TCG components is suitable for OMA DM


Consensus – TNC monitoring of mobile devices is out-of-scope for OMA DM


ACTION – OMA DM leadership to forward appropriate OMA DM documents to TCG to guide in preparing new XML schema for provisioning TCG components, including examples of XML schema from other SDOs outside OMA.


ACTION – TCG TMS WG to research TCG APIs for provisioning of TCG components.


ACTION – TCG TMS WG to sketch new XML schema for provisioning of TCG components.

o
Mobile device management, posture assessment, device compliance

o
Device identity attestation, device provisioning, device runtime integrity

o
Potential – TNC Client/Server over OMA LWM2M (DTLS over SMS)

o
Potential – IETF Posture Concise Encoding in CBOR (PC-TNC)

•
TCG / SAE Collaboration – December 2014 – ongoing

o
Secure automotive requirements, protocols, and solutions

o
SAE Vehicle Electrical System Security Committee – TCG members

o
SAE Vehicle Electrical Hardware Security Task Force – TCG members

•
TCG / RSA USA – 20 April 2015

o
11th Annual TCG Monday Seminar at RSA

o
Keynote and panels on Roots-of-Trust, IoT, and Mobile topics

o
Over 20 demos w/ 26 companies using TCG technologies

•
TCG / SAE World Congress – 22 April 2015

o
Secure remote automotive software update prototype demonstration

o
TCG TPM 2.0 Auto Thin Profile 1.0 – March 2015

http://www.trustedcomputinggroup.org/resources/tcg_tpm_20_library_profile_for_automotivethin

TCG – Published deliverables

•
Trusted Platform Module (TPM) 2.0 Library – October 2014

http://www.trustedcomputinggroup.org/resources/tpm_library_specification

o
Roots-of-trust, key creation/management, attestation, signatures, multi-factor authentication, audit trail, sessions, roll-back protection

o
TPM 1.2 and TPM 2.0 specs are ISO 11889:2009/2015 and are implemented in more than two billion devices

o
Servers, PCs, tablets, smart phones, printers, kiosks, industrial systems, embedded systems, and more

•
TPM 2.0 Library Errata 1.2 – February 2015

http://www.trustedcomputinggroup.org/resources/errata_for_tpm_library_specification_20

•
TCG Algorithm Registry 1.22 – February 2015

http://www.trustedcomputinggroup.org/resources/tcg_algorithm_registry

o
RSA, ECC Curves, Hash Algorithms, Symmetric Ciphers, etc.

o
A Practical Guide to TPM 2.0 – February 2015

http://www.trustedcomputinggroup.org/resources/a_practical_guide_to_tpm_20 http://www.apress.com/9781430265832

o
Will Arthur (Intel) and David Challener (Johns Hopkins University) with Ken Goldman (IBM)

o
eBook version is FREE for download

•
TNC IF-TNCCS TLV Binding 2.0 – May 2014 – also RFC 5793

http://www.trustedcomputinggroup.org/resources/tnc_iftnccs_specification

o
Posture Broker – endpoint integrity measurement (IETF NEA PB-TNC)

•
TNC IF-M TLV Binding 1.0 – May 2014 – also RFC 5792

http://www.trustedcomputinggroup.org/resources/tnc_ifm_tlv_binding_specification

o
Posture Attribute – endpoint standard attributes (IETF NEA PA-TNC)

•
TNC IT-T TLS Binding 2.0 – February 2013 – also RFC 6876

http://www.trustedcomputinggroup.org/resources/tnc_ift_binding_to_tls

o
Posture Transport – endpoint attribute transport (IETF NEA PT-TLS)

•
Storage Security Subsystem: Enterprise 1.0 – January 2011

http://www.trustedcomputinggroup.org/resources/storage_work_group_storage_security_subsystem_class_enterprise_specification

o
Core specification for enterprise self-encrypting drives (servers)

•
Storage Security Subsystem: Opal 2.0 – February 2012

http://www.trustedcomputinggroup.org/resources/storage_work_group_storage_security_subsystem_class_opal

o
Core specification for Opal self-encrypting drives (desktops/laptops)

•
TPM 2.0 Mobile Reference Architecture – December 2014

http://www.trustedcomputinggroup.org/resources/tpm_20_mobile_reference_architecture_specification

o
Secure boot, measured boot, protected environment, security requirements, and implementation examples for all mobile devices

Meetings: 

TCG Members Meeting, October 20-23, 2015 in Montreal, CA

TCG Members Meeting, February 22-26, 2016 in TBD location (North America)

TMS WG meets every Monday and Friday at 12-13 ET

S3-151715
TCG progress report for TMS WG





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMS) WG.

Decision: 

The document was noted.



6.8
oneM2M

LS in S3-150741

6.9
TC-CYBER

6.10
ETSI NFV security

Qualcomm: relation between NFV work in TC CYBER?

BT: TC CYBER looks at HW aspect and top to bottom security;

6.11
Other Groups

S3-151719
LS on functional security requirements and architecture for mobile phone anti-theft measures





Source: COM 17 – LS 208 – E

Discussion: 

Blackberry: will be taken care of in GSMA

Decision: 

The document was noted.



S3-151724
LS/r on technologies involved in countering voice spam in telecommunication organizations (reply to 3GPP SA3)





Source: COM 17 – LS 192 – E

Discussion: 

BT: may be better to not send a response as we decided to not do anything here some time ago

Decision: 

The document was noted.



S3-151725
LS on technical framework for countering mobile messaging spam





Source: COM 17 – LS 205 – E

Discussion: 

BT: work was done in GSMA so we could leave it to GSMA to reply

Decision: 

The document was noted.



S3-151962
LS on Proposed requirements for carrier Wi-Fi® networks





Source: Wi-Fi Alliance

Discussion: 

Nokia Networks: we also have fast re-authentication in our specs so EAP-RP has any impact?

Qualcomm: could be independent

ALU: there is an impact; 3GPP AAA and UE client communication and local AAA needs to be supported so sees impact on 33.402

BT: some tidying up on other protocols is needed as well

chairman: LS does not request any response, interested parties can come with future inputs on this

Decision: 

The document was noted.



7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

7.1.2
Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-151784
Overview of solutions for TURN credential provisioning and Authentication





33.203
  CR-0235  (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

Abstract: 

This CR presents an introduction to the gaps in the current TURN authentication mechanism and highlights the need for a dynamic credential provisioning instead of the existing static username/password based credential mechanism used in TURN.

Decision: 

The document was revised to S3-152002.



S3-152002
Overview of solutions for TURN credential provisioning and Authentication





33.203
  CR-0235  rev 1 (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

(Replaces S3-151784)

Decision: 

The document was revised to S3-152117.



S3-152117
Overview of solutions for TURN credential provisioning and Authentication





33.203
  CR-0235  rev 2 (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

(Replaces S3-152002)

Decision: 

The document was agreed.



S3-151785
Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF





33.203
  CR-0236  (Rel-13) v12.8.0





Source: Alcatel-Lucent

Abstract: 

Presents solution for TURN credential provisioning and authentication using eP-CSCF

Discussion: 

MCC: who is the author of this CR? (on the CR it says "Huawei, HiSilicon, Alcatel-Lucent" which is in contradiction to the Tdoc request; main author should come first);

ALU: minor duplication raised by Nokia Networks, also clarification of string type

conclusion: paragraph above figure will be removed, under 3. sub bullet 1.: clarification will be added that both are encoded as strings

Decision: 

The document was revised to S3-152003.



S3-152003
Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF





33.203
  CR-0236  rev 1 (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei

(Replaces S3-151785)

Decision: 

The document was revised to S3-152118.



S3-152118
Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF





33.203
  CR-0236  rev 2 (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei

(Replaces S3-152003)

Decision: 

The document was agreed.



S3-151787
Solution for TURN credential provisioning and Authentication using OAuth 2.0 Access tokens





33.203
  CR-0238  (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

Decision: 

The document was agreed.



S3-151788
Aligning with SA2 and CT4 on support for ICE-TCP and IMS-ALG/IMS-AGW based FW traversal





33.872 v..





Source: Alcatel-Lucent

Discussion: 

ALU: end to end area is a grey area we have not yet addressed in WebRTC but it is right the solution here would also work

Nokia Networks: you still refer to 23.228 (is not the right one for ICE-TCP which should say "ICE for TCP")  instead of 23.334

conclusion: 23.228 => 23.334 and use ICE for TCP

Decision: 

The document was revised to S3-152004.



S3-152004
Aligning with SA2 and CT4 on support for ICE-TCP and IMS-ALG/IMS-AGW based FW traversal





33.872 v..





Source: Alcatel-Lucent

(Replaces S3-151788)

Decision: 

The document was approved.



S3-151808
Supporting Class of Users (WebRTC scenario 4)





33.203
  CR-0239  (Rel-13) v12.8.0





Source: Nokia Networks

Discussion: 

ALU: "unbounded" defined?

Nokia Networks: used in SA2

Decision: 

The document was agreed.



S3-151864
Security for WebRTC wild carded IMPUs





33.872 v..





Source: Ericsson

Decision: 

The document was approved.



S3-151782
Aligning with SA2 and CT4 on support for ICE-TCP and IMS-ALG/IMS-AGW based FW traversal





33.872 v..





Source: Alcatel-Lucent

Decision: 

The document was withdrawn.



S3-151783
Overview of solutions for TURN credential provisioning and Authentication





33.203
  CR-0234  (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

Abstract: 

This CR presents an introduction to the gaps in the current TURN authentication mechanism and highlights the need for a dynamic credential provisioning instead of the existing static username/password based credential mechanism used in TURN.

Decision: 

The document was withdrawn.



S3-151786
Solution for TURN credential provisioning and Authentication using OAuth 2.0 Access tokens





33.203
  CR-0237  (Rel-13) v12.8.0





Source: Alcatel-Lucent, Huawei, HiSilicon

Decision: 

The document was withdrawn.



S3-152006
TR 33.872 cover for presentation to TSG (for approval at TSG)





Source: Ericsson

Decision: 

The document was approved.



S3-152007
TR 33.872 (for approval at TSG)





Source: Ericsson

Decision: 

The document was agreed.



7.1.3
Other Common IMS Issues

S3-151870
Adding TLS Reference in TS 33.203 Annex W





33.203
  CR-0240  (Rel-12) v12.8.0





Source: Ericsson

Discussion: 

MCC: TURAN-SA3 was a REL-12 WI, why is TEI12 added in the WI code?

Nokia Networks: why REL-12?

conclusion: summary of change: 33.402 needs to be replaced by 33.203

Decision: 

The document was revised to S3-152009.



S3-152009
Adding TLS Reference in TS 33.203 Annex W





33.203
  CR-0240  rev 1 (Rel-12) v12.8.0





Source: Ericsson

(Replaces S3-151870)

Decision: 

The document was agreed.



S3-151906
trans mode of NAT traversal in TS 33.203v12.8.0





33.203
  CR-0241  (Rel-12) v12.8.0





Source: ZTE Corporation, China Unicom

Discussion: 

MCC: wrong WI code SEC12 on CR cover, WI code of cat.F CR has to be used (TEI10)

Nokia Networks: feature was introduced in REL-7 so if essential correction why not going earlier but if just clarification then REL-12 is enough

conclusion: will have the CR only for REL-12

Decision: 

The document was revised to S3-152010.



S3-152010
trans mode of NAT traversal in TS 33.203v12.8.0





33.203
  CR-0241  rev 1 (Rel-12) v12.8.0





Source: ZTE Corporation, China Unicom

(Replaces S3-151906)

Decision: 

The document was agreed.



S3-151907
trans mode of NAT traversal in TS 33.203v11.2.0





33.203
  CR-0242  (Rel-11) v11.2.0





Source: ZTE Corporation, China Unicom

Discussion: 

MCC: wrong WI code SEC11 on CR cover, WI code of cat.F CR has to be used (TEI10)

Decision: 

The document was rejected.



S3-151908
trans mode of NAT traversal in TS 33.203v10.3.0





33.203
  CR-0243  (Rel-10) v10.3.0





Source: ZTE Corporation, China Unicom

Decision: 

The document was rejected.



7.2
Network Domain Security

S3-151910
3GPP security profile update





Source: Ericsson

Abstract: 

Presentation previously sent to SA3 list in June

Decision: 

The document was noted.



S3-151912
3GPP Security Profile Update of TLS, IPsec, Certificates, and SRTP





Source: Ericsson

Abstract: 

It is proposed that that SA3 agrees to update the 3GPP security profiles in Rel-13 following the general recommendations given.

Discussion: 

Vodafone: some ambiguity regarding 112 bits or more

BT: any recommendation regarding priorities? mandatory things first

Nokia Networks: we agree this is necessary work, 33.210 and 33.310 are the baseline; reminder that we are using not only 3GPP standards so we will have to predict will be in the market

Decision: 

The document was noted.



S3-151913
Security Profile Update Details for TLS, IPsec, Certificates, and CRLs





Source: Ericsson

Abstract: 

This discussion paper gives detailed analysis and concrete recommendations of the general high-level recommendations in S3-151912.

Decision: 

The document was revised to S3-151965.



S3-151965
Comments on Security Profile Update Details for TLS, IPsec, Certificates, and CRLs





Source: Nokia Networks

(Replaces S3-151913)

Abstract: 

took S3-151913 from Ericsson and added comments from Nokia Networks

Discussion: 

Nokia Networks: we do not need to decide anything already here, as we need to work on this further

Motorola Solutions: is this work linked to SCAS work

Nokia Networks: yes for testing

Telecom Italia: what will be the implications on SCAS? new or modified test cases?

Nokia Networks: we need to progress a bit more when we have progressed more with SCAS

Motorola: not clear why "shall be possible to disable in network nodes"?

Ericsson: to avoid negotiation

Vodafone: even if both sides support stronger/safer protocols we have seen attacks where the attacker enforced the usage of weaker protocols

Nokia Networks: suggests to have conference calls later after this meeting to work further on the document

ALU: some RFCs are just best practices documents, non-standards RFCs

AT&T: CT is making references to this sort of specs in their specs

Motorola Solutions: should there also be a prioritization?

Deutsche Telekom: should we consider more different primes and DH groups?

BT: is related to log-jam?

Deutsche Telekom: yes. The logjam paper emphasized that using the same few primes everywhere allows pre-computation attacks.

Nokia Networks: does not want to mandate the support of PSK cipher suites

Nokia Networks: for encryption we have a should because of regulatory issues in some countries

Vodafone: cipher suites without encryption should not be allowed

Ericsson: Should+ regarding RFC7321 still to be decided

Nokia Networks: we could refer to an older RFC

Nokia Networks: NULL encryption is allowed in RFCs so we are not in contradiction

Motorola Solutions: operator configuration control aspect should be added to this discussion

Gemalto: another sort of elliptic curves need to be discussed as well

Motorola Solutions: and IBE to be added as well?

Qualcomm: we need to separate Public Safety aspects here

Decision: 

The document was noted.



S3-151930
Updating IKEv2 profiles in TS 33.210





33.210
  CR-0046  (Rel-13) v12.2.0





Source: Ericsson

Abstract: 

Updating IKEv2 profiles in TS 33.210

Decision: 

The document was postponed.



S3-151933
Updating ESP profiles in TS 33.210





33.210
  CR-0047  (Rel-13) v12.2.0





Source: Ericsson

Abstract: 

Updating ESP profiles in TS 33.210 

Decision: 

The document was postponed.



S3-151923
Updating certificate profiles in TS 33.310





33.310
  CR-0080  (Rel-13) v12.2.0





Source: Ericsson

Abstract: 

CR updates certificate profiles in TS 33.310

Discussion: 

MCC: CR cat.F missing on CR cover

Decision: 

The document was postponed.



S3-151925
Updating TLS profiles in TS 33.310





33.310
  CR-0081  (Rel-13) v12.2.0





Source: Ericsson

Decision: 

The document was postponed.



S3-151928
Updating NULL encryption TLS profiles in TS 33.310





33.310
  CR-0082  (Rel-13) v12.2.0





Source: Ericsson

Abstract: 

Updating NULL encryption TLS profiles in TS 33.310

Decision: 

The document was postponed.



S3-151936
Updating IMS security profiles in TS 33.203





33.203
  CR-0244  (Rel-13) v12.8.0





Source: Ericsson

Discussion: 

moved from AI 7.1.3 to AI 7.2

Decision: 

The document was postponed.



S3-151915
Proposal to remove IKEv1 from the 3GPP Security Profiles





33.210 v..





Source: Ericsson

Abstract: 

Proposal to remove IKEv1 from the 3GPP Security Profiles.

Decision: 

The document was noted.



S3-151917
Proposal to update and combine the 3GPP SRTP profiles





Source: Ericsson LM

Abstract: 

This is a proposal to update and combine the 3GPP SRTP profiles

Decision: 

The document was noted.



7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

7.5.2
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-151794
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0548  (Rel-9) v9.7.0





Source: Nokia Networks

Discussion: 

MCC: SAES was a REL-8 WI

Ericsson: we need the change, one possible backwards compatibility issue may be that UEs implemented the old spec and get now in trouble; so better companies should check

Nokia Networks: CR was able long before submission deadline

Qualcomm: supports the CR

NTT DOCOMO: UEs may have truncated in the one or the other way but we should agree the CR here and companies can still check until TSG

chair: can we agree by Friday?

Qualcomm: even agreed by SA3 it can still be addressed at SA

Ericsson: ok, but asks companies to check

ALU: it seems we just make the TS logically correct

NTT DOCOMO: how many bytes does EARFCN-DL use in ASN.1?

Nokia Networks: 2 bytes

conclusion: change cat.C to cat.F

Decision: 

The document was revised to S3-152067.



S3-152067
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0548  rev 1 (Rel-9) v9.7.0





Source: Nokia Networks

(Replaces S3-151794)

Discussion: 

chair: clauses affected missing

Nokia NetFASMO frequent and ... misoperation

Decision: 

The document was revised to S3-152111.



S3-152111
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0548  rev 2 (Rel-9) v9.7.0





Source: Nokia Networks

(Replaces S3-152067)

Decision: 

The document was agreed.



S3-152063
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0549  (Rel-10) v10.5.0





Source: Nokia Networks

Decision: 

The document was revised to S3-152112.



S3-152112
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0549  rev 1 (Rel-10) v10.5.0





Source: Nokia Networks

(Replaces S3-152063)

Decision: 

The document was agreed.



S3-152064
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0550  (Rel-11) v11.7.0





Source: Nokia Networks

Decision: 

The document was revised to S3-152113.



S3-152113
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0550  rev 1 (Rel-11) v11.7.0





Source: Nokia Networks

(Replaces S3-152064)

Decision: 

The document was agreed.



S3-152065
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0551  (Rel-12) v12.14.0





Source: Nokia Networks

Decision: 

The document was revised to S3-152114.



S3-152114
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0551  rev 1 (Rel-12) v12.14.0





Source: Nokia Networks

(Replaces S3-152065)

Decision: 

The document was agreed.



S3-152066
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0552  (Rel-13) v12.14.0





Source: Nokia Networks

Decision: 

The document was revised to S3-152115.



S3-152115
Adapting KeNB* derivation function due to extended range of EARFCN-DL





33.401
  CR-0552  rev 1 (Rel-13) v12.14.0





Source: Nokia Networks

(Replaces S3-152066)

Decision: 

The document was agreed.



7.7.2
Dual Connectivity for LTE (earlier Small Cell Enhancement)

S3-151732
LS on authentication and encryption between UE and WLAN for aggregation





Source: R2-152915

Discussion: 

moved from AI 6.1 to AI 7.7 and later to AI 7.7.2

Qualcomm: could answer yes to both questions

Blackberry: worried about excluding core network

NTT DOCOMO: we could indicate that there may be advantages if CN is included for security, we have not analysed this so far

Deutsche Telekom: there may be also drawbacks so we should not give them too much hope that including the CN for security will result in a better solution.

Morpho: we should also compare existing with new solution

Ericsson: there is no existing solution

Vodafone: for first point we could say "yes, we are evaluating" since there seems to big variety of opinions

NTT DODOMO: there is agreement that it is doable

Nokia Networks: we also need to indicate in the LS that security is needed for this; having a skeleton for the living document should be enough

ALU: WLAN security must also be enabled

conclusion: yes it is feasible and there could be benefits and drawbacks to include core network in the security solution

Decision: 

The document was replied to in S3-152085.



S3-151771
Background on RAN2 LS concerning LTE-WLAN aggregation





Source: BlackBerry UK Ltd

Abstract: 

This paper provides some background regarding the LTE-WLAN aggregation feature and corresponding security aspects which are the subject of the LS from RAN2.

Discussion: 

moved from AI 6.1 to AI 7.7 and later to 7.7.2

chair: not intended as LS answer, correct?

Blackberry: correct, our paper is discussing a solution and the LS does not ask for a response on a solution

NTT DOCOMO: who is the operator of the WLAN AP?

ALU: same operator as eNode B operator

BT: unclear which protocol is used? LTE protocols or standardard WLAN?

Nokia Networks: IEEE 802.11

Decision: 

The document was noted.



S3-151752
Discussion on LWA security





Source: Alcatel-Lucent Deutschland AG

Abstract: 

This is a discussion paper on security aspects of  LTE WiFi Aggregation.

Discussion: 

moved from AI 7.7 to AI 7.7.2

Qualcomm: conclusion 3 bullet 2 has an error: S-KAP can be used as PMK not PSK

Nokia Networks: PMK is IEEE terminology

BT: message flow: 2 SSID transferred, not a problem?

ALU: RRC message on LTE link so it is protected by RRC

chair: so trusted because just one operator

Intel: PMK pair wise nested key, what we are doing is not really compliant here

Ericsson: rename it to PSK_LTE ?

chair: is one key per UE is enough

NTT DOCOMO: can this happen under one or multiple eNode B?

ALU: eNode is controlling AP resource via RRC

Nokia Network: master eNode and secondary APs

Huawei: per UE key in Wifi AP has an impact?

Ericsson: normally all UEs have same key now they have different keys

Intel: question is: do we want to be compliant to 802.11i?

Ericsson: what will be the impact/problem?

Intel: 802.11i compliant AP and PSK

chair: no implication on key derivation on 3GPP side

BT: we asked once how many keys can an AP have? And the answer was proprietary but some 1000

Nokia Networks: RAN has decided to have an interface to AP, so these APs cannot be 802.11i APs

Vodafone: how does UE know that it can send SSID to eNode before the UE knows that it can connected? SSID from AP can never be hidden?

TNO: sees a security issue that UE can send a lot of SSIDs

chair: we can point this out in our answer LS if we want

Decision: 

The document was noted.



S3-151791
Evaluation on authentication and encryption between UE and WLAN for aggregation





Source: NEC

Abstract: 

DISC paper for Reply LS to RAN2 on authentication and encryption between UE and WLAN for aggregation.

Discussion: 

moved from AI 7.7 to AI 7.7.2

Blackberry: with 1X you can get power control on APs which is an advantage

Intel: no traffic through core network was the assumption

Blackberry: no impact on core network is the assumption as they do not want to change the core network

Nokia Networks: some errors in the contribution regarding AAA and authentication vectors 

Huawei: checked: no connectivity to core network

Decision: 

The document was noted.



S3-151795
Discussion of LS on authentication and encryption between UE and WLAN for aggregation





Source: Nokia Networks

Discussion: 

ALU: DRB are dynamic and can be revoked and this may be different in WLAN case

Decision: 

The document was noted.



S3-151812
Security Threat Analysis for LTE/Wi-Fi Link Aggregation (LWA)





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution identifies security threats and possible mitigation options for LTE/Wi-Fi Link Aggregation (LWA) when Wi-Fi open authentication is used between the UE and Wi-Fi AP

Discussion: 

moved from AI 7.7.4 to AI 7.7.2;

MCC: wrong Tdoc type "pCR" used instead of "discussion";

Intel S3-151812 threat analysis and S3-151813 is the solution

Decision: 

The document was rejected.



S3-151813
Security for LTE/Wi-Fi Link Aggregation (LWA) 





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution discusses possible mechanisms for eNB assisted PSK (Pre-Shared Key) for LTE/Wi-Fi Link Aggregation (LWA) enabling authentication & integrity between the UE and Wi-Fi AP

Discussion: 

moved from AI 7.7.4 to AI 7.7.2;

MCC: wrong Tdoc type "pCR" used instead of "discussion";

In response to LS (R2-152915), this contribution concludes that mechanisms for WLAN authentication & encryption for LTE/Wi-Fi Link Aggregation (LWA) is feasible without the need for connectivity to a CN node (such as AAA) or any impact on 802.11 standards. 

ALU: how do you get PSK for all UEs?

Intel: refresh keys need to be comprehended

Decision: 

The document was rejected.



S3-151842
LTE-WLAN Aggregation PSK





Source: Huawei, HiSilicon

Discussion: 

moved from AI 7.7.4 to AI 7.7.2

Decision: 

The document was noted.



S3-151843
LTE-WLAN Aggregation Authentication





Source: Huawei, HiSilicon

Discussion: 

moved from AI 7.7.4 to AI 7.7.2

Decision: 

The document was noted.



S3-151889
Security for WLAN aggregation





33.401 v..





Source: Ericsson

Discussion: 

moved from AI 7.7.4 to AI 7.7.2;

chair: so you are proposing a living document and have a structure for it

ALU: counter or random number?

Ericsson: can be made counter in order to align

BT: protected management frames 802.11w: a lot of operators are removing options but we should look at it

NEC: we have no SI/WI for it but have pCRs, no problem?

chair: SA3 gets these ad hoc requests from time to time and we try to capture the results in living documents or TRs or TSs

ALU: 2 points to be done: a. answer to the LS and b. capturing the solution

ALU: in the past we had a sort of living CR

Huawei: we should not get too much into RAN messages

chair: delivering key and security for it is our scope (not 802.11i and not RAN messages)

chair: where will we finally capture the changes? 33.401 ?

Nokia Networks: what do we do with a living document?

chair: capture current status, if preferred it can also just be captured in the LSout

NTT DOCOMO: we should also have a structure for the living document

Morpho: do we not need to also investigate the alternative that is proposed by RAN2 in their LS?

Huawei: RAN does not know what they talk about, they also want to have no connectivity to the core network

Decision: 

The document was rejected.



S3-152084
Agreements on Security aspects of LTE-Wifi aggregation





Source: Alcatel-Lucent

Discussion: 

Nokia Networks: topic has to be completed by end of Nov.

Nokia Networks: REL-13 has been closed for this group in June, when does REL-13 close for SA3?

chair: REL-13 freeze is planned for end of 2015

Morpho: REL-13 stage 2 was frozen in June 2015 and extensions of stage 2 will affect the REL-13 freeze (has impact on RAN)

chair: can someone create a draftCR with a skeleton?

ALU: can do this

Qualcomm: we could also go for email discussion

Decision: 

The document was for email discussion and noted.



S3-152085
Reply LS to R2-152915 = S3-151732 on authentication and encryption between UE and WLAN for aggregation (to: RAN2; cc: RAN3; contact: Huawei)





Source: Huawei

Decision: 

The document was approved.



S3-151753
draft Reply LS to RAN2 (R2-152915) on LWA security





Source: Alcatel-Lucent Deutschland AG

Abstract: 

A proposed reply LS to R2-152915 on LWA security

Discussion: 

moved from AI 7.7 to AI 7.7.2

Decision: 

The document was rejected.



S3-151792
Reply LS on authentication and encryption between UE and WLAN for aggregation





Source: NEC

Abstract: 

Proposing Reply LS to RAN2 on authentication and encryption between UE and WLAN for aggregation.

Discussion: 

moved from AI 7.7 to AI 7.7.2

Decision: 

The document was rejected.



S3-151814
LS reply on authentication and encryption between UE and WLAN for aggregation





Source: Intel Corporation (UK) Ltd

Discussion: 

moved from AI 7.7.4 to AI 7.7.2;

MCC: unclear from Tdoc request to which LS in this LS out is related (R2-152915 = S3-151732 ?)

Decision: 

The document was rejected.



S3-151844
reply LS to RAN2 on LTE-WLAN Aggregation





Source: Huawei, HiSilicon

Discussion: 

moved from AI 7.7.4 to AI 7.7.2;

MCC: wrong Tdoc type "response" used instead of "LS out", revision required

Decision: 

The document was rejected.



7.7.3
TS 33.402 Issues

S3-151723
LS on requirement to support EAP-SIM for the ePDG





Source: C1-152442

Discussion: 

moved from AI 6.1 to AI 7.7.3

Decision: 

The document was replied to in S3-152089.



S3-152089
Reply to C1-152442 = S3-151723 LS on requirement to support EAP-SIM for the ePDG (to: CT1; cc: -; contact: Nokia Networks)





Source: Nokia Networks

Decision: 

The document was approved.



S3-151796
Clarification that EAP-SIM is forbidden





33.402
  CR-0125  (Rel-13) v12.5.0





Source: Nokia Networks

Discussion: 

MCC: SAES-SA-FP_n3GPP was a REL-8 WI

BT: some concerns about confusion with EAP protocol

conclusion: change cat.D to F, add clause affected

Decision: 

The document was revised to S3-152088.



S3-152088
Clarification that EAP-SIM is forbidden





33.402
  CR-0125  rev 1 (Rel-13) v12.5.0





Source: Nokia Networks

(Replaces S3-151796)

Decision: 

The document was agreed.



S3-151973
LS on inclusion of IKEv2 optional payload when EAP is used (C1-153240; to: SA3; cc: CT; contact: Alcatel-Lucent)





Source: C1-153240

Discussion: 

moved from AI 6.1 to AI 7.7.3

Deutsche Telekom: The CT1 CR mentions "the" IMEI, as if there was only one per UE. But Dual-SIM UE, for example, have two. Should we mention this in the reply LS?

ALU: no

conclusion: no reply needed, CR in S3-152090

Decision: 

The document was noted.



S3-151779
Discussion on inclusion of configuration payload in IKE_AUTH





33.402 v..





Source: Alcatel-Lucent

Decision: 

The document was noted.



S3-151780
Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.





33.402
  CR-0123  (Rel-13) v12.5.0





Source: Alcatel-Lucent

Abstract: 

Remove the limiting statement in Step 7 of Section 8.2.2 that only allows for including EAP message in the IKE_AUTH request.

Discussion: 

MCC: WI code missing

Gemalto: in addition to EAP there will be also identity message, what is IMEI for? for authentication? If CT1 has sent us an LS, they want that we check.

ALU: They pointed to step 7.

Gemalto: additional information is not for authentication purposes?

ALU: no

Gemalto: can we clarify this in the CR?

ALU: IKE protocol: extension that is not understood is discarded

Decision: 

The document was revised to S3-152090.



S3-152090
Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.





33.402
  CR-0123  rev 1 (Rel-13) v12.5.0





Source: Alcatel-Lucent

(Replaces S3-151780)

Discussion: 

wrong revision number on CR cover

Decision: 

The document was revised to S3-152122.



S3-152122
Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.





33.402
  CR-0123  rev 2 (Rel-13) v12.5.0





Source: Alcatel-Lucent

(Replaces S3-152090)

Decision: 

The document was agreed.



S3-151781
IKE_AUTH showing wrong EAP message type in step 7 of Figure 8.2.2.1





33.402
  CR-0124  (Rel-13) v12.5.0





Source: Alcatel-Lucent

Abstract: 

This CR fixes the error in figure 8.2.2-1 step 7. The step should read EAP-Response/AKA-    Challenge instead of EAP-Request/AKA-Challenge.

Discussion: 

MCC: WI code missing

conclusion: WI code to be added

Decision: 

The document was revised to S3-152091.



S3-152091
IKE_AUTH showing wrong EAP message type in step 7 of Figure 8.2.2.1





33.402
  CR-0124  rev 1 (Rel-13) v12.5.0





Source: Alcatel-Lucent

(Replaces S3-151781)

Decision: 

The document was agreed.



S3-151885
Adding TLS Reference in TS 33.402 Annex B 





33.402
  CR-0127  (Rel-12) v12.5.0





Source: Ericsson

Discussion: 

MCC: TURAN-SA3 was a REL-12 WI, why is TEI12 added in the WI code?; REL corrected in Tdoc list from REL-13 to REL-12

Decision: 

The document was agreed.



S3-151884
Adding TLS Reference in TS 33.402 Annex B 





33.402
  CR-0126  (Rel-13) v12.5.0





Source: Ericsson

Discussion: 

MCC: WI code needed for this CR

Decision: 

The document was withdrawn.



7.7.4
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects of Proximity-based Services

S3-151868
Matching scope section with content of spec - ProSe Rel-12





33.303
  CR-0073  (Rel-12) v12.4.0





Source: Nokia Networks

Abstract: 

Correct an ambiguity in the specification. Reflecting content of spec in the scope section.

Discussion: 

MCC: source is missing on the CR

Telecom Italia: why was configuration removed?

Nokia Networks: not part of REL-12, at least not in the headlines
Qualcomm: covered in each individual service so is not a separate feature

Telecom Italia: we could add another sentence for configuration

Nokia Networks: misunderstanding, configuration is part of Rel-12 and it was not removed, but moved up to the generic intro part

Qualcomm: why "public safety UEs" in configuration?, 2nd bullet is redundant

conclusion: "public safety" will be removed in 3 bullets, source will be added

Decision: 

The document was revised to S3-151980.



S3-151980
Matching scope section with content of spec - ProSe Rel-12





33.303
  CR-0073  rev 1 (Rel-12) v12.4.0





Source: Nokia Networks

(Replaces S3-151868)

Discussion: 

agreed unseen

rev is wrong

Decision: 

The document was revised to S3-152073.



S3-152073
Matching scope section with content of spec - ProSe Rel-12





33.303
  CR-0073  rev 2 (Rel-12) v12.4.0





Source: Nokia Networks

(Replaces S3-151980)

Decision: 

The document was agreed.



S3-151869
CR Matching scope section with content of spec - ProSe Rel-13





33.303
  CR-0074  (Rel-13) v13.0.0





Source: Nokia Networks

Abstract: 

Correct an ambiguity in the specification. Reflecting content of spec in the scope section.

Discussion: 

MCC: source is missing on the CR and CR must be cat.A and not cat.F

ME to be ticked, clauses affected to  be filled out

Decision: 

The document was revised to S3-152070.



S3-152070
CR Matching scope section with content of spec - ProSe Rel-13





33.303
  CR-0074  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks

(Replaces S3-151869)

Decision: 

The document was agreed.



S3-151886
Correction to terminology - ProSe Rel-12





33.303
  CR-0075  (Rel-12) v12.4.0





Source: Nokia Networks

Abstract: 

Correction to terminology

Discussion: 

chair: "public safety" should be removed from 6.3

Qualcomm: no changes also to 6.1 and 6.1.1, better open a new section

conclusion: no changes to 6.1 and 6.1.1 and remove "public safety" in 6.3

Decision: 

The document was revised to S3-151981.



S3-151981
Correction to terminology - ProSe Rel-12





33.303
  CR-0075  rev 1 (Rel-12) v12.4.0





Source: Nokia Networks

(Replaces S3-151886)

Decision: 

The document was agreed.



S3-151887
Correction to terminology - ProSe Rel-13





33.303
  CR-0076  (Rel-13) v13.0.0





Source: Nokia Networks

Abstract: 

Correction to terminology

Discussion: 

MCC: wrong CR cat.F on CR needs to be corrected to cat.A

conclusion: same changes as for S3-151868, cat. changed to A

Decision: 

The document was revised to S3-151982.



S3-151982
Correction to terminology - ProSe Rel-13





33.303
  CR-0076  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks

(Replaces S3-151887)

Decision: 

The document was agreed.



S3-151862
NAF Key indication - Rel-12





33.303
  CR-0071  (Rel-12) v12.4.0





Source: Gemalto N.V.

Abstract: 

NAF Key indication

Discussion: 

Qualcomm: change is problematic, normally based on subscription so at as a UE I do not know what to do;

Gemalto: not sure why not take it into account

Qualcomm: when doing bootstrapping UE does not know what to use;

Gemalto: where is exception compared to classical Gba behaviour?

ALU: agrees that spec is not broken (no CR needed)

Gemalto: we are just adding here what is happening when USS is present, this was missing;

ALU: you are simply falling back to default value

Ericsson: termination in UICC?

Gemalto: nothing in the spec that Ks_NAF cannot be used

Ericsson: are we so flexible in ProSe that it can be in SIM card or in MME side

Gemalto: we decided to have a new interface but we want to reduce the information sent compared to a classical Gba?

Qualcomm: yes

Nokia Networks: supports Gemalto, Annex is informal, why to limit it here now?

Ericsson: thinks UE and ProSe have no other choice to use Ks_ext_NAF

Gemalto: it needs to be clarified that no user subscriber information can be sent over this interface

Qualcomm: operators who want to use user information have to use GBA

Gemalto: we need one sentence to explain this in the spec

ALU: Annex F.4 was a detailed description what PC4a is

chair: discuss offline and we will come back

Decision: 

The document was rejected.



S3-151863
NAF Key Indication - Rel-13





33.303
  CR-0072  (Rel-13) v13.0.0





Source: Gemalto N.V.

Abstract: 

NAF Key Indication 

Discussion: 

MCC: wrong WI code in Tdoc list was corrected

Decision: 

The document was rejected.



S3-151916
Correction of the MIKEY message details for one-to-many comms





33.303
  CR-0079  (Rel-12) v12.4.0





Source: QUALCOMM Incorporated

Abstract: 

The CR adds details missing from the specification of the MIKEY messages 

Discussion: 

Qualcomm: CS ID may need to be replaced

ALU: can be corrected in another CR

Decision: 

The document was agreed.



S3-151919
Correction of the MIKEY message details for one-to-many comms





33.303
  CR-0081  (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

Decision: 

The document was agreed.



S3-151921
Correction of the XML for Key Requests and Response





33.303
  CR-0082  (Rel-12) v12.4.0





Source: QUALCOMM Incorporated

Discussion: 

revise to remove changes on changes and remove text colour

Decision: 

The document was revised to S3-151983.



S3-151983
Correction of the XML for Key Requests and Response





33.303
  CR-0082  rev 1 (Rel-12) v12.4.0





Source: QUALCOMM Incorporated

(Replaces S3-151921)

Discussion: 

agreed unseen

Decision: 

The document was agreed.



S3-151924
Correction of the XML for Key Requests and Response





33.303
  CR-0083  (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

Discussion: 

same changes as for S3-151921

Decision: 

The document was revised to S3-151984.



S3-151984
Correction of the XML for Key Requests and Response





33.303
  CR-0083  rev 1 (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

(Replaces S3-151924)

Decision: 

The document was agreed.



S3-151927
Adding a proxy PKMF to the ProSe specification 





Source: QUALCOMM Incorporated

Discussion: 

Qualcomm: 2 questions to be answered: this functionality is needed? SA2 or SA3 should do it?

ALU: would not work for identity scheme as it cannot use proxy

Ericsson: SA2 introduced similar thing as explained by Qualcomm, no clear how it would affect identity scheme (as just tunnelling)

Qualcomm: related CR in S3-151926 but we could also put it in SA2 if there is a preference

Ericsson: we could send an LS to SA2

conclusion: Qualcomm will draft an LS to SA2 in S3-151985

Decision: 

The document was noted.



S3-151926
Ability of UEs to reach the PKMF





33.303
  CR-0084  (Rel-12) v12.4.0





Source: QUALCOMM Incorporated

Discussion: 

will send LS to SA2 in S3-151985

Decision: 

The document was postponed.



S3-151985
LS on Adding a proxy PKMF to the ProSe specification (to: SA2; cc: -; contact: Qualcomm)





Source: Qualcomm

Abstract: 

related to S3-151927

Decision: 

The document was approved.



S3-151920
3GPP use of GCM_12 and dependency on draft-ietf-avtcore-srtp-aes-gcm-14





Source: Ericsson

Abstract: 

This paper highlights a problem on 3GPP use of GCM_12 and dependency on draft-ietf-avtcore-srtp-aes-gcm-14

Discussion: 

Ericsson: we could still influence the IETF discussion, if 3GPP has specified the algorithm; LS to IETF is not appropriate but we endorse that we have this algorithm and that is already in some implementations this would be enough

Ericsson: so we will go for the first part of the second bullet

Ericsson: IETF wants to remove some algorithms and they were not aware that we are using this one

conclusion: As presented in TDoc S3-151920, the Prose specification TS 33.303 Annex C is in both Release 12 and 13 is specifying the use of the algorithm SRTP_AEAD_AES_128_GCM_12 (where the full 128 authentication tag is truncated to 96 bits). It was commented that there are existing implementations using the mentioned algorithm. It was agreed that 3GPP continues to use the algorithm SRTP_AEAD_AES_128_GCM_12 and takes action to get this algorithm standardized and registered with IANA. If 3GPP is quick, it might be possible to still influence and change draft-ietf-avtcore-srtp-aes-gcm. If this would not be successful, then a new specification is needed, i.e. specification of algorithm SRTP_AEAD_AES_128_GCM_12 in TS 33.303 that should then be registered by IANA.

Decision: 

The document was noted.



S3-151841
DoS Attack on ProSe Discovery Procedure





33.303
  CR-0069  (Rel-13) v13.0.0





Source: Huawei, HiSilicon

Discussion: 

MCC: CR number has 4 digits and no valid WI code provided on the CR cover

Decision: 

The document was revised to S3-151961.



S3-151961
DoS Attack on ProSe Discovery Procedure





33.303
  CR-0069  rev 1 (Rel-13) v13.0.0





Source: Huawei, HiSilicon

(Replaces S3-151841)

Abstract: 

Revised to include the WID code.

Discussion: 

MCC: CR number has 4 digits, wrong WI code (eProSe-ext) on CR cover;

TNO: if refresh timer is one hour so UE will be logged out for 1 hour?

Huawei: yes, but refresh time can be set lower

Ericsson: is this the UE that is logged out or the UE for a certain APP code? agrees with the problem but not with the suggestion

Qualcomm: agrees with Ericsson that we have to find a middle way to not block a UE entirely

TNO: we need to be more sure first where the overload is coming from

chair: so no one seems to agree to the CR

Decision: 

The document was postponed.



S3-151986
LS reply to S3-151226 on Public Safety discovery (S1-152747; to: SA2, SA3; cc: -; contact: Qualcomm)





Source: S1-152747

Decision: 

The document was noted.



S3-151890
Security of ProSe Restricted Discovery





33.303
  CR-0077  (Rel-13) v13.0.0





Source: ZTE Corporation, China Unicom

Abstract: 

To add the solution #8.3.7 in the TR to the TS.

Discussion: 

MCC: ProSe-SA3 was a REL-12 WI, eProSe-Ext-SA3 is a REL-13 WI, wrong WI code on CR cover?

Qualcomm: we should also look at S3-151891 and S3-151947 as they are linked

merged with S3-151947 in S3-151991

Decision: 

The document was merged.



S3-151891
Security of ProSe Restricted Discovery (Model B)





33.303
  CR-0078  (Rel-13) v13.0.0





Source: ZTE Corporation, China Unicom

Discussion: 

MCC: ProSe-SA3 was a REL-12 WI, eProSe-Ext-SA3 is a REL-13 WI, wrong WI code on CR cover?

merged with S3-151947 in S3-151991

Decision: 

The document was merged.



S3-151947
Security flows for restricted discovery





33.303
  CR-0086  (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

Discussion: 

MCC: wrong WI code (eProSe-ext) on CR cover;

green references are going to another CR;

Ericsson: ZTE/China Unicom proposals (S3-151890/1891) 

is covered in Qualcomm proposal already

Decision: 

The document was revised.



S3-151991
Security flows for restricted discovery





33.303
  CR-0086  rev 1 (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

(Replaces S3-151947)

Decision: 

The document was revised to S3-152109.



S3-152109
Security flows for restricted discovery





33.303
  CR-0086  rev 2 (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

(Replaces S3-151991)

Discussion: 

revision of S3-151991 including also changes of S3-151992

Decision: 

The document was agreed.



S3-151950
Protection of restricted discovery messages





33.303
  CR-0087  (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

Discussion: 

MCC: wrong WI code (eProSe-ext) on CR cover;

Ericsson: solution it very complicated, that's why we came up with a table that could also be used here (which modes are possible and which keys are included);

Nokia Networks: has other comments that can be solved offline

Decision: 

The document was revised to S3-151992.



S3-151992
Protection of restricted discovery messages





33.303
  CR-0087  rev 1 (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

(Replaces S3-151950)

Discussion: 

merged into S3-152109

Decision: 

The document was merged.



S3-151918
Hint of scrambling key





33.303
  CR-0080  (Rel-13) v13.0.0





Source: Ericsson LM

Abstract: 

Restricted discovery flows have been added to TS 23.303 by SA2. The security of these procedures is needed. The confidentiality protection mechanism based on scrambling has efficiency problems. 

Discussion: 

MCC: CR number missing on CR cover; ProSe was a REL-12 WI i.e. wrong WI code on CR cover

Decision: 

The document was revised to S3-151966.



S3-151966
Hint of scrambling key





33.303
  CR-0080  rev 1 (Rel-13) v13.0.0





Source: Ericsson LM

(Replaces S3-151918)

Abstract: 

Restricted discovery flows have been added to TS 23.303 by SA2. The security of these procedures is needed. The confidentiality protection mechanism based on scrambling has efficiency problems. 

Discussion: 

MCC: CR number missing on CR cover; no revision marks allowed on CR cover; wrong WI code on CR cover (eProSe);

Qualcomm: suggests to postpone the CR;

Ericsson: so we need an exception sheet to change the target date of the WI?

chairman: we may have one but we will see

Decision: 

The document was postponed.



S3-151941
Security requirements and security procedures for reference point PC2





33.303
  CR-0085  (Rel-13) v13.0.0





Source: Ericsson LM

Abstract: 

SA2 has incorporated the new feature ‘ProSe Restricted Discovery’ for Model A and Model B, into their TS 23.303.This paper proposes therefore to introduce the security requirements and security solutions for securing PC2 interface in ProSe Restricted Discovery into TS 33.303.

Discussion: 

MCC: CR number missing on CR cover; ProSe was a REL-12 WI so wrong WI code on CR cover; wrong spec  version on CR cover

Decision: 

The document was revised to S3-151969.



S3-151969
Security requirements and security procedures for reference point PC2





33.303
  CR-0085  rev 1 (Rel-13) v13.0.0





Source: Ericsson LM

(Replaces S3-151941)

Abstract: 

This paper proposes therefore to introduce the security requirements and security solutions for securing PC2 interface in ProSe Restricted Discovery into TS 33.303.

Discussion: 

MCC: CR number missing on CR cover, no revision marks allowed on CR cover; wrong WI code on CR cover (eProSe);

Qualcomm: should we not put it in clause 5 instead of 6?

chair: can solve this clause number offline

Ericsson: general issue: no more generic place for security 3GPP - outside 3GPP?

Nokia Networks: we have it already in 2 places (e.g. 32.246 for GCSE and 29.xxx for MTC);

Ericsson: Why not NDS/IP instead of Tsp?

chair: as it is a general issue, please discuss this offline

Decision: 

The document was revised to S3-151993.



S3-151993
Security requirements and security procedures for reference point PC2





33.303
  CR-0085  rev 2 (Rel-13) v13.0.0





Source: Ericsson LM

(Replaces S3-151969)

Decision: 

The document was agreed.



S3-151955
Details of one-to-one communication security





33.303
  CR-0088  (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

Discussion: 

MCC: wrong WI code (eProSe-ext) on CR cover;

chair: seems people are basically fine, same changes as for S3-151959 needs to be considered

Decision: 

The document was revised to S3-151995.



S3-151995
Details of one-to-one communication security





33.303
  CR-0088  rev 1 (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

(Replaces S3-151955)

Decision: 

The document was agreed.



S3-151809
Security for Remote UE to UE-Network Relay Proximity-based Services (ProSe) Direct Communication for Public Safety Use





33.833 v..





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution proposes an identity-based Authentication & Key Agreement solution for Remote UE to UE-Network Relay for Proximity-based Services (ProSe) direct communication for Public Safety use

Decision: 

The document was approved.



S3-151847
Introduction of one-to-one ProSe direct communication and UE-to-network relay security procedures





33.303
  CR-0070  (Rel-13) v13.0.0





Source: Ericsson LM

Abstract: 

Introduction of one-to-one ProSe direct communication and UE-to-network relay security procedures.

Discussion: 

MCC: wrong WI code (eProSe-ext) on CR cover;

Qualcomm: we need to decide about proposal 4 and 5 of S3-151939 first before we can consider CRs

Decision: 

The document was postponed.



S3-151956
Security for UE-to-network relay communications





33.303
  CR-0089  (Rel-13) v13.0.0





Source: QUALCOMM Incorporated

Discussion: 

MCC: wrong WI code (eProSe-ext) on CR cover

Decision: 

The document was postponed.



S3-152110
Exception for eProSe-Ext-SA3 to change target date





Source: Qualcomm

Decision: 

The document was approved.



7.10
Security Assurance Specification for 3GPP Network Products

S3-151799
Discussion on pre-requisites for testing





Source: Nokia Networks

Discussion: 

chair: SA3 seems to be fine to go with the proposal, see pCR in S3-151800

Decision: 

The document was noted.



S3-151800
pCR to TS 33.116 on pre-requisites for testing





33.116 v..





Source: Nokia Networks

Discussion: 

Telecom Italia: "incl." acceptable?

NTT DOCOMO: what is "vendor's default configuration"?; in test cases minimum configuration has to be given needs to be clarified

Huawei: one (default configuration) for MME, for eNode B is needed

Nokia Networks: default configuration is acc. to vendor's specification

Huawei: the test must be the same for all

Nokia Networks: suggests that NTT DOCOMO and Huawei come up with alternative text

Huawei: requirements on installing the software in conflict with first sentence?

Nokia Networks: why applying virus checks to software coming from the vendor?

Huawei: was more thinking more about patches

NEC: yes, there is a test case for this

Huawei: we should make clear that the first sentence applies just to post-installation case

offline discussion to address:

- incl.

- post initial installation

- vendor default configuration

Decision: 

The document was postponed.



S3-151801
pCR to TS 33.117 on pre-requisites for testing





33.117 v..





Source: Nokia Networks

Discussion: 

same comments as to S3-151800 apply

Decision: 

The document was postponed.



S3-151802
Discussion on test cases for SFRs deriving from 3GPP specifications





Source: Nokia Networks, Huawei

Discussion: 

MCC: any intention to update annex D of TR 33.806 for this?

Nokia Networks: no, we will not update the annex of the TR anymore

Decision: 

The document was noted.



S3-151803
pCR to 33.116 on test cases for SFRs deriving from 3GPP specifications





Source: Nokia Networks, Huawei

Decision: 

The document was approved.



S3-151876
SCAS: Mapping TR.33.806 Annex D.3.3.2.3.1 test case to TS’s





Source: Alcatel-Lucent

Discussion: 

MCC: please do not merge pCRs to different specs in one Tdoc (Tdoc includes pCRs to 33.116, 33.117)

NTT DOCOMO: automatic numbering should not be used and only 3GPP styles;

Nokia Networks: only one new point added which is very vague; 33.116 is written as a delta spec to 33.117;

NTT DOCOMO: try to keep just the delta in 33.116 to not create problems later to update

Decision: 

The document was revised to S3-152011.



S3-152011
SCAS: Mapping TR.33.806 Annex D.3.3.2.3.1 test case to TS’s





33.117 v..





Source: Alcatel-Lucent

(Replaces S3-151876)

Abstract: 

based on S3-151876

Decision: 

The document was approved.



S3-152012
SCAS: Mapping TR.33.806 Annex D.3.3.2.3.1 test case to TS’s





33.116 v..





Source: Alcatel-Lucent

Abstract: 

based on S3-151876

Decision: 

The document was approved.



S3-151775
SCAS: Mapping TR.33.806 Annex D.3.3.3.3 test case to TS’s.





Source: Alcatel-Lucent

Discussion: 

General Dynamics: it needs to be clarified that this covers only accidental overload; suggests to add some text in 5.2.3.3.3 in the paragraph "The vendor shall provide a technical description ..."

NTT DOCOMO: we could add "(especially whether this mechanism relies on cooperation of other network elements, e.g. eNode B)"

Deutsche Telekom: that's ok but change to mechanisms (i.e. plural)

conclusion: sentence will be added, mechanisms will be used also in other places

Decision: 

The document was revised to S3-152013.



S3-152013
SCAS: Mapping TR.33.806 Annex D.3.3.3.3 test case to TS’s.





Source: Alcatel-Lucent

(Replaces S3-151775)

Decision: 

The document was approved.



S3-151853
Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 





33.117 v0.1.1





Source: China Mobile, Telecom Italia

Abstract: 

This contribution proposes to add the test case to the requirement 5.2.3.4.1.1 of TS 33.117 and to remove from this same requirement a sentence that is already addressed by 5.2.3.4.1.2.

Discussion: 

Nokia Networks: not a straight forward case for BBT, would create an enormous work, need to be done in a way that it can be handled by a script; test case is contradicting itself; file conditions need to be checked in a systematic way; why is password sometimes required and sometimes an option;

Telecom Italia: fine, let's see the Nokia Networks proposal when it is available in Nov (this Tdoc was available in time and did not get comments before)

Decision: 

The document was postponed.



S3-151855
Extending requirement 5.2.3.4.1.2 of TS 33.117 on “Accounts shall be used that allow unambiguous identification of the user” and adding two related test cases





33.117 v0.1.1





Source: China Mobile, Telecom Italia

Abstract: 

This contribution proposes to extend the requirement 5.2.3.4.1.2 of TS 33.117 and to add two related test cases

Discussion: 

Nokia Networks: why are simultaneous logons are forbidden here?

Telecom Italia: we are just implementing what was discussed in the conference call

Ericsson: simultaneous logon should not be covered in this clause

NTT DOCOMO: 2 different accounts cannot have the same user name is unclear

Telecom Italia: the user name you feed in was assumed

NTT DOCOMO: one user name should not have different passwords?

Telecom Italia: correct, this was meant

NTT DOCOMO: then better correct the text accordingly

BT: logging in with 2 devices is happening from time to time so why should we forbid this? What would be the security thread for this?

Nokia Networks: 2nd test case falls away and 1st one is not needed

Huawei: 5.2.3.4.1.2: remove the user aspect (when some people are logging in with admin account you cannot identify the person) and say "accounts shall be unique"

Decision: 

The document was rejected.



S3-151804
Adding test case related to requirement 5.2.3.4.2.1 “Accounts shall be protected by at least one authentication attribute”





33.117 v..





Source: Nokia Networks

Discussion: 

NTT DOCOMO: do not use automatic numbering

Decision: 

The document was approved.



S3-151805
Enhancing requirement and adding test case related to requirement 5.2.3.4.2.2 “Predefined accounts shall be deleted or disabled.”





33.117 v..





Source: Nokia Networks

Discussion: 

NTT DOCOMO: we need to put in a requirement on complexity as well

conclusion: editor's note will be added

Decision: 

The document was revised to S3-152014.



S3-152014
Enhancing requirement and adding test case related to requirement 5.2.3.4.2.2 “Predefined accounts shall be deleted or disabled.”





33.117 v..





Source: Nokia Networks

(Replaces S3-151805)

Decision: 

The document was approved.



S3-151706
Editorial Changes to TS 33.117 v011





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes some editorial changes to TS 33.117 v011

Decision: 

The document was approved.



S3-151806
Adding test case related to requirement 5.2.3.4.2.3 “Predefined or default authentication attributes shall be deleted or disabled.”





33.117 v..





Source: Nokia Networks

Discussion: 

Nokia Networks: default password need to be clarified; we could add an editor's note at start of the test case;

Deutsche Telekom: superseded by S3-151799 which says that password has to be changed?

Nokia Networks: test case makes still sense

Decision: 

The document was revised to S3-152015.



S3-152015
Adding test case related to requirement 5.2.3.4.2.3 “Predefined or default authentication attributes shall be deleted or disabled.”





33.117 v..





Source: Nokia Networks

(Replaces S3-151806)

Decision: 

The document was approved.



S3-151762
Adding a test case related to the requirement 5.2.3.4.3.1 “Password Structure”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.3.4.3.1 of TS 33.117.

Discussion: 

BT: why minimum maximum length?

NTT DOCOMO: to make sure that the password is at least different until this

Nokia Networks: 64 bits used to allow to go until this length

Decision: 

The document was revised to S3-152016.



S3-152016
Adding a test case related to the requirement 5.2.3.4.3.1 “Password Structure”





33.117 v0.1.1





Source: NEC India Private Limited

(Replaces S3-151762)

Decision: 

The document was approved.



S3-151833
Test Case 5.2.3.4.3.1 Password Structure





33.117 v..





Source: Huawei, HiSilicon

Discussion: 

chair: any way to merge S3-151833 with S3-151762?

Nokia Networks: no need to create a new account if one is there already

Deutsche Telekom: instant when password is changed needs correction

Nokia Networks: this is solved in NEC's S3-151762

chair: if we take S3-151762 as a base for a revision is there anything from S3-151833 that we need to add in the revision?

BT: there may still be a gap in S3-151762 but nothing to be taken over from S3-151833

Nokia Networks: is the gap a new requirement or a new test?

Deutsche Telecom: create new policy or new password is leading to the same

offline discussion to see what can be merged into S3-152016

Decision: 

The document was merged.



S3-151832
Requirement in 5.2.3.4.3.1 Password Structure





33.117 v..





Source: Huawei, HiSilicon

Discussion: 

related to S3-152016

Decision: 

The document was withdrawn.



S3-151764
Adding a test case related to the requirement 5.2.3.4.3.2 “Password Changes”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.3.4.3.2 of TS 33.117.

Discussion: 

compare S3-151835;

ALU: not sure that the Case 2 in the negative test makes sense, so we should remove it

Huawei: do we need negative test case all the time?

NEC: no, was included here because it was agreed in the conference call

Decision: 

The document was revised to S3-152017.



S3-151835
Test Case 5.2.3.4.3.2 Password Change





33.117 v..





Source: Huawei, HiSilicon

Discussion: 

compare S3-151764;

merged with S3-151764 into S3-152017

Decision: 

The document was merged.



S3-152017
Adding a test case related to the requirement 5.2.3.4.3.2 “Password Changes”





33.117 v0.1.1





Source: NEC India Private Limited, Huawei, HiSilicon

(Replaces S3-151764)

Decision: 

The document was approved.



S3-151766
Adding a test case related to the requirement 5.2.3.4.3.3 “Protection against Attacks”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.3.4.3.3 of TS 33.117.

Discussion: 

Nokia Networks: "protection against attacks" is too general, use "against brute force and dictionary attacks"

Nokia Networks: wants to add another sentence after "Test Name: TC_Protect_Against_Attacks": This test applies only when the most commonly used protection measures used in the requirement are implemented. If they are not implemented, then the vendor documentation needs to provide alternative measures and the tester needs  ..."

NTT DOCOMO: also auto numbering has to be removed

Decision: 

The document was revised to S3-152018.



S3-152018
Adding a test case related to the requirement 5.2.3.4.3.3 “Protection against Attacks”





33.117 v0.1.1





Source: NEC India Private Limited

(Replaces S3-151766)

Discussion: 

NTT DOCOMO: test case says * but requirement says something else (characters are not displayed)

Decision: 

The document was approved.



S3-151767
Adding a test case related to the requirement 5.2.3.4.3.4 “Hiding Password Display”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.3.4.3.4of TS 33.117.

Decision: 

The document was revised to S3-152019.



S3-152019
Adding a test case related to the requirement 5.2.3.4.3.4 “Hiding Password Display”





33.117 v0.1.1





Source: NEC India Private Limited

(Replaces S3-151767)

Discussion: 

conclusion: one paragraph from requirement will be copied into the expected result (pCR sentence for expected result will be removed)

Decision: 

The document was approved.



S3-151807
Enhancing requirement and adding related test case to 5.2.3.4.5 related to User account lock-out policy





Source: Nokia Networks

Discussion: 

Huawei: where is the requirement for duplicating the delay is coming from? step 8 is confusing (comma missing?)

Nokia Networks: should be configurable, so you do not need to do it

BT: you are now combining 2 separate mechanisms which was not expected

conclusion: preconfig step 4. will be revised (adding ",if supported," after "exceeded the maximum number") and comma after "If supported" in step 8

Decision: 

The document was revised to S3-152020.



S3-152020
Enhancing requirement and adding related test case to 5.2.3.4.5 related to User account lock-out policy





Source: Nokia Networks

(Replaces S3-151807)

Decision: 

The document was approved.



S3-151857
Adding test case to the requirement 5.2.3.5.1 on Protecting sessions – logout function





33.117 v0.1.1





Source: China Mobile,CATR

Abstract: 

This contribution adds the test case related to requirement 5.2.3.5.1 Protecting sessions – logout function.

Discussion: 

Nokia Networks: why is a new account needed? "or existing an existing account" is enough

NTT DOCOMO: log out or lock out? "Editor's note: How to deal with currently running processes is to be discussed." should be added

Deutsche Telekom: does not think this is needed

conclusion: "or uses existing account" in step 1, "new" will be removed in step 2 and Editor's note will be added in requirements

Decision: 

The document was revised to S3-152021.



S3-152021
Adding test case to the requirement 5.2.3.5.1 on Protecting sessions – logout function





33.117 v0.1.1





Source: China Mobile,CATR

(Replaces S3-151857)

Decision: 

The document was approved.



S3-151858
Adding test case to the requirement 5.2.3.5.2 on Protecting sessions –Inactivity timeout 





33.117 v0.1.1





Source: China Mobile Com. Corporation

Abstract: 

This contribution adds the test case related to requirement 5.2.3.5.2 Protecting sessions –Inactivity timeout.

Discussion: 

will be presented by NTT DOCOMO

NTT DOCOMO: editor's note needed regarding "what kind of activity is needed to reset the time is ffs?"

conclusion: add editor's note and remove sentence after Executive Steps

Decision: 

The document was revised to S3-152022.



S3-152022
Adding test case to the requirement 5.2.3.5.2 on Protecting sessions –Inactivity timeout 





33.117 v0.1.1





Source: China Mobile Com. Corporation

(Replaces S3-151858)

Decision: 

The document was approved.



S3-151708
Providing test cases related to the requirement 5.2.3.6.1 “Security event logging"





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add test cases to the requirement 5.2.3.6.1 of TS 33.117. 

Discussion: 

Ericsson: why only SSH?

Telecom Italia: no intention to preclude, we can extent this

chair: so solve SSH issue offline

Nokia Networks: multiple steps could be combined that it has not to be done all the time again; less effort with same outcome possible?

Telecom Italia: a more detailed test description is easier for the test lab than guessing what are the conditions; too generic descriptions create the problems that the tests are not comparable

Decision: 

The document was revised to S3-152023.



S3-152023
Providing test cases related to the requirement 5.2.3.6.1 “Security event logging"





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

(Replaces S3-151708)

Decision: 

The document was withdrawn.



S3-151859
Adding test case to the requirement 5.2.3.6.2 on Log transfer to centralized storage 





33.117 v0.1.1





Source: China Mobile,CATR

Abstract: 

This contribution adds the test case related to requirement 5.2.3.6.2 related to log transfer to centralized storage.

Discussion: 

Nokia Networks: execution steps 2/3/4: why listening on the wire and also check the central system?

step 2/3/4 seems just to check for garbage

Deutsche Telekom: would like to change the test case; we need 2 test cases (one for the first bullet a) of the requirements and one for the 2nd bullet b) of the requirements)

Decision: 

The document was revised to S3-152024.



S3-152024
Adding test case to the requirement 5.2.3.6.2 on Log transfer to centralized storage 





33.117 v0.1.1





Source: China Mobile,CATR

(Replaces S3-151859)

Decision: 

The document was approved.



S3-151709
Adding a test case related to the requirement  5.2.4.1.1.2 “Handling of ICMP”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.4.1.1.2 of TS 33.117. 

Discussion: 

Nokia Networks: this is a standard test in existing tools in BVT so no extra test case is needed but the requirement is important

Deutsche Telekom: making test shorter is ok but this is not just BVT

Nokia Networks: we could add that if another tool provides this test, it is ok to use this tool

Telecom Italia: how can you verify that a tool is doing the same tests step by step?

NTT DOCOMO: Editor's note on "Time Exceeded" in step 5 will needed to clarify this point

Deutsche Telekom: it is also needed to check whether the test really covers the requirements, can be added to the editor's note

conclusion: further offline discussion needed about BVT and the 2 aspects for the editor's note, can provide update in RP-152025

Decision: 

The document was revised to S3-152025.



S3-152025
Adding a test case related to the requirement  5.2.4.1.1.2 “Handling of ICMP”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

(Replaces S3-151709)

Decision: 

The document was approved.



S3-151710
Adding a test case related to the requirement  5.2.4.1.1.3 “Handling of IP options and extensions”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.4.1.1.3 of TS 33.117. 

Discussion: 

Nokia Networks: what if there is no SSH server in step 2a? We can maybe handle it as S3-151708

Nokia Networks: network traffic analyser on the network product is a bit dangerous; so there may be setups where it is not possible so there should be equivalent possibilities

Telecom Italia: but then the test is not working anymore and we have to make sure that the tests are working properly

Deutsche Telekom: thinks it may be possible to have an equivalent formulation

Nokia Networks: traffic analyser seems to be just to check that no ACK message is coming back, so the traffic analyser is not needed as this can be checked in a different way

Nokia Networks: we should add a sentence that alternative tools can be used

conclusion: revision to have SSH related sentence like in S3-151708, sentence like in S3-151709, in line traffic analyser instead of network analyser on the equipment

Decision: 

The document was revised to S3-152026.



S3-152026
Adding a test case related to the requirement  5.2.4.1.1.3 “Handling of IP options and extensions”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

(Replaces S3-151710)

Decision: 

The document was approved.



S3-151711
Adding a test case related to the requirement 5.2.6.2.3 “GTP-C Filtering”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add a test case related to the requirement 5.2.6.2.3 of TS 33.117.

Discussion: 

Nokia Networks: condition to be reflected in test case, adding "The test case described here applies only when GTP-C filtering is provided on the network product itself" before Test Name;

chair: do we need to expand editor's note?

NTT DOCOMO: no, not needed

conclusion: sentence as suggested by Nokia Networks will be added

Decision: 

The document was revised to S3-152027.



S3-152027
Adding a test case related to the requirement 5.2.6.2.3 “GTP-C Filtering”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

(Replaces S3-151711)

Decision: 

The document was approved.



S3-151745
Adding a test case related to the requirement 5.3.2.1 “No unnecessary or insecure services / protocols”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.2.1 of TS 33.117.

Decision: 

The document was approved.



S3-151712
Providing a test case related to the requirement  5.3.2.2 “Restricted reach ability of services”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.2.2 of TS 33.117.

Decision: 

The document was approved.



S3-151757
Adding a test case related to the requirement 5.3.2.3 “No unused software”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.2.3 of TS 33.117.

Discussion: 

BT: execution step 2: "and or are present on the system" should be added after "installed" to avoid semi-installed components/rubbish

NEC: is covered in the next test case (see S3-151758)

conclusion: after S3-151758 was treated it was decided to add an editor's note at the end of the execution steps

Decision: 

The document was revised to S3-152028.



S3-152028
Adding a test case related to the requirement 5.3.2.3 “No unused software”





33.117 v0.1.1





Source: NEC India Private Limited

(Replaces S3-151757)

Decision: 

The document was approved.



S3-151758
Adding a test case related to the requirement 5.3.2.4 “No unused functions”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.2.4 of TS 33.117.

Discussion: 

BT: does not fully cover the concern of S3-151757, there is a difference between installed and really active;

NTT DOCOMO: it is also about files that are left, so a list of the manufacturer which files should be there would be useful;

BT: Tdoc is not wrong, we just need to an editor's note to remember that we have to take this into account

Deutsche Telekom: better adding editor's note in S3-151757

Ericsson: replace MME by network product

Nokia Network: "unused hardware": how do you get rid of it with of the shelf product?

Deutsche Telekom: requirement does not say removed; maybe we need to say "no unused hardware which is active"

conclusion: MME to be replaced by network product and "that is not deactivated" will be used in purpose and expected result instead of "installed

Decision: 

The document was revised to S3-152029.



S3-152029
Adding a test case related to the requirement 5.3.2.4 “No unused functions”





33.117 v0.1.1





Source: NEC India Private Limited

(Replaces S3-151758)

Decision: 

The document was approved.



S3-151836
Test Case 5.2.3.4.3.5 Protection Against Attacks





33.117 v..





Source: Huawei, HiSilicon

Discussion: 

Orange: test case is not matching the requirement;

chair: check 33.806

Decision: 

The document was revised to S3-152030.



S3-152030
Test Case 5.2.3.4.3.5 Protection Against Attacks





33.117 v..





Source: Huawei, HiSilicon

(Replaces S3-151836)

Decision: 

The document was approved.



S3-151760
Adding a test case related to the requirement 5.3.2.5 “No unsupported components”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.2.5 of TS 33.117.

Decision: 

The document was approved.



S3-151713
Providing a test case related to the requirement 5.3.3.1.1 “IP-Source address spoofing mitigation”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.3.1.1 of TS 33.117.

Discussion: 

ALU: we could add same sentence as in S3-151709

Nokia Networks: sent a sentence via SA3 reflector to add a sentence like "The test for this requirement can be carried out using a suitable tool or the steps below ..."

Huawei: add "or similar function" after RPF in the sentence below the figure

ALU: needs to go into requirements as well?

Huawei: no

conclusion: The Nokia Networks sentence (once agreed) will be added and "or similar function" will be added as suggested by Huawei

Decision: 

The document was revised to S3-152031.



S3-152031
Providing a test case related to the requirement 5.3.3.1.1 “IP-Source address spoofing mitigation”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

(Replaces S3-151713)

Decision: 

The document was approved.



S3-151761
Adding a test case related to the requirement 5.3.3.1.3 “Automatic launch of removable media”





33.117 v0.1.1





Source: NEC India Private Limited

Abstract: 

This contribution proposes to add a test case related to the requirement 5.3.3.1.3 of TS 33.117.

Discussion: 

BT: "no" automatic launch would be a better title; hard disk is removable media as well; unauthorized mounting has to be taken into account

chair: where in the requirements do we need to add something?

BT: add "unless it is required to support availability requirements"

NTT: we had the same issue with no unnecessary services

Huawei: deactivated features may still need to be activated

Ericsson: precondition need to be modified

Decision: 

The document was revised to S3-152032.



S3-152032
Adding a test case related to the requirement 5.3.3.1.3 “Automatic launch of removable media”





33.117 v0.1.1





Source: NEC India Private Limited

(Replaces S3-151761)

Decision: 

The document was approved.



S3-151776
SCAS: Adding test case for 5.3.3.1.5 - Protection from buffer overflow





33.117 v..





Source: Alcatel-Lucent

Discussion: 

ALU: MME is correct in last sentence

conclusion: 2 typos to be corrected

Decision: 

The document was revised to S3-152033.



S3-152033
SCAS: Adding test case for 5.3.3.1.5 - Protection from buffer overflow





33.117 v..





Source: Alcatel-Lucent

(Replaces S3-151776)

Decision: 

The document was approved.



S3-151714
Fixing the test case related to the requirement 5.3.3.3.4 “System robustness against unexpected input”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to fix the reference in the test case related to the requirement 5.3.3.3.4 of TS 33.117.

Decision: 

The document was approved.



S3-151747
Alternative for 5.3.4, Web server hardening: CIS Level 1





33.117 v..





Source: TeliaSonera AB

Abstract: 

This contribution proposes an alternative for ch. 5.3.4 in TS 33.117: requirements and test cases as defined by the CIS benchmarks of type Level 1 and Scored.

Discussion: 

Nokia Networks: CIS is maybe not used for networks

TeliaSonera: we are not planning to fill the whole TS with CIS references

ALU: generic text as for S3-151709 could apply also here to allow other tools to be used as well

TeliaSonera: there is no already made test tool to use

Deutsche Telekom: Do you not in general need to map the results?

NTT DOCOMO: you can run CIS against some web servers (APACHE) but not against everything (e.g. NGINX)

ALU: tester could specify which test tool they use

NTT DOCOMO: but the tester is doing the mapping against CIS

TeliaSonera: we also have to chose which requirements should be there

NTT DOCOMO: are we missing requirements that CIS has?

TeliaSonera: CIS has probably a wider coverage

chair: are we agreeing to have CIS requirements?

Nokia Networks: it is a fundamental question as it may apply to other things like operating systems etc. so giving the control away to another organisation needs to be thought through

chair: it seems people need more time to think about this

Decision: 

The document was rejected.



S3-151746
Test cases for 5.3.4: Web server hardening





33.117 v..





Source: TeliaSonera AB

Abstract: 

This contribution proposes test cases for several of the requirements in ch. 5.3.4 of TS 33.117.

Discussion: 

ALU: we have S3-151747 is on the same section how do we continue?

chair: S3-151747 was not agreed

NTT DOCOMO: test guidance in case of CIS? would add "For test guidance see e.g. CIS" but if CIS does not cover all of our requirements then this will not work

NTT DOCOMO: we can add that it could also be done with a test tool and whenever using a test tool then the tester has to document that all requirements are covered

chair: seems like sentence as in S3-151709

Nokia Networks: yes, we need to indicate that CIS is not covering all our requirements

Nokia Networks: test guidance on Apache and IIS will be taken out?

TeliaSonera: guidance text may still help testers

NTT DOCOMO: we do not have this guidance for ...

Nokia Networks: would be different from how we handle other test cases

conclusion: TeliaSonera and NTT DOCOMO will work on a new section 5.3.4.0;

hanging paragraph has to be moved in new section as well;

test guidance on Apache & IIS will be removed

Decision: 

The document was revised to S3-152035.



S3-152035
Test cases for 5.3.4: Web server hardening





33.117 v..





Source: TeliaSonera AB

(Replaces S3-151746)

Decision: 

The document was approved.



S3-151894
SCAS: Mapping TR.33.806 Annex D.5.4.2 (Port Scanning) test case to TS’s.   





33.117 v..





Source: Alcatel-Lucent

Discussion: 

chair: sentence as in S3-151709 about other tools that can be used and how to document this should be added

Decision: 

The document was revised to S3-152036.



S3-152036
SCAS: Mapping TR.33.806 Annex D.5.4.2 (Port Scanning) test case to TS’s.   





33.117 v..





Source: Alcatel-Lucent

(Replaces S3-151894)

Decision: 

The document was approved.



S3-151895
SCAS: Mapping TR.33.806 Annex D.5.4.3 (Vulnerability Scanning) test case to TS’s.   





33.117 v..





Source: Alcatel-Lucent

Discussion: 

same comment as for S3-151894

Decision: 

The document was revised to S3-152037.



S3-152037
SCAS: Mapping TR.33.806 Annex D.5.4.3 (Vulnerability Scanning) test case to TS’s.   





33.117 v..





Source: Alcatel-Lucent

(Replaces S3-151895)

Decision: 

The document was approved.



S3-151716
Adding a test case related to the requirement 5.4.4 “Robustness and fuzz testing”





33.117 v0.1.1





Source: TELECOM ITALIA S.p.A.

Abstract: 

This contribution proposes to add a test case related to the requirement 5.4.4 of TS 33.117.

Discussion: 

Nokia Networks: overlap with S3-151778 from ALU?

ALU: S3-151778 is a transfer from the TR

chair: offline discussion whether separate test case or merging S3-151716 and S3-151778

after offline discussion: S3-151778 will be revised into S3-152050 and S3-151716 parts will be merged into S3-152050

Decision: 

The document was merged.



S3-151778
SCAS: Mapping TR.33.806 Annex D.5.4 test case to TS’s





33.117 v..





Source: Alcatel-Lucent

Discussion: 

after offline discussion: S3-151778 will be revised into S3-152050 and S3-151716 parts will be merged into S3-152050

Decision: 

The document was revised to S3-152050.



S3-152050
SCAS: Mapping TR.33.806 Annex D.5.4 test case to TS’s





33.117 v..





Source: Alcatel-Lucent

(Replaces S3-151778)

Discussion: 

revision of S3-151778 including merged parts of S3-151716

Decision: 

The document was approved.



S3-151777
SCAS: Test case for TS.33.117 5.2.6.2.2 – Interface Robustness Requirements





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-151774
SCAS:Addressing duplication of events in requirement 5.2.6.3.1 “Network Device Security event logging”   





33.117 v..





Source: Alcatel-Lucent

Discussion: 

Telecom Italia: we have now 2 sections about logging, is this needed?

Deutsche Telekom: we had a separate section on devices but no problem to merge them, can be done for next meeting

chair: we could add in Editor's note in S3-151774 that sections will be merged next time

conclusion: editor's note will be added to merge the sections

Decision: 

The document was revised to S3-152038.



S3-152038
SCAS:Addressing duplication of events in requirement 5.2.6.3.1 “Network Device Security event logging”   





33.117 v..





Source: Alcatel-Lucent

(Replaces S3-151774)

Decision: 

The document was approved.



S3-151834
Requirement No Unnecessary or Insecure Services Protocol





33.117 v..





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-151773
Status of SCAS requirements vs test cases in TS 33.116





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-151964.



S3-151964
Updated Status of SCAS requirements vs test cases in TS 33.116





Source: Alcatel-Lucent

(Replaces S3-151773)

Decision: 

The document was revised to S3-152042.



S3-152042
Updated Status of SCAS requirements vs test cases in TS 33.116





Source: Alcatel-Lucent

(Replaces S3-151964)

Discussion: 

Nokia Networks: nothing in red?

ALU: https needs to be reviewed

Decision: 

The document was noted.



S3-151772
Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-151963.



S3-151963
Updated Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent

(Replaces S3-151772)

Decision: 

The document was revised to S3-152041.



S3-152041
Updated Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent

(Replaces S3-151963)

Discussion: 

NTT DOCOMO: next conference call in 3 weeks and then every 2 weeks

Decision: 

The document was noted.



S3-151971
Discussion on Way forward with TRs 33.806 and 33.916





Source: Nokia Networks

Discussion: 

proposals:

-
Take a decision on the alternative ways forward for TR 33.806;

-
TR 33.916 should not be submitted to SA for approval in this shape. Form a small task force to prepare a first draft of a pCR to 33.916, then discuss at conf calls announced on SA3 list. Furthermore, SECAG should be invited to review the relevant clause of 33.916, esp. clauses 6 and 7.

TR 33.806 discussion:

Telecom Italia: would prefer alt.C, priority has to be put on TSs; not against generalization but has to see what it means

chair: everyone fine to abandon TR 36.806? seems majority is for alt.C

Nokia Networks: what about alt.C*? MME and generic part should be separated in a new TR

NTT DOCOMO: alt.C keeping up to assets, no requirements

MCC: 900 series TRs cannot be used as a scratch pad

Nokia Network: if no Rapporteur for new TR then we have to fall back from alt.C to alt.A

conclusion for 33.806: alt.C is chosen, TR 33.806 will be abandoned (not bringing it under CR control) and new TR of 900 series (Rapporteur: Huawei) will be created;

TR 33.916 discussion:

chair: volunteers?

conclusion for 33.916: Nokia Networks will lead a group of ~6 people to clean up the TR; TR will not be sent to TSG #69

Decision: 

The document was noted.



S3-152039
TS 33.116 (status after SA3 #80, for information to TSG)





Source: NTT DOCOMO

Decision: 

The document was for email discussion and approved.



S3-152040
TS 33.117 (status after SA3 #80, for information to TSG)





Source: NTT DOCOMO

Decision: 

The document was for email discussion and approved.



S3-152043
Cover for TS 33.116 (presentation to TSG for information)





Source: NTT DOCOMO

Discussion: 

NTT DOCOMO: do we need to mention the pilot?

Nokia Networks: not needed, it is just mentioned in an old TR, we can say many test cases are still open

Decision: 

The document was approved.



S3-152044
Cover for TS 33.117 (presentation to TSG for information)





Source: NTT DOCOMO

Decision: 

The document was approved.



7.11
Security Aspects related to Machine-Type Communication

S3-151737
LS on the risk of IMSI exposure at the SCEF





Source: S2-152123

Decision: 

The document was noted.



7.11.1
Architecture Enhancements for Service capability Exposure

S3-151932
Security requirements for Service Capability Exposure Function (SCEF)





33.187
  CR-0003  (Rel-13) v12.2.0





Source: Ericsson LM

Abstract: 

SA2 has incorporated the new architecture for Service Capability Exposure Function (SCEF) into their TS 23.682. 

This paper proposes to introduce the security requirements for the SCEF, the reference point SCEF – 3GPP Network Entity and the reference point Application – 3GPP Network Entity into TS 33.187.

Discussion: 

MCC: CR number missing, wrong WI code (MTC) on CR cover

Decision: 

The document was revised to S3-151967.



S3-151967
Security requirements for Service Capability Exposure Function (SCEF)





33.187
  CR-0003  rev 1 (Rel-13) v12.2.0





Source: Ericsson LM

(Replaces S3-151932)

Abstract: 

This paper proposes to introduce the security requirements for the SCEF, the reference point SCEF – 3GPP Network Entity and the reference point Application – 3GPP Network Entity into TS 33.187.

Discussion: 

MCC: CR number missing on CR cover, no revision marks allowed on CR cover, still wrong WI code field on CR cover, clauses affected missing, affected specs not ticked

ALU: reference point is missing

Ericsson:

Decision: 

The document was revised to S3-152092.



S3-152092
Security requirements for Service Capability Exposure Function (SCEF)





33.187
  CR-0003  rev 2 (Rel-13) v12.2.0





Source: Ericsson LM

(Replaces S3-151967)

Decision: 

The document was agreed.



S3-151937
Security procedures for reference point SCEF – 3GPP Network Entity





33.187
  CR-0004  (Rel-13) v12.2.0





Source: Ericsson LM

Abstract: 

This paper proposes to introduce the security solutions for supporting service exposure and monitoring enhancements via the SCEF into TS 33.187.

Discussion: 

MCC: wrong WI code (MTC) on CR cover; CR number missing on CR cover

Decision: 

The document was revised to S3-151968.



S3-151968
Security procedures for reference point SCEF – 3GPP Network Entity





33.187
  CR-0004  rev 1 (Rel-13) v12.2.0





Source: Ericsson LM

(Replaces S3-151937)

Abstract: 

This paper proposes to introduce the security solutions for supporting service exposure and monitoring enhancements via the SCEF into TS 33.187.

Discussion: 

MCC: CR number missing on CR cover, no revision marks allowed on CR cover, still wrong WI code field on CR cover

security procedures to be added

Decision: 

The document was revised to S3-152093.



S3-152093
Security procedures for reference point SCEF – 3GPP Network Entity





33.187
  CR-0004  rev 2 (Rel-13) v12.2.0





Source: Ericsson LM

(Replaces S3-151968)

Decision: 

The document was agreed.



S3-152094
TR 33.889 (for approval to TSG)





Source: Samsung

Discussion: 

MCC: a TR shall not have editor's notes/ffs or empty sections

Decision: 

The document was agreed.



S3-152095
Cover sheet for TR 33.889 (for approval at TSG)





Source: Samsung

Discussion: 

chair: TR is for 1-step approval i.e. for information and approval

Decision: 

The document was approved.



7.11.2
Monitoring Enhancements

7.11.3
Group based Enhancements

7.12
Mission Critical Push to Talk over LTE t

S3-151815
[MCPTT] Addition of the MCPTT architecture to the MCPTT TR





33.879 v..





Source: CESG

Abstract: 

This submission adds content from TS 23.179 which summarises the architecture of MCPTT.

Discussion: 

Orange: do we need to copy from other TS? we would need to modify if they modify in SA6

CESG: I kept it to the minimum, we usually have some architecture description in SA3;

Orange: then add an editor's note that we have to align with SA6 from time to time

Nokia Networks: picture is out-of-date

conclusion: editor's note will be added and figure will be updated

Decision: 

The document was revised to S3-152045.



S3-152045
[MCPTT] Addition of the MCPTT architecture to the MCPTT TR





33.879 v..





Source: CESG

(Replaces S3-151815)

Decision: 

The document was approved.



S3-151816
[MCPTT] Solution to add KMS function and interfaces





33.879 v..





Source: CESG

Abstract: 

This contribution provides a KMS as a functional entity and provides a mechanism for distributing user-specific key material

Discussion: 

CESG: key management server is not used for authentication

Qualcomm: would be useful to have an editor's note whether KMS functionality in MCPTT and IMS media security is different or same is ffs;

Vodafone: what would we have to study?

Morpho: functionality generic for all MCPTT service provider?

CESG: is not shared, belongs just to one MCPTT provider

conclusion: editor's note in general section

Decision: 

The document was revised to S3-152046.



S3-152046
[MCPTT] Solution to add KMS function and interfaces





33.879 v..





Source: CESG

(Replaces S3-151816)

Decision: 

The document was approved.



S3-151901
Key Issue: Privacy of MCPTT Identity





33.879 v..





Source: Huawei, HiSilicon

Discussion: 

ALU: similar requirement in 4.6.1

Samsung: suggests to revise the pCR

Motorola Solutions: "to protect application identities from other layers" would be enough

conclusion: editor's note at end of pCR "entities to be protected are ffs"

Decision: 

The document was revised to S3-152047.



S3-152047
Key Issue: Privacy of MCPTT Identity





33.879 v..





Source: Huawei, HiSilicon

(Replaces S3-151901)

Decision: 

The document was approved.



S3-151904
Update the Reference and Security Asset for MCPTT





Source: Huawei, HiSilicon

Discussion: 

Nokia Networks: "private user identity" is already a term referring to IMSI in IMS; they do not have this definition in SA6;

Samsung: SA6 removed the sentence

Motorola Solutions: they also modified other things

Huawei: did SA6 remove it because it is in our scope?

Motorola Solutions: SA6 identities will become more clear from our input

Huawei: we should reference ID in SA6 to avoid alignment

conclusion: last change will be removed

Decision: 

The document was revised to S3-152048.



S3-152048
Update the Reference and Security Asset for MCPTT





Source: Huawei, HiSilicon

(Replaces S3-151904)

Decision: 

The document was approved.



S3-151976
LS on Identity Contributions Agreed within SA6 (S6-150992; to: SA3; cc: -; contact: UK Home Office)





Source: S6-150992

Decision: 

The document was noted.



S3-151743
MCPTT Identities





Source: Motorola Solutions Danmark A/S

Abstract: 

This contribution proposes definitions of the MCPTT user identity, the MCPTT signalling plane identities and the MCPTT identity of the human user.

Discussion: 

see S3-152034

Decision: 

The document was withdrawn.



S3-152034
MCPTT identities with SA6 LS S6-150992





33.879 v..





Source: Motorola Solutions

Abstract: 

replaces S3-151743

Discussion: 

Interdigital: "two or more" in 7.x.3 should say "one or more"

Motorola Solutions: is stable in SA6, do we want to reference or copy SA6 text here

Qualcomm: prefers to introduce the terminology and then reference to SA6 document

chair: ok

Huawei: 7.x.1.2: "user" should be removed in title as this does not exist in SA6

chair: if SA6 has it, then we need to have it as well otherwise we need to remove it

Orange: why are the subsections needed, we can simply reference to SA6

conclusion:  section 4.3 will  be used (instead of 7.x) and reference to 23.179 will be inserted (and subsections will be removed)

Decision: 

The document was revised to S3-152049.



S3-152049
MCPTT identities with SA6 LS S6-150992





33.879 v..





Source: Motorola Solutions

(Replaces S3-152034)

Decision: 

The document was approved.



S3-151846
Discussion: MCPTT User Authentication and Registration using OpenID Connect 1.0





33.879 v..





Source: Alcatel-Lucent, Motorola Solutions Inc.

Abstract: 

This contribution describes the procedure for Single sign-on based MCPTT user authentication and registration to MCPTT Service using the OpenID Connect protocol.

Discussion: 

see related pCR in S3-151742

Decision: 

The document was noted.



S3-151742
Detailed MCPTT User authentication and registration





33.879 v..





Source: Motorola Solutions Danmark A/S

Abstract: 

This contribution describes the detailed flow for MCPTT user authentication and registration to MCPTT Service using the OpenID Connect protocol.

Discussion: 

see related discussion paper in S3-151846

Orange: relation of the 2 parts a bit confusing

Gemalto: step 1 below fig. 7.x-1: there should be no option

Orange: remove "Any of the existing ..." in step 1 (section 7.x) and say 33.203 applies; remove note in step 2 (section 7.x.2)and say "For this authentication TS 33.203 applies instead of "performs SIP registration with the SIP Core"

Interdigital: usually you study existing solutions and see whether they can be used; suggests a note that solution has to be checked against existing solutions in SSO;

Qualcomm: we can clarify that this is one solution but that interested companies can come up with another solution

Interdigital: new solutions have to be checked against existing solutions

Qualcomm: but for MCPTT there was no solution so far

Interdigital: but you should check first how existing solutions can be used for MCPTT

Motorola Solutions: agrees that it needs to be checked before going to a TS but we are adding here one solution in the TR

Gemalto: would like to add an editor's note that we do not exclude to have another solution

CESG: ALU/Motorola proposal is one solution, no one prevents to look also in SSO solution

Ericsson: can understand Interdigital comment that we usually reuse existing functionality if possible

ALU: application layer security is considered here and is something new; there is no SSO proposal on the table so far

Qualcomm: direct applicability of SSO is not clear but we are fine to add an editor's note

Gemalto: 3GPP has always tried to reuse existing functionality

Interdigital: it is up to the proponent to show that the proposed solution is preferable compared to other existing solutions;

chair: 7 is about solutions and 7.x is one solution

Telecom Italia: is there consensus to put this solution into the TR? would not be happy to include this solution in the TR already

Orange: if a new solution is proposed then we need a rationale to explain why a new solution is needed

CESG: SSO is for IMS but it does not apply to MCPTT

Motorola Solutions: SA3 SSO spec is a TR and not a TS

Interdigital: but it has a list of solutions

Qualcomm: after step 8 we have too many SA6 details that should be removed

Motorola Solutions: Access Token discloses the identity so 10a. text in the 2nd fig. should be updated

ALU: protected token is our intention

Qualcomm: after step 9 insert a fat box "MCPTT UE is using the token ..."

Morpho: S3-152034 with SA6 identities is reflected here already?

CESG: why are step 6 and step 7 needed in 2nd fig.

ALU: these steps are from an RFC

Orange: align step numbering of first and second part of the TR by e.g. using 2a/2b etc. that we do not have a different number of steps

CESG: 7.x.1.1: quite implementation specific solution, mitigating an attack that may or may not exist, so editor's note needed for it

Orange, Telecom Italia: do not want to add the pCR to the TR, avoiding a long list of solutions (bad examples in the past)

Orange: rationale for this solution is missing

NTT DOCOMO: shows of hands to see who wants to get it in, get it in with editor's note or not get it in

show of hands:

pCR should go in now:   Moto, BB, Samsung, Airbus, ALU, CESG, BT: 7

pCR should go in now with an editor's note: Moto, ALU, QC, NIST, Ericsson, Airbus, Interdigital, Samsung, Vodafone, CESG, BT, Oberthur: 12

pCR should not go in now (without rationale): Telecom Italial, Gemalto, Orange, Morpho: 4

=> we go for including it with editor's note

conclusion: revised in S3-152051 adding an editor's note

Decision: 

The document was revised to S3-152051.



S3-152051
Detailed MCPTT User authentication and registration





33.879 v..





Source: Motorola Solutions Danmark A/S

(Replaces S3-151742)

Decision: 

The document was approved.



S3-151865
IMS Authentication





33.879 v0.2.0





Source: Gemalto N.V., TeliaSonera

Discussion: 

MCC: wrong WI code in Tdoc request

Orange: as specified in 33.203 is enough, remove the rest

Decision: 

The document was revised to S3-152052.



S3-152052
IMS Authentication





33.879 v0.2.0





Source: Gemalto N.V., TeliaSonera

(Replaces S3-151865)

Decision: 

The document was approved.



S3-151873
Authentication Procedure for MCPTT 





Source: Samsung

Discussion: 

Morpho: what is SIP Core Authentication?

Nokia Networks: multiple incorrect 33.203 references

Samsung: fine to remove first paragraph in step A

Nokia Networks: trusted node authentication is specified in 33.203

CESG: SA6 has only decided that interface used by SIP Core is an IMS based interface

Orange: Gm interface between UE and SIP Core then we should refer to this spec

CESG: there are still a number of vague points in SA6 specs, the Tdoc is in line with the current SA6 status but we need further clarifications

Nokia Networks: current SA6 spec are missing a Cx interface so you cannot use AKA

ALU: main value of the proposal is step 6

Ericsson: should we ask SA6 a few questions?

Orange: in 23.319 several times IMS Core

chair: we need clarification regarding Cx interface and IMS Core/SIP Core aspect, check 23.179 offline

Decision: 

The document was revised to S3-152086.



S3-152086
Authentication Procedure for MCPTT 





Source: Samsung

(Replaces S3-151873)

Decision: 

The document was approved.



S3-151899
Authentication of MCPTT User





Source: Huawei, HiSilicon

Decision: 

The document was withdrawn.



S3-151900
Service Authorization of MCPTT User





Source: Huawei, HiSilicon

Discussion: 

chair: same as S3-151873 some more checks needed

ALU: in assistance call flow this exists already, that authorization is needed is already known (see SA6 TS)

It turned out that the pCR is not needed

Decision: 

The document was withdrawn.



S3-151817
[MCPTT] Solution for MCPTT Group Security





33.879 v..





Source: CESG

Abstract: 

This contribution provides a mechanism for creating a security context to protect MCPTT group communications.

Discussion: 

ALU: suggests to check with SA6 regarding subscriber notify

CESG: needs to be clarified with SA6 whether HTTP/SIP etc. is used but this is not a problem for this pCR

Ericsson: very similar to ProSe group session layer

Morpho: how do you get reprovision keys in UE?

CESG: if never online it needs to be preloaded on the device

Decision: 

The document was approved.



S3-151818
[MCPTT] Solution for creating a MCPTT Private Call security context





33.879 v..





Source: CESG

Abstract: 

This contribution provides a mechanism for creating a security context to protect MCPTT private calls.

Discussion: 

CESG: can add a note at end of general section that it is not protecting the identities

Decision: 

The document was revised to S3-152054.



S3-152054
[MCPTT] Solution for creating a MCPTT Private Call security context





33.879 v..





Source: CESG

(Replaces S3-151818)

Decision: 

The document was approved.



S3-151819
[MCPTT] Solution for MCPTT Media Security (SRTP)





33.879 v..





Source: CESG

Abstract: 

The contribution provides a mechanism for protecting media streams using SRTP.

Decision: 

The document was approved.



S3-151820
[MCPTT] Solution for MCPTT Floor Control Security (SRTCP)





33.879 v..





Source: CESG

Abstract: 

The contribution provides a mechanism for protecting floor control using SRTCP.

Discussion: 

ALU: step 0 not fully clear

Decision: 

The document was revised to S3-152055.



S3-152055
[MCPTT] Solution for MCPTT Floor Control Security (SRTCP)





33.879 v..





Source: CESG

(Replaces S3-151820)

Decision: 

The document was approved.



S3-151866
Discussion paper: Protecting MCPTT Application content in SIP messages





33.879 v..





Source: Alcatel-Lucent

Discussion: 

Morpho: unclear whether some aspects are under SA6 or under SA2 control

Decision: 

The document was noted.



S3-151867
pCR: Protecting MCPTT Information in SIP message with S/MIME 





33.879 v..





Source: Alcatel-Lucent

Decision: 

The document was postponed.



S3-152056
LS on clarification on SA6 architecture (to: SA6, SA2, CT1; cc: -; contact: CESG)





Source: CESG

Discussion: 

Morpho: MCPTT signalling?

CESG: can use MCPTT messages

Decision: 

The document was approved.



S3-151874
End-to-end Security for MCPTT Private Call





33.879 v..





Source: Samsung

Discussion: 

CESG: a couple security requirements that are not met, would like to add editor's note for it: ffs whether SDES meats the security requirements for users in a call (can be in 7.x.1 or 7.x.2)

Ericsson: communication end points need to be authenticated to each other?

Qualcomm: fine with editor's note

CESG: SDES doesn't protect the keys when they are transferred through the network; would like to add another editor's note for it

conclusion: 2 editor's notes will be added

Decision: 

The document was revised to S3-152059.



S3-152059
End-to-end Security for MCPTT Private Call





33.879 v..





Source: Samsung

(Replaces S3-151874)

Decision: 

The document was approved.



S3-151903
GCSE-based Security Solution for MCPTT





33.879 v..





Source: Huawei, HiSilicon

Discussion: 

ALU: expecting that BM-SC is  introduced in our network for conferencing?

CESG: MBMS security uses SRTP so note requested at end of 7.x.1: MBMS security cannot be used in conjunction with media plane security

ALU: 7.x.1: remove "The application signalling and"

conclusion: addd CESG note and remove text as suggested from ALU

Decision: 

The document was revised to S3-152060.



S3-152060
GCSE-based Security Solution for MCPTT





33.879 v..





Source: Huawei, HiSilicon

(Replaces S3-151903)

Decision: 

The document was approved.



S3-151860
Cover sheet for skeleton MCPTT TS





33.179 v..





Source: CESG

Discussion: 

MCC: wrong Tdoc type "TS or TR cover" used, this is a discussion Tdoc

Decision: 

The document was noted.



S3-151861
Skeleton for MCPTT TS





33.179 v..





Source: CESG (MCPTT Rapporteur)

Discussion: 

ALU: table of contents need to be updated

MCC: please add TS 33.179

Decision: 

The document was revised to S3-152061.



S3-152061
Skeleton for MCPTT TS





33.179 v..





Source: CESG (MCPTT Rapporteur)

(Replaces S3-151861)

Decision: 

The document was agreed.



S3-151717
MCPTT UE Registration and User Authentication





Source: Motorola Solutions Danmark A/S

Abstract: 

This contribution proposes a method for securely registering a MCPTT UE and securely authenticating and authorizing a MCPTT user for a specified MCPTT domain.

Decision: 

The document was withdrawn.



S3-151744
MCPTT Media and Signalling Security Using SDES





Source: Motorola Solutions Danmark A/S

Abstract: 

This contribution proposes using SDES as an optional method for securing MCPTT media and signalling.

Decision: 

The document was withdrawn.



S3-152062
TR 33.879 (status after SA3 #80)





Source: CESG

Abstract: 

will not be provided to TSG

Decision: 

The document was agreed.



7.13
Other Areas

8
Studies

8.1
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-151845
Clean-up of SSO TR 33.995





33.995 v..





Source: Ericsson LM

Abstract: 

This contribution proposes to clean-up the TR 33.895 according to the comments from MCC and SA plenary before re-sending for approval. 

Decision: 

The document was revised to S3-152107.



S3-152107
Clean-up of SSO TR 33.995





33.995 v..





Source: Ericsson LM

(Replaces S3-151845)

Decision: 

The document was agreed.



S3-152106
Cover sheet for TR 33.995 to present it to TSG for approval





Source: Ericsson

Decision: 

The document was approved.



8.2
Security Assurance Methodology for 3GPP Network Elements

Telecom Italia: what is AI 8.2 for?

chair: for TR 33.913 which still needs to be provided for approval to TSG SA

8.3
Subscriber Privacy Impact in 3GPP

S3-151850
Some Security Requirement Supplement when Collecting PII





Source: China Mobile Com. Corporation

Abstract: 

This contribution intends to add some security requirement in the process of collecting personal data for TR33.849 section 5.3.1.3.

Decision: 

The document was postponed.



S3-151854
Condensed threats





Source: China Unicom, CATR, China Mobile, ZTE Corporation

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151856
Mitigation technology for privacy consideration





Source: China Unicom,  CATR, China Mobile, ZTE Corporation

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151754
Some Security Requirement Supplement when Collecting PII





Source: China Mobile Com. Corporation

Abstract: 

This contribution intends to add some security requirement in the process of collecting personal data for TR33.849 section 5.3.1.3.

Decision: 

The document was withdrawn.



8.4
IMS Enhanced Spoofed Call Prevention and Detection

S3-151793
Consideration on identity extension for P-Asserted-Identity





33.832 v0.2.0





Source: NEC

Abstract: 

Proposing to use the Identity-Extension header field for assuring the P-Asserted-Identity for 3GPP consideration.

Discussion: 

AT&T: content and front header cannot be different;

Decision: 

The document was approved.



S3-152116
TR 33.832 (status after SA3 #80)





Source: Sprint

Discussion: 

TR will not be provided to TSG

Decision: 

The document was agreed.



8.5
Security for Proximity-based Services

S3-151729
LS on public safety discovery





Source: R1-152422

Discussion: 

moved from AI 6.1 to AI 8.5

Decision: 

The document was noted.



S3-151730
Reply LS on public safety discovery from SA3





Source: R1-153555

Decision: 

The document was noted.



S3-151734
LS reply on Public Safety discovery





Source: S2-151813

Discussion: 

Nokia Networks: so we should not exceed the 232 bits?

chair: correct

Decision: 

The document was noted.



S3-151731
Reply LS on public safety discovery





Source: R2-151723

Decision: 

The document was noted.



S3-151738
LS on assignment of Layer-2 ID for one-to-one ProSe Direct Communication





Source: S2-152693

Discussion: 

Intel: we have a contribution on this S3-151811

Qualcomm: another in S3-151960

Decision: 

The document was replied to in S3-151987.



S3-151987
Response LS S2-152693 = S3-151738 on assignment of Layer-2 ID for one-to-one ProSe Direct Communication (to: SA2; cc: -; contact: Qualcomm)





Source: Qualcomm

Decision: 

The document was approved.



S3-151811
Assignment of Layer-2 ID for one-to-many ProSe Communication





33.833 v..





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution proposes some additional Notes to the Security Flow Section for one-to-many ProSe communication. 

Discussion: 

Qualcomm: we do not need to change if we have no problem with what we specified so far;

ALU: KMF ensures uniqueness in the group and we should keep this;

see S3-151987 instead

Decision: 

The document was not agreed.



S3-151960
Discussion on response to LS from SA2 on Source Layer 2 IDs





Source: QUALCOMM Incorporated

Discussion: 

MCC: unclear from Tdoc request to which LS in this LS out is related (S2-152693 = S3-151738 ?); not using the normal LS template;

see S3-151987 instead

Decision: 

The document was not agreed.



S3-151755
LS on Requirement for Identifying Remote ProSe UE and its Subscriber in  EPC





Source: S3i150241

Decision: 

The document was noted.



S3-151840
Scope Change





33.833 v..





Source: Huawei, HiSilicon

Discussion: 

ALU: for which spec is this pCR?

Huawei: TR

Qualcomm: should be for 4.1.3

Decision: 

The document was approved.



S3-151957
Obtaining security parameters for protection of Public Safety Direct Discovery messages on PC5 interface





33.833 v..





Source: QUALCOMM Incorporated

Discussion: 

Morpho: You have to be on the network?

Qualcomm: yes

Morpho: but this is just one solution, correct?

Qualcomm: yes

Decision: 

The document was approved.



S3-151839
Correction of Figure in Clause 8.3.3.3.1





33.833 v..





Source: Huawei, HiSilicon

Discussion: 

Qualcomm: please provide figures with black text;

Nokia Networks: alignment with other figures?

Decision: 

The document was approved.



S3-151893
Security of Restricted Discovery with application-controlled extension





33.833 v1.4.0





Source: ZTE Corporation, China Unicom

Discussion: 

Ericsson: only a solution for integrity protection and not for encryption?

ZTE: correct

Ericsson: is rather complicated for addressing just a part, there are other solutions

Qualcomm: value of 2 keys (compared to 1 key) is unclear

after offline discussion: can include pCR into the TR with an editor's note about the use case and security value of doing security checks at same place and that this is a solution for integrity protection only

Decision: 

The document was revised to S3-151988.



S3-151988
Security of Restricted Discovery with application-controlled extension





33.833 v1.4.0





Source: ZTE Corporation, China Unicom

(Replaces S3-151893)

Decision: 

The document was approved.



S3-151940
Privacy threat on PC2 interface in Restricted Discovery 





33.833 v..





Source: Ericsson LM

Abstract: 

This contribution identifies the privacy threat and the related security requirement on the PC2 interface in the ProSe architecture in TS 23.303.

Decision: 

The document was approved.



S3-151946
Comments to Solution #8.3.1 ‘Obtaining the security parameters needed for ProSe Restricted Discovery’  





33.833 v..





Source: Ericsson LM

Abstract: 

This contribution proposes to clarify a number of issues that have been identified in the solution in clause 8.3.9 ‘Solution #8.3.9 Obtaining the security parameters needed for ProSe Restricted Discovery’.

Discussion: 

part of it merged with S3-151952 into S3-151989

Decision: 

The document was merged.



S3-151951
Obtaining security parameters for protection of Restricted Discovery messages on PC5 interface





33.833 v..





Source: QUALCOMM Incorporated

Discussion: 

Ericsson: would like to add some clarification that we have in S3-151946: 2 tables of 8.3.9.2;

Qualcomm: does not necessarily agree to the tables; hidden assumption that we use the 3 types of encryption; but we could discuss adding tables to S3-151952

Decision: 

The document was approved.



S3-151952
Protection of Restricted Discovery messages on PC5 interface





33.833 v..





Source: QUALCOMM Incorporated

Discussion: 

chair: adding the 2 tables of S3-151946?

Ericsson: In general section 8.3.Z.1 but we need to do some changes to match

Qualcomm: agrees that we need to adapt terms

Decision: 

The document was revised to S3-151989.



S3-151989
Protection of Restricted Discovery messages on PC5 interface





33.833 v..





Source: QUALCOMM Incorporated

(Replaces S3-151952)

Abstract: 

revision of S3-151952 including also parts of S3-151946

Decision: 

The document was approved.



S3-151911
Making the processing of confidentiality protected ProSe Codes more efficient: new key issue and a solution 





33.833 v..





Source: Ericsson LM

Abstract: 

This contribution proposes a new key issue and a solution for making the processing of scrambled ProSe codes more efficient. The new key issue is related to potential new Denial of Service attacks in PC5 interface if ProSe Codes are scrambled. The solution proposes that PC5 interface is enhanced by adding a hint of the scrambling key. One potential method of constructing the key hint is described. 

Discussion: 

TNO: unclear to which extent you are weakening the security (6 bits)

Ericsson: you cannot achieve both

Qualcomm: has similar concerns how it would affect tracking, need more analysis before we can go forward with it;

chair: so it seems an editor's note about impact on tracking is requested;

Qualcomm: overall processing in UE  needs to be kept low as well, so requirements need to be adapted;

Ericsson: proposal is a compromise;

Qualcomm: "minimizing DoS attack" is not enough, we need to be more clear

conclusion: revised to add editor's note and to reformulate requirement

Decision: 

The document was revised to S3-151990.



S3-151990
Making the processing of confidentiality protected ProSe Codes more efficient: new key issue and a solution 





33.833 v..





Source: Ericsson LM

(Replaces S3-151911)

Decision: 

The document was approved.



S3-151848
GBA and GBApush solutions for ProSe security





33.833 v..





Source: Ericsson LM

Abstract: 

This contribution proposes to add GBApush-based solution also under one-to-one security and to add GBA-based solution clauses also under UE-to-Network Relay security. 

Decision: 

The document was approved.



S3-151943
Combined ProSe Relay and one-to-one security solution





33.833 v..





Source: Ericsson

Abstract: 

Based on the analysis in S3-151939, this contribution proposes a new solution which combines the solutions #8.1.2 using GBApush and #8.2.1.1 using GBA.

Discussion: 

Qualcomm: UE is just a relay

ALU: with PC4 configuration GBA push via UB interface, UE is informed about the address, so PC4 has no impact, proposal is ok;

UE does not need to know whether it  is coming from ProSe function or BSF

Morpho: step 1 under network coverage and after 2 years ...

Ericsson:  ... or IMSI and GBA push

chair: so it seems further offline discussion is needed to understand this better

Decision: 

The document was revised to S3-152053.



S3-152053
Combined ProSe Relay and one-to-one security solution





33.833 v..





Source: Ericsson

(Replaces S3-151943)

Decision: 

The document was approved.



S3-151959
Proposed update to solution #8.2.2.2 in TR33.833





33.833 v..





Source: QUALCOMM Incorporated

Discussion: 

Ericsson: what about long-term keys?

Qualcomm: "longer term" would maybe a better description;

Ericsson: direction 1-1 communication: what would be the long term keys?

Qualcomm: we could have a note explaining what we mean by long-term keys

Morpho: chosen algorithms shall be deleted or the algorithms?

Qualcomm: choice of algorithms is thrown away

Ericsson: there are some duplications in the text

conclusion: note explaining long-term key will be added, "choice of algorithm" will be used, note after step 2, some editorials to be solved with Ericsson

Decision: 

The document was revised to S3-151994.



S3-151994
Proposed update to solution #8.2.2.2 in TR33.833





33.833 v..





Source: QUALCOMM Incorporated

(Replaces S3-151959)

Decision: 

The document was approved.



S3-151898
removing a redundant figure in clause 8.1.2.2





33.833 v1.4.0





Source: ZTE Corporation, China Unicom

Discussion: 

Ericsson: supports the change

Decision: 

The document was approved.



S3-151838
Algorithm Negotiation in Solution 8.1.6





33.833 v..





Source: Huawei, HiSilicon

Discussion: 

step 2 not complete

ALU: step numbers shall be in the figure

Decision: 

The document was revised to S3-151996.



S3-151996
Algorithm Negotiation in Solution 8.1.6





33.833 v..





Source: Huawei, HiSilicon

(Replaces S3-151838)

Decision: 

The document was approved.



S3-151837
Correction 8.1.7.2





33.833 v..





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-151958
Proposed update to solution #8.1.7 in TR 33.833





33.833 v..





Source: QUALCOMM CDMA Technologies

Discussion: 

ALU: step 2 reference to TR should be reference to TS

Ericsson: remote UEs do not know beforehand which relays they connect to

Qualcomm: there are some relay service codes

Ericsson: is this going to specific servers?

chair: can discuss offline, we will anyway see the revision

conclusion: step 0 some clarification needed, step 2: change TR to TS

Decision: 

The document was revised to S3-151997.



S3-151997
Proposed update to solution #8.1.7 in TR 33.833





33.833 v..





Source: QUALCOMM CDMA Technologies

(Replaces S3-151958)

Decision: 

The document was approved.



S3-151849
Out of coverage case ProSe relay solution using PRUK





33.833 v..





Source: Ericsson

Abstract: 

This contribution proposes to use GBApush for the Relay security solution using PRUK if the PKMF does not recognize the PRUK ID.

Discussion: 

conclusion: will be put into TR with additional editor's note (It needs to be decided by SA3 whether pull based or push based or both models are needed.)

Decision: 

The document was revised to S3-152000.



S3-152000
Out of coverage case ProSe relay solution using PRUK





33.833 v..





Source: Ericsson

(Replaces S3-151849)

Decision: 

The document was approved.



S3-151896
Security of UE-Network Relay supporting eMBMS





33.833 v1.4.0





Source: ZTE Corporation, China Unicom

Discussion: 

ALU: step 6 is not correct

ZTE: no, SA2 decided that group ID is assigned by relay

ALU: relay is listened to broadcast on behalf of remote UE; so still not clear to me

Qualcomm: why do not send key directly? previous hop may not be protected on bearer level

ZTE: would be ok to transmit MIKEY directly to remote node, maybe eMBMS has its own security

chair: what are the proposed changes?

Qualcomm: put PGK id into different message

Ericsson: eMBMS with ProSe no security from UE to eNode B, if security then on MBMS

chair: so proposed changes are not necessary it seems

Decision: 

The document was not agreed.



S3-151897
Security of Relay Service Code





33.833 v1.4.0





Source: ZTE Corporation

Discussion: 

ALU: step 5 after step 8? This is not clear from the description; why is there an arrow from step 4 to step 8?

ZTE: is just showing relation not signalling

chair: then arrow is not needed

conclusion: arrow from step 4 to step 8 will be removed

Decision: 

The document was revised to S3-152001.



S3-152001
Security of Relay Service Code





33.833 v1.4.0





Source: ZTE Corporation

(Replaces S3-151897)

Decision: 

The document was approved.



S3-151939
Evaluation of ProSe Relay security solutions





33.833 v..





Source: Ericsson 

Abstract: 

Evaluation of ProSe Relay security solutions

Discussion: 

Proposal 1: Preferably one and the same security solution should be adopted which can be used for both the Relay case and for one-to-one direct communication (when at least one UE is in coverage). 

Proposal 2: Solution #8.1.6 should not be preferred as there are more secure solutions available.

Proposal 3: Solutions #8.1.3, #8.1.5 and #8.2.1.2 should not be preferred as there are less complex solutions available. 

Proposal 4: Solution #8.1.2 (GBApush) is used as a fall-back mechanism to recover from the situation when the temporary shared secret has expired or has been lost by the Remote UE or the PKMF. This allows to set-up security for UE-to-network relay case even if the Remote UE is out of coverage.

Proposal 5: The combination of GBA-based solution #8.2.1.1 and GBApush-based solution #8.1.2 as described in S3-151943is adopted as the security solution for Relay case and one to one communication case. The solution is implemented in TS 33.303 in CR S3-151847. 

Qualcomm: not sure about the use case for proposal 1 (e.g. what if both are out-of-coverage for 1-1 communication?)

Ericsson: SA2 description is not so clear here, would be good to find a solution which covers both

Qualcomm: 2 solutions for 1-1 communication would not be so nice

chair: changing proposal 1 or adding something to proposal 1?

ZTE: 1-1 communication scenario is for public safety or not?

Qualcomm: is for public safety

Ericsson: maybe too early to decide about proposal 1

ALU: proposal 3: what if BSF is not there? 8.1.5 is simple and straight forward so why should it not be preferred?

Qualcomm: proposal 4: we are not convinced that we need push use cases

Ericsson: main problem is that lifetime would be exhausted when UE is out-of-coverage, we have already editor's note on the other Tdoc (where we need to see whether pull or push based is considered)

Ericsson: proposal 5 is still partly open as it is a combined solution but we would be happy to get comments on it

Qualcomm: allows separation of the keys, we could come to a simpler overall solution

conclusions: proposal 1 not yet decided (too early, scenarios to be studied further)

                   proposal 2, proposal 3 are agreed

                   proposal 4 and 5 are not yet decided

Decision: 

The document was noted.



S3-152005
TR 33.833 (for information/approval at TSG?)





Source: Qualcomm

Discussion: 

was misused for another Tdoc

Decision: 

The document was revised to S3-152079.



S3-152079
TR 33.833 (status after SA3 #80)





Source: Qualcomm

(Replaces S3-152005)

Discussion: 

was sent in the past to TSG for information, will not be sent to TSG this time

Decision: 

The document was agreed.



8.6
Security Aspects of Isolated E-UTRAN Operation for Public Safety

S3-151735
LS on progress of IOPS in SA2 and security study dependencies





Source: S2-152040

Discussion: 

ALU: they do not expect the security solution to be complete by next week

Samsung: we cannot have 2 or 3 solutions and say this may have architecture impacts, so we need to select a solution and we cannot wait until next quarter (see last sentence in the LS).

Decision: 

The document was replied to in S3-152096.



S3-152096
Response LS to S2-152040 = S3-151735 on progress of IOPS in SA2 and security study dependencies (to: SA2; cc: CT6; contact: General Dynamics)





Source: General Dynamics

Discussion: 

Qualcomm: no normative changes are expected

Morpho: for whom?

Morpho: CT6 should be in cc

Decision: 

The document was approved.



S3-151722
LS on proposed method of restricting access to IOPS cells (C1-152403; to: SA2, SA3; cc: SA1, RAN2; contact: AT&T)





Source: C1-152403

Discussion: 

Vodafone: would have expected that CT6 would be notified as well

Gemalto: SA1 answered in S3-151998

Decision: 

The document was replied to in S3-152097.



S3-152097
Reply to LS to C1-152403 = S3-151722 on proposed method of restricting access to IOPS cells (to: CT1; cc: SA1, SA2, RAN2, CT6; contact: General Dynamics)





Source: General Dynamics

Discussion: 

Morpho: CT6 should be in cc

Decision: 

The document was approved.



S3-151998
Response LS on proposed method of restricting access to IOPS cells (S1-152750; to: SA2; cc: RAN2, CT1, SA, contact: appcomsci)





Source: S1-152750

Discussion: 

Qualcomm: based on this SA1 reply, assuming that we go for 2 USIM, this will not impact commercial network so we can simply confirm the CT1 question in S3-151722

Gemalto: we cannot yet decide about the answer to the CT1 LS

BT: sees conflict with public safety and commercial user; access class hard coded on USIM? withdraw my comment

Decision: 

The document was noted.



S3-151875
pCR to TR 33.897: Text proposal for removal of an editor's note related to no backhaul operation





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution proposes a pCR to remove an editor's note related to no backhaul operation in the Scope clause of TR 33.897.

Discussion: 

Vodafone: should reference TR 23.797

chair: is already on next line

Decision: 

The document was approved.



S3-151825
IOPS definition section





33.897 v..





Source: Nokia Networks

Discussion: 

Nokia Networks: SA2 has a meeting next week; the corresponding text is not yet included in TS 23.401, waiting for SA2 decision first. Thus, correction to own pCR needed

Decision: 

The document was approved.



S3-151829
IOPS architecture





33.897 v..





Source: Nokia Networks

Discussion: 

Nokia Networks: will take out 23.401

Qualcomm: say 2 USIM with only one for IOPS

preliminary conclusion: remove 23.401 and single USIM part

Qualcomm: so did we now agree to use 2 USIM as solution for IOPS

chair: seems so

Oberthur: but still one UICC ?

Nokia Network: you can still have one UICC or two UICCs

Ericsson: TS 23.797 should say TR 23.797

Vodafone: no operator will issue 2 UICC for one user, IMSI is issued by same operator

ALU: suggests to have "it was decided to have an USIM application dedicated for IOPS mode"

Telecom Italia: fine with "on a single UICC" as in the Tdoc

Samsung: fine to remove it

Nokia Networks: why should restrict us here

Nokia Networks: "dedicated exclusively for IOPS mode"

conclusion: TR, TS reference deleted, to have a USIM application exclusively dedicated for IOPS mode

Decision: 

The document was revised to S3-152098.



S3-152098
IOPS architecture





33.897 v..





Source: Nokia Networks

(Replaces S3-151829)

Decision: 

The document was approved.



S3-151830
IOPS assets





33.897 v..





Source: Nokia Networks

Discussion: 

ALU: should we clarify that identity is PLMN id ?

Decision: 

The document was approved.



S3-151826
IOPS Resolving Ed.Note 2 under Section 6





33.897 v..





Source: Nokia Networks

Discussion: 

Ericsson: does not think that the new sentence (for user plane only)  is covering the removed ones (they were for user and control plane);

Nokia Networks: this is solved already

General Dynamics: change will introduce a hanging paragraph so will implement the pCR under a clause "6.0 General"

Decision: 

The document was approved.



S3-151827
IOPS Resolving Ed.Note 3 under Section 6





33.897 v..





Source: Nokia Networks, General Dynamics UK Ltd

Discussion: 

Morpho: no smart quotes please

Rapporteur will take care of this when implementing the pCR

Decision: 

The document was approved.



S3-151828
IOPS Resolving Ed.Note in Section 6.1 Key Issue 1





33.897 v..





Source: Nokia Networks, General Dynamics UK Ltd

Abstract: 

Text proposal to change Ed.Note in text and propose a potential requirement related to the SQN discussion.

Discussion: 

ALU: "then the local MME credentials from the Macro HSS in advance" in 6.1.1 is unclear/to be corrected

chair: what was intended with the sentence?

Nokia Networks: intended was "then the local MME could fetch credentials from the Macro HSS" but we can come back to it after treating other related Tdoc(s)

Decision: 

The document was revised to S3-152108.



S3-152108
IOPS Resolving Ed.Note in Section 6.1 Key Issue 1





33.897 v..





Source: Nokia Networks, General Dynamics UK Ltd

(Replaces S3-151828)

Discussion: 

Nokia Networks: The sentence was modified to the following (after discussions on the mail reflector): 

“If the IOPS network had connection to the macro EPC before becoming  isolated with either no backhaul or limited backhaul, then different scenarios seem possible for performing AKA. Also in this case the usage of different credentials seems to be beneficial to avoid any security threat.”

Decision: 

The document was approved.



S3-151877
pCR to TR 33.897: Security threats and potential security requirements for malicious USIM switching for IOPS AKA based on a secondary USIM approach





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution proposes the addition of security threats and potential security requirements to address the issue of malicious switching of USIM applications for IOPS AKA based upon a secondary USIM application using a single UICC. A pCR is proposed for TR 33.897.

Discussion: 

BT: concern on network side last time, could cause denial service against all UEs, but fine with the pCR 

Orange: use "USIM applications"

ALU: 6.4.3.4: remove "provided in the single UICC".

Vodafone: 6.4.2.4: last sentence needed?

BT: sentence is needed to avoid malicious switching

ALU: not possible for USIM to know all PLMNids of the IOPS

Vodafone: add an editor's mode "it is ffs whether the user instructions to ignore the PLMN id based on the system information block is secure";

finally Vodafone is withdrawing its comment

conclusion: replace "PLMN ID" by "aps mode indication"

Orange: last sentence in 6.4.3.4: provision => usage, profile => USIM application

Decision: 

The document was revised to S3-152099.



S3-152099
pCR to TR 33.897: Security threats and potential security requirements for malicious USIM switching for IOPS AKA based on a secondary USIM approach





33.897 v0.1.0





Source: General Dynamics UK Limited

(Replaces S3-151877)

Decision: 

The document was approved.



S3-151878
pCR to TR 33.897: Text proposal for the formulation of security requirements for IOPS AKA based upon a secondary USIM application using a single UICC





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution presents a formulation of potential security requirements for IOPS AKA solution based upon a secondary USIM application using a single UICC. A pCR is proposed for TR 33.897.

Discussion: 

ALU: first paragraph in 6.4.3.2 not semantically correct

Ericsson: why should you use a copy of a stolen AuC?

BT: seems to be a historical issue related to shared key 

Vodafone: remove the "or"-part (2nd part) of the sentence

Orange: this is how the operator is managing credentials so this should not be part of the standard

chair: we agree this text last time and just wanted to change should/shall

Vodafone: then bring an input next time

Decision: 

The document was rejected.



S3-151823
Delete EN on SQN Mismatch





Source: Huawei, HiSilicon

Discussion: 

merged into S3-152057

Decision: 

The document was merged.



S3-151880
Clarifying the use of SQN in IOPS AKA: Discussion and pCR to TR 33.897





33.897 v0.1.0





Source: General Dynamics UK Limited, Nokia Networks

Abstract: 

This contribution analyses and clarifies the use of SQN in IOPS AKA. A pCR is proposed to TR 33.897 to address the editor's note on this topic.

Decision: 

The document was revised to S3-152057.



S3-152057
Clarifying the use of SQN in IOPS AKA: Discussion and pCR to TR 33.897





33.897 v0.1.0





Source: General Dynamics UK Limited, Nokia Networks, Huawei, HiSilicon

(Replaces S3-151880)

Discussion: 

revision of S3-151880 including merged aspects of S3-151823

Motorola Solutions: do we need an ISIM?

Vodafone: what do you mean by "one authentication vector per AKA"?

Nokia Networks: let's change "per AKA" to "per authentication data response"

Morpho: [5] is a TS not a TR

conclusion:  "per AKA" to "per authentication data response", [5] is a TS

Decision: 

The document was revised to S3-152100.



S3-152100
Clarifying the use of SQN in IOPS AKA: Discussion and pCR to TR 33.897





33.897 v0.1.0





Source: General Dynamics UK Limited, Nokia Networks, Huawei, HiSilicon

(Replaces S3-152057)

Decision: 

The document was approved.



S3-151879
pCR to TR 33.897: Text proposal for the rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution provides an analysis and rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC. A pCR is proposed to TR 33.897 to address the editor's note on this topic.

Decision: 

The document was revised to S3-152058.



S3-151821
UE Behavior upon Transitioning to from IOPS Mode for Solution 1





Source: Huawei, HiSilicon

Discussion: 

merged into S3-152058

Decision: 

The document was merged.



S3-151822
Some Clarification on Clause 7.1.2.2





Source: Huawei, HiSilicon

Discussion: 

merged into S3-152058

Decision: 

The document was merged.



S3-151872
Security Aspects of IOPS





33.897 v0.1.0





Source: Samsung

Discussion: 

merged into S3-152058

Decision: 

The document was merged.



S3-152058
pCR to TR 33.897: Text proposal for the rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC





33.897 v0.1.0





Source: General Dynamics UK Limited, Huawei, HiSilicon, Samsung

(Replaces S3-151879)

Discussion: 

revision of S3-151879 and merges also aspects of S3-151821, S3-151822 and S3-151872 into it

Vodafone: step 0: maybe provisioned and not is provisioned

ALU: step 0: duplicating security credentials in all local HSSs?

Vodafone: share the concern but this is not affecting this Tdoc

BT: there is no backhaul

ALU: ok

ALU: there are 2 other solutions which are not yet compared

Samsung: other 2 solutions do not use 2 USIMs?

chair: this is a pCR to the TR

Samsung: we are only explaining what is already agreed

ALU: is referring to end of clause 1 introduction

Nokia Networks: says "a solution"

Vodafone: concern about 2nd sentence in step 0 below fig. 7.1.2.2-1

Orange: need to check interoperability

ALU: not needed as 2 different PLMNs

Decision: 

The document was revised to S3-152101.



S3-152101
pCR to TR 33.897: Text proposal for the rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC





33.897 v0.1.0





Source: General Dynamics UK Limited, Huawei, HiSilicon, Samsung

(Replaces S3-152058)

Decision: 

The document was approved.



S3-151824
Handling of Security Context when Switching to Another USIM





Source: Huawei, HiSilicon

Discussion: 

Qualcomm: once IOPS is over and you go to macro you may have all the authentication

ALU: also information about bearer need to be stored

Qualcomm: why do you need to store IOPS, if you have no backhaul then you have no backhaul

chair: you want to delete "IOPS shall be stored in ME"?

Morpho: NAS security context will be stored in USIM and not in ME

Qualcomm: does not agree with Morpho

Qualcomm: why can we not reuse the existing USIM for IOPS? in solution 1 there is only USIM

ALU: last sentence in 7.1.1 "While for the case...stored in ME" should be deleted.

Nokia Networks: change "detach" into EMM-deregister"

conclusion: 7.1.1 last sentence will be removed, and correct "detach"

Decision: 

The document was revised to S3-152102.



S3-152102
Handling of Security Context when Switching to Another USIM





Source: Huawei, HiSilicon

(Replaces S3-151824)

Decision: 

The document was approved.



S3-151831
IOPS NDS





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-152103.



S3-151751
pCR IOPS Internode security





Source: Alcatel-Lucent Deutschland AG

Abstract: 

This contribution addresses inter node security based on 33.310 if there are exposed interfaces.

Discussion: 

merged into S3-152103

Decision: 

The document was merged.



S3-152103
IOPS NDS





Source: Huawei, HiSilicon

(Replaces S3-151831)

Discussion: 

includes also changes of S3-151751

Decision: 

The document was approved.



S3-151881
Scalability of IOPS AKA: Discussion and pCR to TR 33.897





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution analyses and clarifies the scalability of IOPS AKA. A pCR is proposed to TR 33.897 to address the editor's note on this topic.

Discussion: 

ALU: even with hardware provisioning there will be always limitations for IOPS

BT: supports the pCR and adding editor's note: scalability of recovery in terms security breach needs to be considered

Nokia Networks: 8.1.1.2 2nd paragraph: add "or an entity managing on behalf of the Macro HSS" after MACRO HSS

Decision: 

The document was revised to S3-152104.



S3-152104
Scalability of IOPS AKA: Discussion and pCR to TR 33.897





33.897 v0.1.0





Source: General Dynamics UK Limited

(Replaces S3-151881)

Decision: 

The document was approved.



S3-151882
pCR to TR 33.897: Text proposal for evaluation of IOPS AKA based upon a secondary USIM application using a single UICC





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution presents an evaluation of the IOPS AKA solution based upon a secondary USIM application using a single UICC. A pCR is proposed for TR 33.897.

Discussion: 

ALU: are we concluding the WI? there are other solutions to be looked at

General Dynamiks:is not yet drawing conclusions about the outcome of the SI

ALU: 8.1.3: "does not negatively impact the security of any 3GPP system" is wrong, it is the opposite

Gemalto: suggests to remove this sentence to address this at another meeting

ALU: fine with the removal

ALU: 8.1.3 last bullet is wrong, reprovisioning is needed

General Dynamics: we can remove this bullet so far and to say "meets the following requirements" in first line

Nokia Networks: we have just one solution so far and may see more in the future

Decision: 

The document was revised to S3-152105.



S3-152105
pCR to TR 33.897: Text proposal for evaluation of IOPS AKA based upon a secondary USIM application using a single UICC





33.897 v0.1.0





Source: General Dynamics UK Limited

(Replaces S3-151882)

Decision: 

The document was approved.



S3-151944
Evaluation of Solution 1 in IOPS TR 33.897





Source: QUALCOMM Incorporated

Discussion: 

MCC: wrong Tdoc type pCR, should be discussion type

Gemalto, Morpho: evaluation starts from an incorrect point, up to CT6 to find a solution (we do not mention in our TRs what other groups have to solve)

Qualcomm: there were no comments to issue 2, can we agree issue 2?

Gemalto: issue 2 depends on issue 1

chair: no agreement so far, please try offline and come back with pCR if possible

Decision: 

The document was rejected.



S3-151749
Discussion paper on IOPS security using USIM certificates





Source: Alcatel-Lucent Deutschland AG

Abstract: 

This paper discusses the need to support subscription generation dynamically for PS UEs belonging to different organization and propose a method using certificates.

Discussion: 

for related pCR see S3-151750

Huawei: proposed solution is not in line with SA2

Orange: not in line with 33.401 requirement we agreed earlier

ALU: once credentials are established solution follows 33.401

TNO: has 5 editor's notes to be added

Gemalto: not in line with 33.401

ALU: we have step 4, steps 1/2/3 are radio related

Gemalto: does not agree

Ericsson: if you follow 33.401 why is the other text needed

Intel and BT: supporting the ALU solution

Nokia Networks: does not agree that the solution is addressing editor's notes, has 5 more editor's notes that we could add

Orange: do we have a requirement in SA1 to do provisioning

Nokia Networks: the whole topic assumed in REL-13 that credentials are provided by the operators

Vodafone: looking at the number of open issues we agree that we postpone to REL-14

Morpho: due to the proprietary issues we will never manage to finish this in REL-13

Decision: 

The document was noted.



S3-151750
pCR IOPS Security using USIM certificates





Source: Alcatel-Lucent Deutschland AG

Abstract: 

This pCR proposes a method to dynamically create subscription records in a local HSS using certificates.

Discussion: 

pCR to S3-151749

show of hands:

who is supporting this solution in REL-13?  3 companies

who is not supporting this solution in REL-13? 9 companies

Decision: 

The document was rejected.



S3-151810
Security for IOPS with Local EPC and no backhaul 





33.897 v..





Source: Intel Corporation (UK) Ltd

Abstract: 

This contribution proposes an identity-based Authentication & Key Agreement solution for IOPS with Local EPC and no backhaul (Public Safety use

Discussion: 

Intel: should be postponed to REL-14, we should inform SA2 about our decision that we exclude dynamic based subscriptions from REL-13

Orange: is it in the scope of SA1 IOPS work? if not, we do not need to send an LS

BT: prefers to send an LS

ALU: SA1 is looking at dynamic scenarios

Orange: does not agree to this

Vodafone: if dynamic provisioning is needed then we should not exclude it

chair: no interest to send an LS

Decision: 

The document was postponed.



S3-151902
Authentication for IOPS





33.897 v0.1.0





Source: ZTE Corporation

Discussion: 

Motorola Solutions: 2 USIMs assumed? more details needed

Nokia Networks: separate USIM applications for REL-13, we can discuss the other aspects in REL-14

Decision: 

The document was postponed.



S3-151942
pCR: Addition of variant of Solution#1 in IOPS TR 33.897





33.897 v..





Source: QUALCOMM Incorporated

Discussion: 

Qualcomm: got offline request to remove the note in 7.x.1 which is ok for us

BT: problem: restricting market for terminals as you need two slots, is impractical

Nokia Networks: what is the security part of the contribution?

Qualcomm: suggests "it is agreed to revise this Tdoc ..." 

Vodafone: it is important the clarify that the assumption is that 2 USIMs are provided by same operator

Qualcomm: this is ok for us

CESG: too early to say they come from the same operator

Motorola Solutions: USIM is providing LTE access (not IMS access)

Ericsson: Macro and IOPS network may have different operators

Vodafone: we talk about USIM applications

Nokia Networks: where is the requirement coming from to have the same operator?

conclusion:

it is possible to support 2 USIMs for IOPS operations and the TR needs to be cleaned up to take this into account at the next meeting

both USIM applications have to be under the authority of the same operator needs to be confirmed; the group understanding is that the USIM for IOPS mode can be provided in a dedicated UICC

Decision: 

The document was postponed.



S3-151871
TR 33.897: Text proposal for maintenance of the IOPS Technical Report





33.897 v0.1.0





Source: General Dynamics UK Limited

Abstract: 

This contribution proposes text for inclusion in TR33.897. The text proposals are administrative and editorial in nature.

Decision: 

The document was revised to S3-152119.



S3-152119
TR 33.897 (status after SA3 #80, for information to TSG)





33.897 v0.2.0





Source: General Dynamics UK Limited

(Replaces S3-151871)

Discussion: 

to be provided to TSG for information

Decision: 

The document was for email discussion and approved.



S3-152120
Cover sheet for TR 33.897 (for information to TSG)





Source: General Dynamics

Decision: 

The document was for email discussion and approved.



S3-151883
Updated WID for Isolated E-UTRAN Operation for Public Safety





33.897 v0.1.0





Source: IOPS Rapporteur (General Dynamics UK Limited)

Abstract: 

Proposal for Rel-13 stage 2 normative work to follow feature study FS_IOPS_Sec. The proposal amends SP-150358.

Discussion: 

MCC: probably wrong Tdoc type or which WID is revised ? (there is only a REL-13 SI FS_IOPS_Sec)

Gemalto: UICC need to be ticked in section 9; also for ME

chair: no ? in supporting companies

Morpho: has problems with the WID revision, it talks about a study and modifies a WI;

chair: SA1/2 approved a WI on IOPS and this WID is revising the SP-150358

TNO, AT&T: are supporting as well

conclusion: remove "?" for companies that indicate support in SA3, other "?" should be kept and SA3 chair will handle them at SA meeting

Decision: 

The document was revised to S3-152121.



S3-152121
Updated WID for Isolated E-UTRAN Operation for Public Safety





33.897 v0.1.0





Source: IOPS Rapporteur (General Dynamics UK Limited)

(Replaces S3-151883)

Decision: 

The document was agreed.



8.7
Cellular IoT

S3-151720
LS/r on security framework for Internet of Things (reply to JCA-IoT LS 22)





Source: COM 17 – LS 191 – E

Decision: 

The document was noted.



S3-151726
LS on Efficient Small Data Transfer





Source: GP-150654

Discussion: 

chair: do we respond now or do we postpone the answer?

Ericsson: LS was sent end of May and we do not need to reply

Decision: 

The document was noted.



S3-151741
Reply LS on security framework for Internet of Things





Source: OneM2M

Decision: 

The document was noted.



S3-151852
LS on Completion of Study Item on Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things 





Source: GP-151041

Discussion: 

see S3-151975 instead

Decision: 

The document was withdrawn.



S3-151970
Phylaws project (ICT-FP7: PHYsical LAyer Wireless Security: Secret Key Generation





Source: Thales

Discussion: 

moved from AI 11 to AI 8.7

Decision: 

The document was revised to S3-152075.



S3-152075
Phylaws project (ICT-FP7: PHYsical LAyer Wireless Security: Secret Key Generation





Source: Thales

(Replaces S3-151970)

Discussion: 

Nokia Networks: can you predict how long this could be used whether it needs to be updated in the future

Thales: physical layer encryption has a lot of advances, very hard to predict the channel and therefore very safe

chair: thank you very much for the presentation there is a lot of interest in the group to discuss this further so please do this offline

TNO: how does it work with authentication? random input to hash function does not mean necessarily safety

Thales: after quantification we only considered the response of one antenna

Decision: 

The document was noted.



S3-151975
LS on Completion of Study Item on Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things (FS_IoT_LC) (GP-151041; to: RAN, SA, SA2, SA3, CT; cc: RAN1, RAN2, RAN3, RAN4, CT1; contact: Vodafone)





Source: GP-151041

Discussion: 

MCC: actually GERAN has approved v2.1.0 of TR 45.820 (see  ftp://ftp.3gpp.org/tsg_geran/TSG_GERAN/AD-HOCs/Ad-hoc_GERAN1-GERAN2_CIoT/TR 45 820v210_approved.zip); difference to v2.0.0 is one added note in v2.1.0: "Note: there is no agreement whether NB-LTE is a clean slate or not."

Decision: 

The document was noted.



8.7.1
EGPRS access security enhancements with relation to Cellular IoT

S3-151768
Preventing unauthorized modification of user data in cellular IOT





33.860 v0.2.0





Source: China Mobile Com. Corporation

Abstract: 

The pCR identifies that integrity protection should be applied to user data in cellular IOT in order to prevent unauthorized modification. 

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151763
Comparison of authenticated encryption schemes





33.860 v0.2.0





Source: China Mobile Com. Corporation

Abstract: 

The pCR compares three representative authenticated encryption schemes in terms of their feature and performance. It provides the guidance which scheme is well suited to the cellular IOT scenario.

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151759
Applying authenticated encryption schemes to CIoT





33.860 v0.2.0





Source: China Mobile Com. Corporation

Abstract: 

The pCR specifies the reason why authenticated encryption schemes should be applied to CIoT. 

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151953
pCR to TR 33.860: Data efficient rekeying





33.860 v..





Source: VODAFONE Group Plc

Abstract: 

Update radio interface encryption / integrity keys frequently with much lower data transmission requirements than full AKA.

Discussion: 

Nokia Networks: 128 keys with GA4 is not an issue but what about future keys?

Vodafone: USIM would not use the same counter twice

Nokia Networks: getting/misusing future session keys may be a problem

Qualcomm: with counters attacker can get all the keys

Vodafone: incrementing counter in UE may still be ok, agreeing a value may have impact on battery

Vodafone: assumes UICC would be embedded

Nokia Network: editor's note to 6.2.2 would be useful: ffs whether the proposal improves security in case of impersonation attacks

ALU: 2 sections 6.2.2; 

Vodafone: we are minimizing communication overhead here (esp. on UL)

Qualcomm: you do not save many bits; how many bits do you save? what's the difference to an AKA packet?

NTT DOCOMO: suggests to add an editor's note for it

Qualcomm: editor's note in 2nd 6.2.2: what are we saving compared to AKA?

Gemalto: SIM has to be replaced by USIM

Nokia Networks: storing in HLR in 6.2.3, is it increasing security? Could add an editor's note for it

Vodafone: should be manageable for HLR

conclusion: adding 2 editor's notes, correcting duplicated 6.2.2, change SIM to USIM

Decision: 

The document was revised to S3-152068.



S3-152068
pCR to TR 33.860: Data efficient rekeying





33.860 v..





Source: VODAFONE Group Plc

(Replaces S3-151953)

Decision: 

The document was approved.



S3-151797
Early security solution for EASE, pCR to TR 33.860





33.860 v..





Source: Nokia Networks

Discussion: 

Nokia Networks: agrees with Vodafone that 64bits is not future proof (this is comparing with GPRS)

Vodafone: we will have another input S3-151954 where we discuss GEA3 vs. GEA4

BT: we agreed a separation of the terms in the past

Nokia Networks: we assume no global roaming

Nokia Networks: we will see new guidelines from GSMA to increase the security for GPRS and our S3-151797 had a similar intention

Qualcomm: no roaming support is not acceptable

Nokia Networks: a lot of use case will not need roaming

Qualcomm: but as mentioned by TeliaSonera you may fragment the market

BT: 4 countries which do not allow encryption, so does not see a fundamental issue if there is class of UEs without roaming

Vodafone: would like to add an editor's note: interworking with legacy GPRS is not necessarily required

Qualcomm: network cannot distinguish legacy UEs and CIoT UEs; editor's note under 6.x.7: ffs how solution would allow downgrading security ...

Qualcomm: editor's note: ffs how solution with co-exist with other solutions of CIoT

Orange: comment esp. to solution 1?

Ericsson: supports Qualcomm's editor's note; could also distinguish short-term and long-term solution for EASE

Nokia Networks: how do you ensure co-existence of the solution in this clause with the long-term solution

Vodafone: should not be the standard solution, would like to move it into an annex

Gemalto: normally you list the solutions and then you have an evaluation section

Vodafone: suggests getting rid of GEA3 i.e. removing 6.x.4/6.x.5; as soon as you allow 64 bit you will be stuck for a longer time

Nokia Networks: we could add an Editor's note instead

TeliaSonera, BT: supports to not consider 64 bits

conclusion: moved to Annex, GEA3 is forbidden, adding editor's notes, 6.x.5 will be removed

Decision: 

The document was revised to S3-152069.



S3-152069
Early security solution for EASE, pCR to TR 33.860





33.860 v..





Source: Nokia Networks

(Replaces S3-151797)

Decision: 

The document was approved.



S3-151954
pCR to TR 33.860: Long enough session keys





Source: VODAFONE Group Plc

Discussion: 

Nokia Networks: will not need a new standard just some configuration guidelines

Vodafone: but CIoT will need a new standard

TeliaSonera: supports the pCR, sees same risks as Vodafone if we start with smaller session keys (market fragmentation, bad sign to customers)

Decision: 

The document was approved.



S3-151765
Preventing unauthorized modification of signalling data





33.860 v0.2.0





Source: China Mobile Com. Corporation

Abstract: 

The pCR justifies that integrity protection shall be applied to signalling data in cellular IOT in order to prevent unauthorized modification. 

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151718
Secure storage of the security policy





33.860 v..





Source: Microsoft Corporation, Nokia Networks

Decision: 

The document was approved.



S3-151892
A solution proposal on EASE_IoT algorithms





33.860 v..





Source: Ericsson, Huawei

Abstract: 

This contribution proposes that 3G cellular algorithms are re-used in EASE_IoT. It is proposed that SA3 sends LS on how the algorithms should be specified to ETSI SAGE. The algorithms are not new, however, the way of applying them to GPRS context should be discussed in ETSI SAGE. 

Discussion: 

BT: how does the device know in which country it is, a fake BS may cause problems, as long as integrity is kept among the world we are fine

ALU: concatenate input parameters twice?

Vodafone: duplication is a kind of padding

Nokia Networks: we could send this pCR to ETSI SAGE to check

Vodafone: we do not mind if we have the information in 

an LS or a pCR

Ericsson: this is just input to the TR and we have already such editor's notes

Qualcomm: what about ZUC? editor's note in 6.x.1: ffs whether support for ZUC is required

BT: we should add "and whether GEA0 can be removed"

Nokia Networks: 4 countries which use no encryption, not sure whether e.g. India would use ZUC

Vodafone: if GEA0 is not removed we should guarantee integrity protection

Huawei: at the moment it is just in the TR do we need to send it to SAGE already?

conclusion: editor's note in 6.x.1: ffs whether support for ZUC is required and whether GEA0 can be removed

Decision: 

The document was revised to S3-152071.



S3-152071
A solution proposal on EASE_IoT algorithms





33.860 v..





Source: Ericsson, Huawei

(Replaces S3-151892)

Decision: 

The document was approved.



S3-151905
[DRAFT] LS on enhanced GPRS security algorithms for Cellular IoT





33.863 v..





Source: Ericsson LM

Abstract: 

This is a proposed LS to ETSI SAGE (SA3 is currently studying the possibility to enhance GPRS security in order to support the current GERAN activities related to Cellular system support for ultra low complexity and low throughput Internet of Things (FS_IoT_LC). SA3 is studying security enhancement to the Gb interface with an assumption that the new type of UE need no access to the legacy networks. One of the solution approaches is proposing of adding integrity protection to GPRS. There is also a proposal for specifying a new encryption algorithm with 128 bit key. SA3 would like to request ETSI SAGE feedback related to some topic that are currently discussed in this context. )

Discussion: 

BT: make integrity protection mandatory and move "no support for legacy networks"

Decision: 

The document was revised to S3-152072.



S3-152072
LS on enhanced GPRS security algorithms for Cellular IoT (to: ETSI SAGE; cc: -; contact: Ericsson)





33.863 v..





Source: SA3

(Replaces S3-151905)

Discussion: 

will have S3-142071 attached

Decision: 

The document was approved.



S3-151851
LS from GERAN to SA3 on EC-GSM Progress





Source: GP-151044

Discussion: 

moved from AI 8.7 to AI 8.7.1

Decision: 

The document was noted.



S3-151909
New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT





Source: Ericsson LM

Abstract: 

This contribution proposes that SA3 starts a new work item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT. 

Decision: 

The document was revised to S3-151999.



S3-151999
New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT





Source: Ericsson LM

(Replaces S3-151909)

Discussion: 

Vodafone: we support the WI but mentioning EC_GSM is not needed

Orange: we have an LS from GERAN to work on this so it is strange to not mention it

Vodafone: because it has no impact on us

Oberthur, Gemalto, NTT DOCOMO: support to keep EC_GSM

Vodafone: LS does not say that it has to be only for EC_GSM

NTT DOCOMO: we want to make clear that this WI is not for LTE

BT: "GSM has global ..."

Ericsson: this text is taken from GERAN WI but is not in the WID presented here (just on the cover page)

Nokia Networks: time schedule is optimistic, suggests to have a study about the need for unprotected messages

Qualcomm: opening another SI? is it not too early to start a WI?, thinks we need to continue on the study to progress more

Orange: GERAN asks us to this in REL-13

NTT DOCOMO: the fact that GERAN asks us does not mean that it moves automatically to first priority

Qualcomm: and we can progress the topic further in the SI

TNO: open SI and open WI in parallel is very messy, so WI is too optimistic

Telecom Italia: what is the % complete of the TR that we intend to raise as a WI?

chair: 25% was the status of FS_EASE_IoT after last TSG

Vodafone: we removed already the extended coverage

Gemalto: we are depending on GERAN as well

chair: can we still do the work that we are asked for in the SI?

Ericsson: we are enhancing 2G security so it is not a completely new thing, we want to achieve this in REL-13 and 3GPP is contribution driven

Qualcomm: we have not looked at 2G security for years, so it may not be so easy

NTT DOCOMO: if we start the WI at next meeting it would not make a big difference

chair: we are debating here the WI for a longer time here but this means we are not progressing on the work

Decision: 

The document was revised to S3-152087.



S3-152087
New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT





Source: Ericsson LM

(Replaces S3-151999)

Discussion: 

Telecom Italia, Qualcomm: we do not support it

NTT DOCOMO: limited to EC-GSM?

Ericsson: no

Vodafone: but limited to Gb interface

chair: 2 companies who do not support it, any objection to send it to SA for approval? no objections

TNO and Nokia Networks: some editorial comments

TNO

Decision: 

The document was agreed.



S3-152074
TR 33.860 (status after SA3 #80)





Source: Ericsson

Discussion: 

TR will not be submitted to TSG

Decision: 

The document was agreed.



8.7.2
Battery Efficient Security for very low Throughput Machine Type Communication Devices

S3-151727
Reply to LS on C-IoT/MTC data transmission targets for security-related procedures





Source: GP-150669

Decision: 

The document was noted.



S3-151789
Solution on Signalling reduction for AS security context setup





33.863 v0.2.0





Source: NEC

Abstract: 

Proposing a solution to reduce the AS SMC transaction, for the S1 based architecture.

Discussion: 

ALU: understood that this is optimizing security mode command and making it optional but this means a change in the state machine; with optimization security mode command has to be supported at a different place

ALU: state machine changes have to be reviewed by RAN2

Nokia Networks: is it in the scope of the SI? is more improving REL-8 LTE access security

NEC: we could move it in an annex

ALU: also confirms that this is not in the scope of the SI

Decision: 

The document was postponed.



S3-151790
LS on security aspects of considerations for clean slate CIoT for Rel-13





Source: NEC

Abstract: 

LS to draw SA2's attention that the SA3 has related activity for the security aspect, corresponding to the S1 based architecture.

Decision: 

The document was postponed.



S3-151888
Existing and evolving TLS optimizations 





33.863 v..





Source: Ericsson, Nokia Networks

Abstract: 

In this paper, we discuss existing and evolving TLS optimizations that may be useful in BEST_MTC_sec context. We propose that SA3 should further study if it is possible to leave the DTLS session open for longer period of time, and omit full handshake, or resume DTLS session instead of making a full handshake. There is also a new 0-roundtrip TLS handshake procedure under development in IETF that could be of interest of BEST_MTC_sec study. 

Discussion: 

Vodafone: is a useful contribution and we could add an editor's note at the beginning of the annex

ALU: suggests a instead note "the section represents the current status and will be constantly updated".

Vodafone: updated when substantial changes are needed

Ericsson: fine with editor's note but will put it in background section

conclusion: editor's note will be added

Decision: 

The document was revised to S3-152076.



S3-152076
Existing and evolving TLS optimizations 





33.863 v..





Source: Ericsson, Nokia Networks

(Replaces S3-151888)

Decision: 

The document was approved.



S3-151914
pCR to FS_BEST_MTC_Sec: Adding NEW Annex for AKA protocol description 





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

In order to assess whether an AKA/Key Management protocol is suitable for use in a situation where in the battery capacity is limited and wherein the data rate is very low, it is necessary to provide measurable information to evaluate the potential impact on the MTC device’s battery life and the quality of service

Decision: 

The document was approved.



S3-151929
pCR to FS_BEST_MTC_Sec: Adding UMTS AKA messages description





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

The following proposes the addition of a description of the UMTS AKA messages, in particular the Authentication and Ciphering request/response

Decision: 

The document was approved.



S3-151931
pCR to FS_BEST_MTC_Sec: Adding DTLS Handshake and TLS Record messages measurement





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

The following provides a measurement of a successful DTLS handshake procedure which may take place between a UE and an application server in the internet. It also describes the overhead incurred when TLS record messages are sent to carry ciphered or integrity protected payload.

Decision: 

The document was approved.



S3-151934
pCR to FS_BEST_MTC_Sec: Adding TLS Handshake session resumption measurement





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

The following provides a measurement of a successful TLS handshake session resumption procedure which may take place between a UE and an application server in the internet

Decision: 

The document was approved.



S3-151935
pCR to FS_BEST_MTC_Sec: Adding GBA messages measurement description





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

The following provides a measurement of a successful GBA bootstrapping procedure which may take place between a UE and an application server in the internet. It is proposed to agree the following pCR

Decision: 

The document was approved.



S3-151938
pCR to 33.863: Key issue – Efficient user data protection challenges





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

It is proposed to agree the following key issue for inclusion in the draft TR

Discussion: 

Vodafone: wants to add a further change under security requirements

Deutsche Telekom: MAR exception message: what is it?

Vodafone: was used in GERAN SI

Deutsche Telekom: should this not be explained?

Vodafone: was explained in GERAN SI TR

NTT DOCOMO: how were the bytes calculated, 5.x.3: 2 times per year;

chair: should be checked

Decision: 

The document was revised to S3-152077.



S3-152077
pCR to 33.863: Key issue – Efficient user data protection challenges





33.863 v..





Source: VODAFONE Group Plc

(Replaces S3-151938)

Decision: 

The document was approved.



S3-151945
pCR to 33.863: Key issue – N-PDU Data Tampering and Eavesdropping





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

It is proposed to agree the following key issue for inclusion in the draft TR

Discussion: 

Ericsson: why is this a threat for small data if it is not a threat for normal data?

Vodafone: meter data should be integrity protected

Vodafone: we could add a motivating sentence

Vodafone: there was another comment that end point of security should be home network or a more flexible point

Nokia Networks: yes, could be e.g. a gateway

Morpho: having security between UE and a point behind HPLMN sounds not very good idea

Deutsche Telekom: when regulation allows and not applies

Vodafone: ok

Morpho: avoid curly quotes

Decision: 

The document was revised to S3-152078.



S3-152078
pCR to 33.863: Key issue – N-PDU Data Tampering and Eavesdropping





33.863 v..





Source: VODAFONE Group Plc

(Replaces S3-151945)

Decision: 

The document was approved.



S3-151948
Update of “UE to HPLMN” security solution with HLR push procedure 





33.863 v..





Source: VODAFONE Group Plc

Abstract: 

The following provides a set of improvements to the HLR push procedure in clause 6.1.2. It is proposed to agree the following changes for inclusion in the draft TR

Discussion: 

ALU: step 1b: IMSI must be mandatory; editor's note that context maintenance in GGSN has to be thought over

Vodafone: does not understand why there would be a problem for GGSN

ALU: mobile is not connected and a context is coming in out of the blue

Vodafone: please ignore figure, I should have replaced GGSN by HSC, IMSI was only indicated to fasten the search

ALU: if associating with 

ALU: step 8: last sentence needs to be updated; yes it would be a change

Vodafone: suggests better an editor's note: key fetching ffs 

Nokia Networks: text is a mix of push and pull which is confusing

Vodafone: can clarify the title

ALU: better talk about context than about push/pull

Nokia Networks: 6.1.1 and sub headers would need a cleanup as well

conclusion: editor's note under step 1b: context maintenance is ffs (can discuss the wording offline), editor's note under step 8 on key fetching, cleaning up of headlines, updating figure

Decision: 

The document was revised to S3-152080.



S3-152080
Update of “UE to HPLMN” security solution with HLR push procedure 





33.863 v..





Source: VODAFONE Group Plc

(Replaces S3-151948)

Decision: 

The document was approved.



S3-151798
pCR to TR 33.863 (CIoT BEST) on end-to-middle security solution based on AKA





33.863 v..





Source: Nokia Networks

Discussion: 

ALU:EMSE pull needs to be reflected from Vodafone Tdoc; currently no pull possible

chair: any changes needed?

ALU: path of authentication must be clear; editor's note under 6.x.1 4th paragraph: exact place for ... in transaction path needs to be defined

Vodafone: does not understand the use case, will not work out with 200bytes/day; we should have a simplified solution, multiple instances may undermine the battery efficiency

Nokia Networks: proposal allows your use case but allows for more flexibility

Vodafone: still worried about impact on battery

NTT DOCOMO: supports the Tdoc, we will have to see evaluation anyway for all the solutions

TNO: supports the Tdoc as well

Morpho: security end point out of the Home PLMN

Nokia Networks: LI no problem as can get key from Home PLMN

BT: LI applies to any public service, so a bit in the grey whether LI is needed or not

Vodafone: wants to add another editor's note

Nokia Networks: it was clear that we take security into account but we can add something like "security for solution 1 is ffs" under 6.x.2.1

conclusion: editor's note in 6.x.1 and editor's note in 6.x.2.1

Decision: 

The document was revised to S3-152081.



S3-152081
pCR to TR 33.863 (CIoT BEST) on end-to-middle security solution based on AKA





33.863 v..





Source: Nokia Networks

(Replaces S3-151798)

Decision: 

The document was approved.



S3-151949
pCR to FS_BEST_MTC_Sec: Adding “UE to HPLMN” security solution with HSE pull procedure





Source: VODAFONE Group Plc

Abstract: 

For certain deployment, a pull model would be more suitable for the HPLMN. The following propose an alternative to the “UE to HPLMN” security solution with HLR push. 

Discussion: 

ALU: earlier comment applies as in S3-152080

Vodafone: will add same editor's note to step 8

Decision: 

The document was revised to S3-152082.



S3-152082
pCR to FS_BEST_MTC_Sec: Adding “UE to HPLMN” security solution with HSE pull procedure





Source: VODAFONE Group Plc

(Replaces S3-151949)

Decision: 

The document was approved.



S3-152083
TR 33.863 (status after SA3 #80)





Source: Vodafone

Decision: 

The document was agreed.



8.8
Other Study Areas

S3-151748
Study of SCAS for Virtualized Network Element





Source: Huawei 

Abstract: 

This is a new SID proposal to study the security assurance for virtualized network element.

Decision: 

The document was revised to S3-151922.



S3-151769
Discussion on SA5 related management security of virtualized networks





32.842 v1.2.0





Source: China Mobile, China Unicom

Abstract: 

Some progress has been made after the last SA5 meeting on the study item network management of virtualized networks. More use cases about management of virtualized network have been given in 3GPP SA5 TR 32.842 . This contribution will give some considerations about SA5 related management security of virtualized networks.

Discussion: 

postponed as author could not attend SA3 #80

Decision: 

The document was postponed.



S3-151770
LS to SA5 on considerations for management security of virtualized networks





32.842 v1.2.0





Source: SA WG3

Abstract: 

SA3 kindly asks SA5 to take above into account the threat analysis of NFV architecture in S3-151769,and put the security requirements above into chapter 6”potential requirement” of TR32.842.

Discussion: 

postponed as author could not attend SA3 #80; MCC: source SA3 should only be used if SA3 has approved this LS already

Decision: 

The document was postponed.



S3-151922
Study of SCAS for Virtualized Network Element





Source: Huawei, HiSilicon, China Unicom

(Replaces S3-151748)

Abstract: 

This is a new SID proposal to study the security assurance for virtualized network element.

Discussion: 

chair: seems a lot of people think it is too early

NTT DOCOMO: would like to see the pilot first

BT: scope is ok but too early

Huawei: would like to start this work

Decision: 

The document was postponed.



9
Review and Update of Work Plan 

S3-151705
SA3 Work Plan





Source: ETSI

Decision: 

The document was noted.



S3-151707
Work Plan Input from Rapporteur





Source: ETSI

Decision: 

The document was revised to S3-152123.



S3-152123
Work Plan Input from Rapporteur





Source: ETSI

(Replaces S3-151707)

Decision: 

The document was approved.



10
Future Meeting Dates and Venues

S3-151702
SA3 meeting calendar





Source: ETSI

Discussion: 

chair: ad hoc on MCPTT, ProSe, CIoT in Oct.2015 ?

Orange: week 42 not possible (ETSI SCP meeting)

Oberthur: week 43 SA1 ad hoc in Vancouver

chair: week 43 is an option

Nokia Network: is getting close to next meeting, week 41?

Huawei: SA3 LI and China national holidays

Qualcomm: we could arrange conference calls instead

chair: it worked quite well for SCAS, is this acceptable?

chair: bridge, web access need to be arranged, Rapporteur has to take the lead, formal decision will take place in next SA3 meeting

conclusion: no ad hoc in Oct.15 but conference calls

                  May 2016 will be hosted by NAF3, location is tbd

Decision: 

The document was noted.



11
Any Other Business

vice chairman Dajang Zhang (Microsoft) will not be able to continue as SA3 vice-chair (leaving end of Sep. due to company redundancy) and so vice-chair election will need to take place at next SA3 meeting

Email discussion deadlines:

First version available by:
  
Wed 02.09.15

Comments by:
  


                 Fri 04.09.15

Revised version by:
 

          Mon 07.09.15

Final Tdocs by:



                 Tue 08.09.15

SA3 gave Dajang Zhang (Microsoft), Aguibou Barry (Vodafone) and Patrik Teppo (Ericsson) a nice farewell and thanked them for their cooperation and all their work for SA3.

SA3 chair thanked the delegates for participating in this busy meeting and EF3 for hosting this meeting

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-151700
	Agenda
	ETSI
	revised
	-
	S3-151972

	S3-151701
	Report from last SA meeting
	ETSI
	approved
	-
	-

	S3-151702
	SA3 meeting calendar
	ETSI
	noted
	-
	-

	S3-151703
	Report from SA3#79
	ETSI
	approved
	-
	-

	S3-151704
	Report from SA3 meeting on SCAS
	ETSI
	approved
	-
	-

	S3-151705
	SA3 Work Plan
	ETSI
	noted
	-
	-

	S3-151706
	Editorial Changes to TS 33.117 v011
	TELECOM ITALIA S.p.A.
	approved
	-
	-

	S3-151707
	Work Plan Input from Rapporteurs
	ETSI
	revised
	-
	S3-152123

	S3-151708
	Providing test cases related to the requirement 5.2.3.6.1 “Security event logging"
	TELECOM ITALIA S.p.A.
	revised
	-
	S3-152023

	S3-151709
	Adding a test case related to the requirement  5.2.4.1.1.2 “Handling of ICMP”
	TELECOM ITALIA S.p.A.
	revised
	-
	S3-152025

	S3-151710
	Adding a test case related to the requirement  5.2.4.1.1.3 “Handling of IP options and extensions”
	TELECOM ITALIA S.p.A.
	revised
	-
	S3-152026

	S3-151711
	Adding a test case related to the requirement 5.2.6.2.3 “GTP-C Filtering”
	TELECOM ITALIA S.p.A.
	revised
	-
	S3-152027

	S3-151712
	Providing a test case related to the requirement  5.3.2.2 “Restricted reachability of services”
	TELECOM ITALIA S.p.A.
	approved
	-
	-

	S3-151713
	Providing a test case related to the requirement 5.3.3.1.1 “IP-Source address spoofing mitigation”
	TELECOM ITALIA S.p.A.
	revised
	-
	S3-152031

	S3-151714
	Fixing the test case related to the requirement 5.3.3.3.4 “System robustness against unexpected input”
	TELECOM ITALIA S.p.A.
	approved
	-
	-

	S3-151715
	TCG progress report for TMS WG
	INTERDIGITAL COMMUNICATIONS
	noted
	-
	-

	S3-151716
	Adding a test case related to the requirement 5.4.4 “Robustness and fuzz testing”
	TELECOM ITALIA S.p.A.
	merged
	-
	-

	S3-151717
	MCPTT UE Registration and User Authentication
	Motorola Solutions Danmark A/S
	withdrawn
	-
	-

	S3-151718
	Secure storage of the security policy
	Microsoft Corporation, Nokia Networks
	approved
	-
	-

	S3-151719
	LS on functional security requirements and architecture for mobile phone anti-theft measures
	COM 17 – LS 208 – E
	noted
	-
	-

	S3-151720
	LS/r on security framework for Internet of Things (reply to JCA-IoT LS 22)
	COM 17 – LS 191 – E
	noted
	-
	-

	S3-151721
	LS on VoLTE roaming architecture
	ATIS WTSC
	noted
	-
	-

	S3-151722
	LS on proposed method of restricting access to IOPS cells (C1-152403; to: SA2, SA3; cc: SA1, RAN2; contact: AT&T)
	C1-152403
	replied to
	-
	-

	S3-151723
	LS on requirement to support EAP-SIM for the ePDG
	C1-152442
	replied to
	-
	-

	S3-151724
	LS/r on technologies involved in countering voice spam in telecommunication organizations (reply to 3GPP SA3)
	COM 17 – LS 192 – E
	noted
	-
	-

	S3-151725
	LS on technical framework for countering mobile messaging spam
	COM 17 – LS 205 – E
	noted
	-
	-

	S3-151726
	LS on Efficient Small Data Transfer
	GP-150654
	noted
	-
	-

	S3-151727
	Reply to LS on C-IoT/MTC data transmission targets for security-related procedures
	GP-150669
	noted
	-
	-

	S3-151728
	LS on VoLTE Roaming Architecture
	GSMA Product and Services Management Committee
	noted
	-
	-

	S3-151729
	LS on public safety discovery
	R1-152422
	noted
	-
	-

	S3-151730
	Reply LS on public safety discovery from SA3
	R1-153555
	noted
	-
	-

	S3-151731
	Reply LS on public safety discovery
	R2-151723
	noted
	-
	-

	S3-151732
	LS on authentication and encryption between UE and WLAN for aggregation
	R2-152915
	replied to
	-
	-

	S3-151733
	LS on VoLTE Roaming Architecture
	GSMA Networks Group
	noted
	-
	-

	S3-151734
	LS reply on Public Safety discovery
	S2-151813
	noted
	-
	-

	S3-151735
	LS on progress of IOPS in SA2 and security study dependencies
	S2-152040
	replied to
	-
	-

	S3-151736
	Reply LS on VoLTE Roaming Architecture
	S2-152117
	noted
	-
	-

	S3-151737
	LS on the risk of IMSI exposure at the SCEF
	S2-152123
	noted
	-
	-

	S3-151738
	LS on assignment of Layer-2 ID for one-to-one ProSe Direct Communication
	S2-152693
	replied to
	-
	-

	S3-151739
	Reply LS on VoLTE Roaming Architecture
	S3i150145
	noted
	-
	-

	S3-151740
	Reply to LS on VoLTE Roaming Architecture GSMA
	S3i150153
	noted
	-
	-

	S3-151741
	Reply LS on security framework for Internet of Things
	OneM2M
	noted
	-
	-

	S3-151742
	Detailed MCPTT User authentication and registration
	Motorola Solutions Danmark A/S
	revised
	-
	S3-152051

	S3-151743
	MCPTT Identities
	Motorola Solutions Danmark A/S
	withdrawn
	-
	-

	S3-151744
	MCPTT Media and Signalling Security Using SDES
	Motorola Solutions Danmark A/S
	withdrawn
	-
	-

	S3-151745
	Adding a test case related to the requirement 5.3.2.1 “No unnecessary or insecure services / protocols”
	NEC India Private Limited
	approved
	-
	-

	S3-151746
	Test cases for 5.3.4: Web server hardening
	TeliaSonera AB
	revised
	-
	S3-152035

	S3-151747
	Alternative for 5.3.4, Web server hardening: CIS Level 1
	TeliaSonera AB
	rejected
	-
	-

	S3-151748
	Study of SCAS for Virtualized Network Element
	Huawei 
	revised
	-
	S3-151922

	S3-151749
	Discussion paper on IOPS security using USIM certificates
	Alcatel-Lucent Deutschland AG
	noted
	-
	-

	S3-151750
	pCR IOPS Security using USIM certificates
	Alcatel-Lucent Deutschland AG
	rejected
	-
	-

	S3-151751
	pCR IOPS Internode security
	Alcatel-Lucent Deutschland AG
	merged
	-
	-

	S3-151752
	Discussion on LWA security
	Alcatel-Lucent Deutschland AG
	noted
	-
	-

	S3-151753
	draft Reply LS to RAN2 (R2-152915) on LWA security
	Alcatel-Lucent Deutschland AG
	rejected
	-
	-

	S3-151754
	Some Security Requirement Supplement when Collecting PII
	China Mobile Com. Corporation
	withdrawn
	-
	-

	S3-151755
	LS on Requirement for Identifying Remote ProSe UE and its Subscriber in  EPC
	S3i150241
	noted
	-
	-

	S3-151756
	Reply LS on VoLTE Roaming Architecture
	S3i150243
	noted
	-
	-

	S3-151757
	Adding a test case related to the requirement 5.3.2.3 “No unused software”
	NEC India Private Limited
	revised
	-
	S3-152028

	S3-151758
	Adding a test case related to the requirement 5.3.2.4 “No unused functions”
	NEC India Private Limited
	revised
	-
	S3-152029

	S3-151759
	Applying authenticated encryption schemes to CIoT
	China Mobile Com. Corporation
	postponed
	-
	-

	S3-151760
	Adding a test case related to the requirement 5.3.2.5 “No unsupported components”
	NEC India Private Limited
	approved
	-
	-

	S3-151761
	Adding a test case related to the requirement 5.3.3.1.3 “Automatic launch of removable media”
	NEC India Private Limited
	revised
	-
	S3-152032

	S3-151762
	Adding a test case related to the requirement 5.2.3.4.3.1 “Password Structure”
	NEC India Private Limited
	revised
	-
	S3-152016

	S3-151763
	Comparison of authenticated encryption schemes
	China Mobile Com. Corporation
	postponed
	-
	-

	S3-151764
	Adding a test case related to the requirement 5.2.3.4.3.2 “Password Changes”
	NEC India Private Limited
	revised
	-
	S3-152017

	S3-151765
	Preventing unauthorized modification of signalling data
	China Mobile Com. Corporation
	postponed
	-
	-

	S3-151766
	Adding a test case related to the requirement 5.2.3.4.3.3 “Protection against Attacks”
	NEC India Private Limited
	revised
	-
	S3-152018

	S3-151767
	Adding a test case related to the requirement 5.2.3.4.3.4 “Hiding Password Display”
	NEC India Private Limited
	revised
	-
	S3-152019

	S3-151768
	Preventing unauthorized modification of user data in cellular IOT
	China Mobile Com. Corporation
	postponed
	-
	-

	S3-151769
	Discussion on SA5 related management security of virtualized networks
	China Mobile, China Unicom
	postponed
	-
	-

	S3-151770
	LS to SA5 on considerations for management security of virtualized networks
	SA WG3
	postponed
	-
	-

	S3-151771
	Background on RAN2 LS concerning LTE-WLAN aggregation
	BlackBerry UK Ltd
	noted
	-
	-

	S3-151772
	Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent
	revised
	-
	S3-151963

	S3-151773
	Status of SCAS requirements vs test cases in TS 33.116
	Alcatel-Lucent
	revised
	-
	S3-151964

	S3-151774
	SCAS:Addressing duplication of events in requirement 5.2.6.3.1 “Network Device Security event logging”   
	Alcatel-Lucent
	revised
	-
	S3-152038

	S3-151775
	SCAS: Mapping TR.33.806 Annex D.3.3.3.3 test case to TS’s.
	Alcatel-Lucent
	revised
	-
	S3-152013

	S3-151776
	SCAS: Adding test case for 5.3.3.1.5 - Protection from buffer overflow
	Alcatel-Lucent
	revised
	-
	S3-152033

	S3-151777
	SCAS: Test case for TS.33.117 5.2.6.2.2 – Interface Robustness Requirements
	Alcatel-Lucent
	approved
	-
	-

	S3-151778
	SCAS: Mapping TR.33.806 Annex D.5.4 test case to TS’s
	Alcatel-Lucent
	revised
	-
	S3-152050

	S3-151779
	Discussion on inclusion of configuration payload in IKE_AUTH
	Alcatel-Lucent
	noted
	-
	-

	S3-151780
	Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.
	Alcatel-Lucent
	revised
	-
	S3-152090

	S3-151781
	IKE_AUTH showing wrong EAP message type in step 7 of Figure 8.2.2.1
	Alcatel-Lucent
	revised
	-
	S3-152091

	S3-151782
	Aligning with SA2 and CT4 on support for ICE-TCP and IMS-ALG/IMS-AGW based FW traversal
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-151783
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	withdrawn
	-
	-

	S3-151784
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	revised
	-
	S3-152002

	S3-151785
	Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF
	Alcatel-Lucent
	revised
	-
	S3-152003

	S3-151786
	Solution for TURN credential provisioning and Authentication using OAuth 2.0 Access tokens
	Alcatel-Lucent, Huawei, HiSilicon
	withdrawn
	-
	-

	S3-151787
	Solution for TURN credential provisioning and Authentication using OAuth 2.0 Access tokens
	Alcatel-Lucent, Huawei, HiSilicon
	agreed
	-
	-

	S3-151788
	Aligning with SA2 and CT4 on support for ICE-TCP and IMS-ALG/IMS-AGW based FW traversal
	Alcatel-Lucent
	revised
	-
	S3-152004

	S3-151789
	Solution on Signalling reduction for AS security context setup
	NEC
	postponed
	-
	-

	S3-151790
	LS on security aspects of considerations for clean slate CIoT for Rel-13
	NEC
	postponed
	-
	-

	S3-151791
	Evaluation on authentication and encryption between UE and WLAN for aggregation
	NEC
	noted
	-
	-

	S3-151792
	Reply LS on authentication and encryption between UE and WLAN for aggregation
	NEC
	rejected
	-
	-

	S3-151793
	Consideration on identity extension for P-Asserted-Identity
	NEC
	approved
	-
	-

	S3-151794
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	revised
	-
	S3-152067

	S3-151795
	Discussion of LS on authentication and encryption between UE and WLAN for aggregation
	Nokia Networks
	noted
	-
	-

	S3-151796
	Clarification that EAP-SIM is forbidden
	Nokia Networks
	revised
	-
	S3-152088

	S3-151797
	Early security solution for EASE, pCR to TR 33.860
	Nokia Networks
	revised
	-
	S3-152069

	S3-151798
	pCR to TR 33.863 (CIoT BEST) on end-to-middle security solution based on AKA
	Nokia Networks
	revised
	-
	S3-152081

	S3-151799
	Discussion on pre-requisites for testing
	Nokia Networks
	noted
	-
	-

	S3-151800
	pCR to TS 33.116 on pre-requisites for testing
	Nokia Networks
	postponed
	-
	-

	S3-151801
	pCR to TS 33.117 on pre-requisites for testing
	Nokia Networks
	postponed
	-
	-

	S3-151802
	Discussion on test cases for SFRs deriving from 3GPP specifications
	Nokia Networks, Huawei
	noted
	-
	-

	S3-151803
	pCR to 33.116 on test cases for SFRs deriving from 3GPP specifications
	Nokia Networks, Huawei
	approved
	-
	-

	S3-151804
	Adding test case related to requirement 5.2.3.4.2.1 “Accounts shall be protected by at least one authentication attribute”
	Nokia Networks
	approved
	-
	-

	S3-151805
	Enhancing requirement and adding test case related to requirement 5.2.3.4.2.2 “Predefined accounts shall be deleted or disabled.”
	Nokia Networks
	revised
	-
	S3-152014

	S3-151806
	Adding test case related to requirement 5.2.3.4.2.3 “Predefined or default authentication attributes shall be deleted or disabled.”
	Nokia Networks
	revised
	-
	S3-152015

	S3-151807
	Enhancing requirement and adding related test case to 5.2.3.4.5 related to User account lock-out policy
	Nokia Networks
	revised
	-
	S3-152020

	S3-151808
	Supporting Class of Users (WebRTC scenario 4)
	Nokia Networks
	agreed
	-
	-

	S3-151809
	Security for Remote UE to UE-Network Relay Proximity-based Services (ProSe) Direct Communication for Public Safety Use
	Intel Corporation (UK) Ltd
	approved
	-
	-

	S3-151810
	Security for IOPS with Local EPC and no backhaul 
	Intel Corporation (UK) Ltd
	postponed
	-
	-

	S3-151811
	Assignment of Layer-2 ID for one-to-many ProSe Communication
	Intel Corporation (UK) Ltd
	not agreed
	-
	-

	S3-151812
	Security Threat Analysis for LTE/Wi-Fi Link Aggregation (LWA)
	Intel Corporation (UK) Ltd
	rejected
	-
	-

	S3-151813
	Security for LTE/Wi-Fi Link Aggregation (LWA) 
	Intel Corporation (UK) Ltd
	rejected
	-
	-

	S3-151814
	LS reply on authentication and encryption between UE and WLAN for aggregation
	Intel Corporation (UK) Ltd
	rejected
	-
	-

	S3-151815
	[MCPTT] Addition of the MCPTT architecture to the MCPTT TR
	CESG
	revised
	-
	S3-152045

	S3-151816
	[MCPTT] Solution to add KMS function and interfaces
	CESG
	revised
	-
	S3-152046

	S3-151817
	[MCPTT] Solution for MCPTT Group Security
	CESG
	approved
	-
	-

	S3-151818
	[MCPTT] Solution for creating a MCPTT Private Call security context
	CESG
	revised
	-
	S3-152054

	S3-151819
	[MCPTT] Solution for MCPTT Media Security (SRTP)
	CESG
	approved
	-
	-

	S3-151820
	[MCPTT] Solution for MCPTT Floor Control Security (SRTCP)
	CESG
	revised
	-
	S3-152055

	S3-151821
	UE Behavior upon Transitioning to from IOPS Mode for Solution 1
	Huawei, HiSilicon
	merged
	-
	-

	S3-151822
	Some Clarification on Clause 7.1.2.2
	Huawei, HiSilicon
	merged
	-
	-

	S3-151823
	Delete EN on SQN Mismatch
	Huawei, HiSilicon
	merged
	-
	-

	S3-151824
	Handling of Security Context when Switching to Another USIM
	Huawei, HiSilicon
	revised
	-
	S3-152102

	S3-151825
	IOPS definition section
	Nokia Networks
	approved
	-
	-

	S3-151826
	IOPS Resolving Ed.Note 2 under Section 6
	Nokia Networks
	approved
	-
	-

	S3-151827
	IOPS Resolving Ed.Note 3 under Section 6
	Nokia Networks, General Dynamics UK Ltd
	approved
	-
	-

	S3-151828
	IOPS Resolving Ed.Note in Section 6.1 Key Issue 1
	Nokia Networks, General Dynamics UK Ltd
	revised
	-
	S3-152108

	S3-151829
	IOPS architecture
	Nokia Networks
	revised
	-
	S3-152098

	S3-151830
	IOPS assets
	Nokia Networks
	approved
	-
	-

	S3-151831
	IOPS NDS
	Huawei, HiSilicon
	revised
	-
	S3-152103

	S3-151832
	Requirement in 5.2.3.4.3.1 Password Structure
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-151833
	Test Case 5.2.3.4.3.1 Password Structure
	Huawei, HiSilicon
	merged
	-
	-

	S3-151834
	Requirement No Unnecessary or Insecure Services Protocol
	Huawei, HiSilicon
	approved
	-
	-

	S3-151835
	Test Case 5.2.3.4.3.2 Password Change
	Huawei, HiSilicon
	merged
	-
	-

	S3-151836
	Test Case 5.2.3.4.3.5 Protection Against Attacks
	Huawei, HiSilicon
	revised
	-
	S3-152030

	S3-151837
	Correction 8.1.7.2
	Huawei, HiSilicon
	approved
	-
	-

	S3-151838
	Algorithm Negotiation in Solution 8.1.6
	Huawei, HiSilicon
	revised
	-
	S3-151996

	S3-151839
	Correction of Figure in Clause 8.3.3.3.1
	Huawei, HiSilicon
	approved
	-
	-

	S3-151840
	Scope Change
	Huawei, HiSilicon
	approved
	-
	-

	S3-151841
	DoS Attack on ProSe Discovery Procedure
	Huawei, HiSilicon
	revised
	-
	S3-151961

	S3-151842
	LTE-WLAN Aggregation PSK
	Huawei, HiSilicon
	noted
	-
	-

	S3-151843
	LTE-WLAN Aggregation Authentication
	Huawei, HiSilicon
	noted
	-
	-

	S3-151844
	reply LS to RAN2 on LTE-WLAN Aggregation
	Huawei, HiSilicon
	rejected
	-
	-

	S3-151845
	Clean-up of SSO TR 33.995
	Ericsson LM
	revised
	-
	S3-152107

	S3-151846
	Discussion: MCPTT User Authentication and Registration using OpenID Connect 1.0
	Alcatel-Lucent, Motorola Solutions Inc.
	noted
	-
	-

	S3-151847
	Introduction of one-to-one ProSe direct communication and UE-to-network relay security procedures
	Ericsson LM
	postponed
	-
	-

	S3-151848
	GBA and GBApush solutions for ProSe security
	Ericsson LM
	approved
	-
	-

	S3-151849
	Out of coverage case ProSe relay solution using PRUK
	Ericsson
	revised
	-
	S3-152000

	S3-151850
	Some Security Requirement Supplement when Collecting PII
	China Mobile Com. Corporation
	postponed
	-
	-

	S3-151851
	LS from GERAN to SA3 on EC-GSM Progress
	GP-151044
	noted
	-
	-

	S3-151852
	LS on Completion of Study Item on Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things 
	GP-151041
	withdrawn
	-
	-

	S3-151853
	Adding test case to the requirement 5.2.3.4.1.1 on System functions shall not be used or accessed without successful authentication and authorization 
	China Mobile, Telecom Italia
	postponed
	-
	-

	S3-151854
	Condensed threats
	China Unicom, CATR, China Mobile, ZTE Corporation
	postponed
	-
	-

	S3-151855
	Extending requirement 5.2.3.4.1.2 of TS 33.117 on “Accounts shall be used that allow unambiguous identification of the user” and adding two related test cases
	China Mobile, Telecom Italia
	rejected
	-
	-

	S3-151856
	Mitigation technology for privacy consideration
	China Unicom,  CATR, China Mobile, ZTE Corporation
	postponed
	-
	-

	S3-151857
	Adding test case to the requirement 5.2.3.5.1 on Protecting sessions – logout function
	China Mobile,CATR
	revised
	-
	S3-152021

	S3-151858
	Adding test case to the requirement 5.2.3.5.2 on Protecting sessions –Inactivity timeout 
	China Mobile Com. Corporation
	revised
	-
	S3-152022

	S3-151859
	Adding test case to the requirement 5.2.3.6.2 on Log transfer to centralized storage 
	China Mobile,CATR
	revised
	-
	S3-152024

	S3-151860
	Cover sheet for skeleton MCPTT TS
	CESG
	noted
	-
	-

	S3-151861
	Skeleton for MCPTT TS
	CESG (MCPTT Rapporteur)
	revised
	-
	S3-152061

	S3-151862
	NAF Key indication - Rel-12
	Gemalto N.V.
	rejected
	-
	-

	S3-151863
	NAF Key Indication - Rel-13
	Gemalto N.V.
	rejected
	-
	-

	S3-151864
	Security for WebRTC wild carded IMPUs
	Ericsson
	approved
	-
	-

	S3-151865
	IMS Authentication
	Gemalto N.V., TeliaSonera
	revised
	-
	S3-152052

	S3-151866
	Discussion paper: Protecting MCPTT Application content in SIP messages
	Alcatel-Lucent
	noted
	-
	-

	S3-151867
	pCR: Protecting MCPTT Information in SIP message with S/MIME 
	Alcatel-Lucent
	postponed
	-
	-

	S3-151868
	Matching scope section with content of spec - ProSe Rel-12
	Nokia Networks
	revised
	-
	S3-151980

	S3-151869
	CR Matching scope section with content of spec - ProSe Rel-13
	Nokia Networks
	revised
	-
	S3-152070

	S3-151870
	Adding TLS Reference in TS 33.203 Annex W
	Ericsson
	revised
	-
	S3-152009

	S3-151871
	TR 33.897: Text proposal for maintenance of the IOPS Technical Report
	General Dynamics UK Limited
	revised
	-
	S3-152119

	S3-151872
	Security Aspects of IOPS
	Samsung
	merged
	-
	-

	S3-151873
	Authentication Procedure for MCPTT 
	Samsung
	revised
	-
	S3-152086

	S3-151874
	End-to-end Security for MCPTT Private Call
	Samsung
	revised
	-
	S3-152059

	S3-151875
	pCR to TR 33.897: Text proposal for removal of an editor's note related to no backhaul operation
	General Dynamics UK Limited
	approved
	-
	-

	S3-151876
	SCAS: Mapping TR.33.806 Annex D.3.3.2.3.1 test case to TS’s
	Alcatel-Lucent
	revised
	-
	S3-152011

	S3-151877
	pCR to TR 33.897: Security threats and potential security requirements for malicious USIM switching for IOPS AKA based on a secondary USIM approach
	General Dynamics UK Limited
	revised
	-
	S3-152099

	S3-151878
	pCR to TR 33.897: Text proposal for the formulation of security requirements for IOPS AKA based upon a secondary USIM application using a single UICC
	General Dynamics UK Limited
	rejected
	-
	-

	S3-151879
	pCR to TR 33.897: Text proposal for the rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC
	General Dynamics UK Limited
	revised
	-
	S3-152058

	S3-151880
	Clarifying the use of SQN in IOPS AKA: Discussion and pCR to TR 33.897
	General Dynamics UK Limited, Nokia Networks
	revised
	-
	S3-152057

	S3-151881
	Scalability of IOPS AKA: Discussion and pCR to TR 33.897
	General Dynamics UK Limited
	revised
	-
	S3-152104

	S3-151882
	pCR to TR 33.897: Text proposal for evaluation of IOPS AKA based upon a secondary USIM application using a single UICC
	General Dynamics UK Limited
	revised
	-
	S3-152105

	S3-151883
	Updated WID for Isolated E-UTRAN Operation for Public Safety
	IOPS Rapporteur (General Dynamics UK Limited)
	revised
	-
	S3-152121

	S3-151884
	Adding TLS Reference in TS 33.402 Annex B 
	Ericsson
	withdrawn
	-
	-

	S3-151885
	Adding TLS Reference in TS 33.402 Annex B 
	Ericsson
	agreed
	-
	-

	S3-151886
	Correction to terminology - ProSe Rel-12
	Nokia Networks
	revised
	-
	S3-151981

	S3-151887
	Correction to terminology - ProSe Rel-13
	Nokia Networks
	revised
	-
	S3-151982

	S3-151888
	Existing and evolving TLS optimizations 
	Ericsson, Nokia Networks
	revised
	-
	S3-152076

	S3-151889
	Security for WLAN aggregation
	Ericsson
	rejected
	-
	-

	S3-151890
	Security of ProSe Restricted Discovery
	ZTE Corporation, China Unicom
	merged
	-
	-

	S3-151891
	Security of ProSe Restricted Discovery (Model B)
	ZTE Corporation, China Unicom
	merged
	-
	-

	S3-151892
	A solution proposal on EASE_IoT algorithms
	Ericsson, Huawei
	revised
	-
	S3-152071

	S3-151893
	Security of Restricted Discovery with application-controlled extension
	ZTE Corporation, China Unicom
	revised
	-
	S3-151988

	S3-151894
	SCAS: Mapping TR.33.806 Annex D.5.4.2 (Port Scanning) test case to TS’s.   
	Alcatel-Lucent
	revised
	-
	S3-152036

	S3-151895
	SCAS: Mapping TR.33.806 Annex D.5.4.3 (Vulnerability Scanning) test case to TS’s.   
	Alcatel-Lucent
	revised
	-
	S3-152037

	S3-151896
	Security of UE-Network Relay supporting eMBMS
	ZTE Corporation, China Unicom
	not agreed
	-
	-

	S3-151897
	Security of Relay Service Code
	ZTE Corporation
	revised
	-
	S3-152001

	S3-151898
	removing a redundant figure in clause 8.1.2.2
	ZTE Corporation, China Unicom
	approved
	-
	-

	S3-151899
	Authentication of MCPTT User
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-151900
	Service Authorization of MCPTT User
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-151901
	Key Issue: Privacy of MCPTT Identity
	Huawei, HiSilicon
	revised
	-
	S3-152047

	S3-151902
	Authentication for IOPS
	ZTE Corporation
	postponed
	-
	-

	S3-151903
	GCSE-based Security Solution for MCPTT
	Huawei, HiSilicon
	revised
	-
	S3-152060

	S3-151904
	Update the Reference and Security Asset for MCPTT
	Huawei, HiSilicon
	revised
	-
	S3-152048

	S3-151905
	[DRAFT] LS on enhanced GPRS security algorithms for Cellular IoT
	Ericsson LM
	revised
	-
	S3-152072

	S3-151906
	trans mode of NAT traversal in TS 33.203v12.8.0
	ZTE Corporation, China Unicom
	revised
	-
	S3-152010

	S3-151907
	trans mode of NAT traversal in TS 33.203v11.2.0
	ZTE Corporation, China Unicom
	rejected
	-
	-

	S3-151908
	trans mode of NAT traversal in TS 33.203v10.3.0
	ZTE Corporation, China Unicom
	rejected
	-
	-

	S3-151909
	New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT
	Ericsson LM
	revised
	-
	S3-151999

	S3-151910
	3GPP security profile update
	Ericsson
	noted
	-
	-

	S3-151911
	Making the processing of confidentiality protected ProSe Codes more efficient: new key issue and a solution 
	Ericsson LM
	revised
	-
	S3-151990

	S3-151912
	3GPP Security Profile Update of TLS, IPsec, Certificates, and SRTP
	Ericsson
	noted
	-
	-

	S3-151913
	Security Profile Update Details for TLS, IPsec, Certificates, and CRLs
	Ericsson
	revised
	-
	S3-151965

	S3-151914
	pCR to FS_BEST_MTC_Sec: Adding NEW Annex for AKA protocol description 
	VODAFONE Group Plc
	approved
	-
	-

	S3-151915
	Proposal to remove IKEv1 from the 3GPP Security Profiles
	Ericsson
	noted
	-
	-

	S3-151916
	Correction of the MIKEY message details for one-to-many comms
	QUALCOMM Incorporated
	agreed
	-
	-

	S3-151917
	Proposal to update and combine the 3GPP SRTP profiles
	Ericsson LM
	noted
	-
	-

	S3-151918
	Hint of scrambling key
	Ericsson LM
	revised
	-
	S3-151966

	S3-151919
	Correction of the MIKEY message details for one-to-many comms
	QUALCOMM Incorporated
	agreed
	-
	-

	S3-151920
	3GPP use of GCM_12 and dependency on draft-ietf-avtcore-srtp-aes-gcm-14
	Ericsson
	noted
	-
	-

	S3-151921
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	revised
	-
	S3-151983

	S3-151922
	Study of SCAS for Virtualized Network Element
	Huawei, HiSilicon, China Unicom
	postponed
	S3-151748
	-

	S3-151923
	Updating certificate profiles in TS 33.310
	Ericsson
	postponed
	-
	-

	S3-151924
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	revised
	-
	S3-151984

	S3-151925
	Updating TLS profiles in TS 33.310
	Ericsson
	postponed
	-
	-

	S3-151926
	Ability of UEs to reach the PKMF
	QUALCOMM Incorporated
	postponed
	-
	-

	S3-151927
	Adding a proxy PKMF to the ProSe specification 
	QUALCOMM Incorporated
	noted
	-
	-

	S3-151928
	Updating NULL encryption TLS profiles in TS 33.310
	Ericsson
	postponed
	-
	-

	S3-151929
	pCR to FS_BEST_MTC_Sec: Adding UMTS AKA messages description
	VODAFONE Group Plc
	approved
	-
	-

	S3-151930
	Updating IKEv2 profiles in TS 33.210
	Ericsson
	postponed
	-
	-

	S3-151931
	pCR to FS_BEST_MTC_Sec: Adding DTLS Handshake and TLS Record messages measurement
	VODAFONE Group Plc
	approved
	-
	-

	S3-151932
	Security requirements for Service Capability Exposure Function (SCEF)
	Ericsson LM
	revised
	-
	S3-151967

	S3-151933
	Updating ESP profiles in TS 33.210
	Ericsson
	postponed
	-
	-

	S3-151934
	pCR to FS_BEST_MTC_Sec: Adding TLS Handshake session resumption measurement
	VODAFONE Group Plc
	approved
	-
	-

	S3-151935
	pCR to FS_BEST_MTC_Sec: Adding GBA messages measurement description
	VODAFONE Group Plc
	approved
	-
	-

	S3-151936
	Updating IMS security profiles in TS 33.203
	Ericsson
	postponed
	-
	-

	S3-151937
	Security procedures for reference point SCEF – 3GPP Network Entity
	Ericsson LM
	revised
	-
	S3-151968

	S3-151938
	pCR to 33.863: Key issue – Efficient user data protection challenges
	VODAFONE Group Plc
	revised
	-
	S3-152077

	S3-151939
	Evaluation of ProSe Relay security solutions
	Ericsson 
	noted
	-
	-

	S3-151940
	Privacy threat on PC2 interface in Restricted Discovery 
	Ericsson LM
	approved
	-
	-

	S3-151941
	Security requirements and security procedures for reference point PC2
	Ericsson LM
	revised
	-
	S3-151969

	S3-151942
	pCR: Addition of variant of Solution#1 in IOPS TR 33.897
	QUALCOMM Incorporated
	postponed
	-
	-

	S3-151943
	Combined ProSe Relay and one-to-one security solution
	Ericsson
	revised
	-
	S3-152053

	S3-151944
	Evaluation of Solution 1 in IOPS TR 33.897
	QUALCOMM Incorporated
	rejected
	-
	-

	S3-151945
	pCR to 33.863: Key issue – N-PDU Data Tampering and Eavesdropping
	VODAFONE Group Plc
	revised
	-
	S3-152078

	S3-151946
	Comments to Solution #8.3.1 ‘Obtaining the security parameters needed for ProSe Restricted Discovery’  
	Ericsson LM
	merged
	-
	-

	S3-151947
	Security flows for restricted discovery
	QUALCOMM Incorporated
	revised
	-
	-

	S3-151948
	Update of “UE to HPLMN” security solution with HLR push procedure 
	VODAFONE Group Plc
	revised
	-
	S3-152080

	S3-151949
	pCR to FS_BEST_MTC_Sec: Adding “UE to HPLMN” security solution with HSE pull procedure
	VODAFONE Group Plc
	revised
	-
	S3-152082

	S3-151950
	Protection of restricted discovery messages
	QUALCOMM Incorporated
	revised
	-
	S3-151992

	S3-151951
	Obtaining security parameters for protection of Restricted Discovery messages on PC5 interface
	QUALCOMM Incorporated
	approved
	-
	-

	S3-151952
	Protection of Restricted Discovery messages on PC5 interface
	QUALCOMM Incorporated
	revised
	-
	S3-151989

	S3-151953
	pCR to TR 33.860: Data efficient rekeying
	VODAFONE Group Plc
	revised
	-
	S3-152068

	S3-151954
	pCR to TR 33.860: Long enough session keys
	VODAFONE Group Plc
	approved
	-
	-

	S3-151955
	Details of one-to-one communication security
	QUALCOMM Incorporated
	revised
	-
	S3-151995

	S3-151956
	Security for UE-to-network relay communications
	QUALCOMM Incorporated
	postponed
	-
	-

	S3-151957
	Obtaining security parameters for protection of Public Safety Direct Discovery messages on PC5 interface
	QUALCOMM Incorporated
	approved
	-
	-

	S3-151958
	Proposed update to solution #8.1.7 in TR 33.833
	QUALCOMM CDMA Technologies
	revised
	-
	S3-151997

	S3-151959
	Proposed update to solution #8.2.2.2 in TR33.833
	QUALCOMM Incorporated
	revised
	-
	S3-151994

	S3-151960
	Discussion on response to LS from SA2 on Source Layer 2 IDs
	QUALCOMM Incorporated
	not agreed
	-
	-

	S3-151961
	DoS Attack on ProSe Discovery Procedure
	Huawei, HiSilicon
	postponed
	S3-151841
	-

	S3-151962
	LS on Proposed requirements for carrier Wi-Fi® networks
	Wi-Fi Alliance
	noted
	-
	-

	S3-151963
	Updated Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent
	revised
	S3-151772
	S3-152041

	S3-151964
	Updated Status of SCAS requirements vs test cases in TS 33.116
	Alcatel-Lucent
	revised
	S3-151773
	S3-152042

	S3-151965
	Comments on Security Profile Update Details for TLS, IPsec, Certificates, and CRLs
	Nokia Networks
	noted
	S3-151913
	-

	S3-151966
	Hint of scrambling key
	Ericsson LM
	postponed
	S3-151918
	-

	S3-151967
	Security requirements for Service Capability Exposure Function (SCEF)
	Ericsson LM
	revised
	S3-151932
	S3-152092

	S3-151968
	Security procedures for reference point SCEF – 3GPP Network Entity
	Ericsson LM
	revised
	S3-151937
	S3-152093

	S3-151969
	Security requirements and security procedures for reference point PC2
	Ericsson LM
	revised
	S3-151941
	S3-151993

	S3-151970
	Phylaws project (ICT-FP7: PHYsical LAyer Wireless Security: Secret Key Generation
	Thales
	revised
	-
	S3-152075

	S3-151971
	Discussion on Way forward with TRs 33.806 and 33.916
	Nokia Networks
	noted
	-
	-

	S3-151972
	Agenda
	ETSI
	approved
	S3-151700
	-

	S3-151973
	LS on inclusion of IKEv2 optional payload when EAP is used (C1-153240; to: SA3; cc: CT; contact: Alcatel-Lucent)
	C1-153240
	noted
	-
	-

	S3-151974
	LS on secure communication over St reference point (C3-153445; to: SA3; cc: -; contact: ZTE)
	C3-153445
	replied to
	-
	-

	S3-151975
	LS on Completion of Study Item on Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things (FS_IoT_LC) (GP-151041; to: RAN, SA, SA2, SA3, CT; cc: RAN1, RAN2, RAN3, RAN4, CT1; contact: Vodafone)
	GP-151041
	noted
	-
	-

	S3-151976
	LS on Identity Contributions Agreed within SA6 (S6-150992; to: SA3; cc: -; contact: UK Home Office)
	S6-150992
	noted
	-
	-

	S3-151977
	LS on new SID on Impacts of the Diameter Base Protocol Specification Update (C4-151412; to: CT3, SA5; cc: SA3, CT1; contact: Huawei)
	C4-151412
	noted
	-
	-

	S3-151978
	Reply to C3-153445 = S3-151974 on secure communication over St reference point (to: CT3; cc: -; contact: ZTE)
	ZTE
	approved
	-
	-

	S3-151979
	LS on Security consideration on VoLTE S8HR (to: SA, GSMA NG, SA3-LI, CT4, CT1; cc: SA2; contact: NTT DOCOMO)
	NTT DOCOMO
	approved
	-
	-

	S3-151980
	Matching scope section with content of spec - ProSe Rel-12
	Nokia Networks
	revised
	S3-151868
	S3-152073

	S3-151981
	Correction to terminology - ProSe Rel-12
	Nokia Networks
	agreed
	S3-151886
	-

	S3-151982
	Correction to terminology - ProSe Rel-13
	Nokia Networks
	agreed
	S3-151887
	-

	S3-151983
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	agreed
	S3-151921
	-

	S3-151984
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	agreed
	S3-151924
	-

	S3-151985
	LS on Adding a proxy PKMF to the ProSe specification (to: SA2; cc: -; contact: Qualcomm)
	Qualcomm
	approved
	-
	-

	S3-151986
	LS reply to S3-151226 on Public Safety discovery (S1-152747; to: SA2, SA3; cc: -; contact: Qualcomm)
	S1-152747
	noted
	-
	-

	S3-151987
	Response LS S2-152693 = S3-151738 on assignment of Layer-2 ID for one-to-one ProSe Direct Communication (to: SA2; cc: -; contact: Qualcomm)
	Qualcomm
	approved
	-
	-

	S3-151988
	Security of Restricted Discovery with application-controlled extension
	ZTE Corporation, China Unicom
	approved
	S3-151893
	-

	S3-151989
	Protection of Restricted Discovery messages on PC5 interface
	QUALCOMM Incorporated
	approved
	S3-151952
	-

	S3-151990
	Making the processing of confidentiality protected ProSe Codes more efficient: new key issue and a solution 
	Ericsson LM
	approved
	S3-151911
	-

	S3-151991
	Security flows for restricted discovery
	QUALCOMM Incorporated
	revised
	S3-151947
	S3-152109

	S3-151992
	Protection of restricted discovery messages
	QUALCOMM Incorporated
	merged
	S3-151950
	-

	S3-151993
	Security requirements and security procedures for reference point PC2
	Ericsson LM
	agreed
	S3-151969
	-

	S3-151994
	Proposed update to solution #8.2.2.2 in TR33.833
	QUALCOMM Incorporated
	approved
	S3-151959
	-

	S3-151995
	Details of one-to-one communication security
	QUALCOMM Incorporated
	agreed
	S3-151955
	-

	S3-151996
	Algorithm Negotiation in Solution 8.1.6
	Huawei, HiSilicon
	approved
	S3-151838
	-

	S3-151997
	Proposed update to solution #8.1.7 in TR 33.833
	QUALCOMM CDMA Technologies
	approved
	S3-151958
	-

	S3-151998
	Response LS on proposed method of restricting access to IOPS cells (S1-152750; to: SA2; cc: RAN2, CT1, SA, contact: appcomsci)
	S1-152750
	noted
	-
	-

	S3-151999
	New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT
	Ericsson LM
	revised
	S3-151909
	S3-152087

	S3-152000
	Out of coverage case ProSe relay solution using PRUK
	Ericsson
	approved
	S3-151849
	-

	S3-152001
	Security of Relay Service Code
	ZTE Corporation
	approved
	S3-151897
	-

	S3-152002
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	revised
	S3-151784
	S3-152117

	S3-152003
	Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF
	Alcatel-Lucent, Huawei
	revised
	S3-151785
	S3-152118

	S3-152004
	Aligning with SA2 and CT4 on support for ICE-TCP and IMS-ALG/IMS-AGW based FW traversal
	Alcatel-Lucent
	approved
	S3-151788
	-

	S3-152005
	TR 33.833 (for information/approval at TSG?)
	Qualcomm
	revised
	-
	S3-152079

	S3-152006
	TR 33.872 cover for presentation to TSG (for approval at TSG)
	Ericsson
	approved
	-
	-

	S3-152007
	TR 33.872 (for approval at TSG)
	Ericsson
	agreed
	-
	-

	S3-152008
	Reply LS on VoLTE Roaming Architecture (GSMA PACKET#81 Doc 123; to: SA,CT, SA2, SA3, SA3-LI, SA5, CT1, CT3; cc: WAS, WSOLU, WAGREE, IDS, TDS; contact: NTT DOCOMO)
	GSMA NG-PACKET
	noted
	-
	-

	S3-152009
	Adding TLS Reference in TS 33.203 Annex W
	Ericsson
	agreed
	S3-151870
	-

	S3-152010
	trans mode of NAT traversal in TS 33.203v12.8.0
	ZTE Corporation, China Unicom
	agreed
	S3-151906
	-

	S3-152011
	SCAS: Mapping TR.33.806 Annex D.3.3.2.3.1 test case to TS’s
	Alcatel-Lucent
	approved
	S3-151876
	-

	S3-152012
	SCAS: Mapping TR.33.806 Annex D.3.3.2.3.1 test case to TS’s
	Alcatel-Lucent
	approved
	-
	-

	S3-152013
	SCAS: Mapping TR.33.806 Annex D.3.3.3.3 test case to TS’s.
	Alcatel-Lucent
	approved
	S3-151775
	-

	S3-152014
	Enhancing requirement and adding test case related to requirement 5.2.3.4.2.2 “Predefined accounts shall be deleted or disabled.”
	Nokia Networks
	approved
	S3-151805
	-

	S3-152015
	Adding test case related to requirement 5.2.3.4.2.3 “Predefined or default authentication attributes shall be deleted or disabled.”
	Nokia Networks
	approved
	S3-151806
	-

	S3-152016
	Adding a test case related to the requirement 5.2.3.4.3.1 “Password Structure”
	NEC India Private Limited
	approved
	S3-151762
	-

	S3-152017
	Adding a test case related to the requirement 5.2.3.4.3.2 “Password Changes”
	NEC India Private Limited, Huawei, HiSilicon
	approved
	S3-151764
	-

	S3-152018
	Adding a test case related to the requirement 5.2.3.4.3.3 “Protection against Attacks”
	NEC India Private Limited
	approved
	S3-151766
	-

	S3-152019
	Adding a test case related to the requirement 5.2.3.4.3.4 “Hiding Password Display”
	NEC India Private Limited
	approved
	S3-151767
	-

	S3-152020
	Enhancing requirement and adding related test case to 5.2.3.4.5 related to User account lock-out policy
	Nokia Networks
	approved
	S3-151807
	-

	S3-152021
	Adding test case to the requirement 5.2.3.5.1 on Protecting sessions – logout function
	China Mobile,CATR
	approved
	S3-151857
	-

	S3-152022
	Adding test case to the requirement 5.2.3.5.2 on Protecting sessions –Inactivity timeout 
	China Mobile Com. Corporation
	approved
	S3-151858
	-

	S3-152023
	Providing test cases related to the requirement 5.2.3.6.1 “Security event logging"
	TELECOM ITALIA S.p.A.
	withdrawn
	S3-151708
	-

	S3-152024
	Adding test case to the requirement 5.2.3.6.2 on Log transfer to centralized storage 
	China Mobile,CATR
	approved
	S3-151859
	-

	S3-152025
	Adding a test case related to the requirement  5.2.4.1.1.2 “Handling of ICMP”
	TELECOM ITALIA S.p.A.
	approved
	S3-151709
	-

	S3-152026
	Adding a test case related to the requirement  5.2.4.1.1.3 “Handling of IP options and extensions”
	TELECOM ITALIA S.p.A.
	approved
	S3-151710
	-

	S3-152027
	Adding a test case related to the requirement 5.2.6.2.3 “GTP-C Filtering”
	TELECOM ITALIA S.p.A.
	approved
	S3-151711
	-

	S3-152028
	Adding a test case related to the requirement 5.3.2.3 “No unused software”
	NEC India Private Limited
	approved
	S3-151757
	-

	S3-152029
	Adding a test case related to the requirement 5.3.2.4 “No unused functions”
	NEC India Private Limited
	approved
	S3-151758
	-

	S3-152030
	Test Case 5.2.3.4.3.5 Protection Against Attacks
	Huawei, HiSilicon
	approved
	S3-151836
	-

	S3-152031
	Providing a test case related to the requirement 5.3.3.1.1 “IP-Source address spoofing mitigation”
	TELECOM ITALIA S.p.A.
	approved
	S3-151713
	-

	S3-152032
	Adding a test case related to the requirement 5.3.3.1.3 “Automatic launch of removable media”
	NEC India Private Limited
	approved
	S3-151761
	-

	S3-152033
	SCAS: Adding test case for 5.3.3.1.5 - Protection from buffer overflow
	Alcatel-Lucent
	approved
	S3-151776
	-

	S3-152034
	MCPTT identities with SA6 LS S6-150992
	Motorola Solutions
	revised
	-
	S3-152049

	S3-152035
	Test cases for 5.3.4: Web server hardening
	TeliaSonera AB
	approved
	S3-151746
	-

	S3-152036
	SCAS: Mapping TR.33.806 Annex D.5.4.2 (Port Scanning) test case to TS’s.   
	Alcatel-Lucent
	approved
	S3-151894
	-

	S3-152037
	SCAS: Mapping TR.33.806 Annex D.5.4.3 (Vulnerability Scanning) test case to TS’s.   
	Alcatel-Lucent
	approved
	S3-151895
	-

	S3-152038
	SCAS:Addressing duplication of events in requirement 5.2.6.3.1 “Network Device Security event logging”   
	Alcatel-Lucent
	approved
	S3-151774
	-

	S3-152039
	TS 33.116 (status after SA3 #80, for information to TSG)
	NTT DOCOMO
	approved
	-
	-

	S3-152040
	TS 33.117 (status after SA3 #80, for information to TSG)
	NTT DOCOMO
	approved
	-
	-

	S3-152041
	Updated Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent
	noted
	S3-151963
	-

	S3-152042
	Updated Status of SCAS requirements vs test cases in TS 33.116
	Alcatel-Lucent
	noted
	S3-151964
	-

	S3-152043
	Cover for TS 33.116 (presentation to TSG for information)
	NTT DOCOMO
	approved
	-
	-

	S3-152044
	Cover for TS 33.117 (presentation to TSG for information)
	NTT DOCOMO
	approved
	-
	-

	S3-152045
	[MCPTT] Addition of the MCPTT architecture to the MCPTT TR
	CESG
	approved
	S3-151815
	-

	S3-152046
	[MCPTT] Solution to add KMS function and interfaces
	CESG
	approved
	S3-151816
	-

	S3-152047
	Key Issue: Privacy of MCPTT Identity
	Huawei, HiSilicon
	approved
	S3-151901
	-

	S3-152048
	Update the Reference and Security Asset for MCPTT
	Huawei, HiSilicon
	approved
	S3-151904
	-

	S3-152049
	MCPTT identities with SA6 LS S6-150992
	Motorola Solutions
	approved
	S3-152034
	-

	S3-152050
	SCAS: Mapping TR.33.806 Annex D.5.4 test case to TS’s
	Alcatel-Lucent
	approved
	S3-151778
	-

	S3-152051
	Detailed MCPTT User authentication and registration
	Motorola Solutions Danmark A/S
	approved
	S3-151742
	-

	S3-152052
	IMS Authentication
	Gemalto N.V., TeliaSonera
	approved
	S3-151865
	-

	S3-152053
	Combined ProSe Relay and one-to-one security solution
	Ericsson
	approved
	S3-151943
	-

	S3-152054
	[MCPTT] Solution for creating a MCPTT Private Call security context
	CESG
	approved
	S3-151818
	-

	S3-152055
	[MCPTT] Solution for MCPTT Floor Control Security (SRTCP)
	CESG
	approved
	S3-151820
	-

	S3-152056
	LS on clarification on SA6 architecture (to: SA6, SA2, CT1; cc: -; contact: CESG)
	CESG
	approved
	-
	-

	S3-152057
	Clarifying the use of SQN in IOPS AKA: Discussion and pCR to TR 33.897
	General Dynamics UK Limited, Nokia Networks, Huawei, HiSilicon
	revised
	S3-151880
	S3-152100

	S3-152058
	pCR to TR 33.897: Text proposal for the rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC
	General Dynamics UK Limited, Huawei, HiSilicon, Samsung
	revised
	S3-151879
	S3-152101

	S3-152059
	End-to-end Security for MCPTT Private Call
	Samsung
	approved
	S3-151874
	-

	S3-152060
	GCSE-based Security Solution for MCPTT
	Huawei, HiSilicon
	approved
	S3-151903
	-

	S3-152061
	Skeleton for MCPTT TS
	CESG (MCPTT Rapporteur)
	agreed
	S3-151861
	-

	S3-152062
	TR 33.879 (status after SA3 #80)
	CESG
	agreed
	-
	-

	S3-152063
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	revised
	-
	S3-152112

	S3-152064
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	revised
	-
	S3-152113

	S3-152065
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	revised
	-
	S3-152114

	S3-152066
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	revised
	-
	S3-152115

	S3-152067
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	revised
	S3-151794
	S3-152111

	S3-152068
	pCR to TR 33.860: Data efficient rekeying
	VODAFONE Group Plc
	approved
	S3-151953
	-

	S3-152069
	Early security solution for EASE, pCR to TR 33.860
	Nokia Networks
	approved
	S3-151797
	-

	S3-152070
	CR Matching scope section with content of spec - ProSe Rel-13
	Nokia Networks
	agreed
	S3-151869
	-

	S3-152071
	A solution proposal on EASE_IoT algorithms
	Ericsson, Huawei
	approved
	S3-151892
	-

	S3-152072
	LS on enhanced GPRS security algorithms for Cellular IoT (to: ETSI SAGE; cc: -; contact: Ericsson)
	SA3
	approved
	S3-151905
	-

	S3-152073
	Matching scope section with content of spec - ProSe Rel-12
	Nokia Networks
	agreed
	S3-151980
	-

	S3-152074
	TR 33.860 (status after SA3 #80)
	Ericsson
	agreed
	-
	-

	S3-152075
	Phylaws project (ICT-FP7: PHYsical LAyer Wireless Security: Secret Key Generation
	Thales
	noted
	S3-151970
	-

	S3-152076
	Existing and evolving TLS optimizations 
	Ericsson, Nokia Networks
	approved
	S3-151888
	-

	S3-152077
	pCR to 33.863: Key issue – Efficient user data protection challenges
	VODAFONE Group Plc
	approved
	S3-151938
	-

	S3-152078
	pCR to 33.863: Key issue – N-PDU Data Tampering and Eavesdropping
	VODAFONE Group Plc
	approved
	S3-151945
	-

	S3-152079
	TR 33.833 (status after SA3 #80)
	Qualcomm
	agreed
	S3-152005
	-

	S3-152080
	Update of “UE to HPLMN” security solution with HLR push procedure 
	VODAFONE Group Plc
	approved
	S3-151948
	-

	S3-152081
	pCR to TR 33.863 (CIoT BEST) on end-to-middle security solution based on AKA
	Nokia Networks
	approved
	S3-151798
	-

	S3-152082
	pCR to FS_BEST_MTC_Sec: Adding “UE to HPLMN” security solution with HSE pull procedure
	VODAFONE Group Plc
	approved
	S3-151949
	-

	S3-152083
	TR 33.863 (status after SA3 #80)
	Vodafone
	agreed
	-
	-

	S3-152084
	Agreements on Security aspects of LTE-Wifi aggregation
	Alcatel-Lucent
	noted
	-
	-

	S3-152085
	Reply LS to R2-152915 = S3-151732 on authentication and encryption between UE and WLAN for aggregation (to: RAN2; cc: RAN3; contact: Huawei)
	Huawei
	approved
	-
	-

	S3-152086
	Authentication Procedure for MCPTT 
	Samsung
	approved
	S3-151873
	-

	S3-152087
	New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT
	Ericsson LM
	agreed
	S3-151999
	-

	S3-152088
	Clarification that EAP-SIM is forbidden
	Nokia Networks
	agreed
	S3-151796
	-

	S3-152089
	Reply to C1-152442 = S3-151723 LS on requirement to support EAP-SIM for the ePDG (to: CT1; cc: -; contact: Nokia Networks)
	Nokia Networks
	approved
	-
	-

	S3-152090
	Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.
	Alcatel-Lucent
	revised
	S3-151780
	S3-152122

	S3-152091
	IKE_AUTH showing wrong EAP message type in step 7 of Figure 8.2.2.1
	Alcatel-Lucent
	agreed
	S3-151781
	-

	S3-152092
	Security requirements for Service Capability Exposure Function (SCEF)
	Ericsson LM
	agreed
	S3-151967
	-

	S3-152093
	Security procedures for reference point SCEF – 3GPP Network Entity
	Ericsson LM
	agreed
	S3-151968
	-

	S3-152094
	TR 33.889 (for approval to TSG)
	Samsung
	agreed
	-
	-

	S3-152095
	Cover sheet for TR 33.889 (for approval at TSG)
	Samsung
	approved
	-
	-

	S3-152096
	Response LS to S2-152040 = S3-151735 on progress of IOPS in SA2 and security study dependencies (to: SA2; cc: CT6; contact: General Dynamics)
	General Dynamics
	approved
	-
	-

	S3-152097
	Reply to LS to C1-152403 = S3-151722 on proposed method of restricting access to IOPS cells (to: CT1; cc: SA1, SA2, RAN2, CT6; contact: General Dynamics)
	General Dynamics
	approved
	-
	-

	S3-152098
	IOPS architecture
	Nokia Networks
	approved
	S3-151829
	-

	S3-152099
	pCR to TR 33.897: Security threats and potential security requirements for malicious USIM switching for IOPS AKA based on a secondary USIM approach
	General Dynamics UK Limited
	approved
	S3-151877
	-

	S3-152100
	Clarifying the use of SQN in IOPS AKA: Discussion and pCR to TR 33.897
	General Dynamics UK Limited, Nokia Networks, Huawei, HiSilicon
	approved
	S3-152057
	-

	S3-152101
	pCR to TR 33.897: Text proposal for the rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC
	General Dynamics UK Limited, Huawei, HiSilicon, Samsung
	approved
	S3-152058
	-

	S3-152102
	Handling of Security Context when Switching to Another USIM
	Huawei, HiSilicon
	approved
	S3-151824
	-

	S3-152103
	IOPS NDS
	Huawei, HiSilicon
	approved
	S3-151831
	-

	S3-152104
	Scalability of IOPS AKA: Discussion and pCR to TR 33.897
	General Dynamics UK Limited
	approved
	S3-151881
	-

	S3-152105
	pCR to TR 33.897: Text proposal for evaluation of IOPS AKA based upon a secondary USIM application using a single UICC
	General Dynamics UK Limited
	approved
	S3-151882
	-

	S3-152106
	Cover sheet for TR 33.995 to present it to TSG for approval
	Ericsson
	approved
	-
	-

	S3-152107
	Clean-up of SSO TR 33.995
	Ericsson LM
	agreed
	S3-151845
	-

	S3-152108
	IOPS Resolving Ed.Note in Section 6.1 Key Issue 1
	Nokia Networks, General Dynamics UK Ltd
	approved
	S3-151828
	-

	S3-152109
	Security flows for restricted discovery
	QUALCOMM Incorporated
	agreed
	S3-151991
	-

	S3-152110
	Exception for eProSe-Ext-SA3 to change target date
	Qualcomm
	approved
	-
	-

	S3-152111
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	agreed
	S3-152067
	-

	S3-152112
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	agreed
	S3-152063
	-

	S3-152113
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	agreed
	S3-152064
	-

	S3-152114
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	agreed
	S3-152065
	-

	S3-152115
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	agreed
	S3-152066
	-

	S3-152116
	TR 33.832 (status after SA3 #80)
	Sprint
	agreed
	-
	-

	S3-152117
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	agreed
	S3-152002
	-

	S3-152118
	Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF
	Alcatel-Lucent, Huawei
	agreed
	S3-152003
	-

	S3-152119
	TR 33.897 (status after SA3 #80, for information to TSG)
	General Dynamics UK Limited
	approved
	S3-151871
	-

	S3-152120
	Cover sheet for TR 33.897 (for information to TSG)
	General Dynamics
	approved
	-
	-

	S3-152121
	Updated WID for Isolated E-UTRAN Operation for Public Safety
	IOPS Rapporteur (General Dynamics UK Limited)
	agreed
	S3-151883
	-

	S3-152122
	Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.
	Alcatel-Lucent
	agreed
	S3-152090
	-

	S3-152123
	Work Plan Input from Rapporteur
	ETSI
	approved
	S3-151707
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-151932
	Security requirements for Service Capability Exposure Function (SCEF)
	Ericsson LM
	33.187
	0003
	-
	Rel-13
	B
	AESE
	revised

	S3-151967
	Security requirements for Service Capability Exposure Function (SCEF)
	Ericsson LM
	33.187
	0003
	1
	Rel-13
	B
	AESE
	revised

	S3-152092
	Security requirements for Service Capability Exposure Function (SCEF)
	Ericsson LM
	33.187
	0003
	2
	Rel-13
	B
	AESE
	agreed

	S3-151937
	Security procedures for reference point SCEF – 3GPP Network Entity
	Ericsson LM
	33.187
	0004
	-
	Rel-13
	B
	AESE
	revised

	S3-151968
	Security procedures for reference point SCEF – 3GPP Network Entity
	Ericsson LM
	33.187
	0004
	1
	Rel-13
	B
	AESE
	revised

	S3-152093
	Security procedures for reference point SCEF – 3GPP Network Entity
	Ericsson LM
	33.187
	0004
	2
	Rel-13
	B
	AESE
	agreed

	S3-151783
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0234
	-
	Rel-13
	B
	eWebRTCi
	withdrawn

	S3-151784
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0235
	-
	Rel-13
	B
	eWebRTCi
	revised

	S3-152002
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0235
	1
	Rel-13
	B
	eWebRTCi
	revised

	S3-152117
	Overview of solutions for TURN credential provisioning and Authentication
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0235
	2
	Rel-13
	B
	eWebRTCi
	agreed

	S3-151785
	Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF
	Alcatel-Lucent
	33.203
	0236
	-
	Rel-13
	B
	eWebRTCi
	revised

	S3-152003
	Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF
	Alcatel-Lucent, Huawei
	33.203
	0236
	1
	Rel-13
	B
	eWebRTCi
	revised

	S3-152118
	Solution for WebRTC TURN credential provisioning and authentication with eP-CSCF
	Alcatel-Lucent, Huawei
	33.203
	0236
	2
	Rel-13
	B
	eWebRTCi
	agreed

	S3-151786
	Solution for TURN credential provisioning and Authentication using OAuth 2.0 Access tokens
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0237
	-
	Rel-13
	B
	eWebRTCi
	withdrawn

	S3-151787
	Solution for TURN credential provisioning and Authentication using OAuth 2.0 Access tokens
	Alcatel-Lucent, Huawei, HiSilicon
	33.203
	0238
	-
	Rel-13
	B
	eWebRTCi
	agreed

	S3-151808
	Supporting Class of Users (WebRTC scenario 4)
	Nokia Networks
	33.203
	0239
	-
	Rel-13
	B
	eWebRTCi
	agreed

	S3-151870
	Adding TLS Reference in TS 33.203 Annex W
	Ericsson
	33.203
	0240
	-
	Rel-12
	F
	TURAN-SA3, TEI12
	revised

	S3-152009
	Adding TLS Reference in TS 33.203 Annex W
	Ericsson
	33.203
	0240
	1
	Rel-12
	F
	TURAN-SA3, TEI12
	agreed

	S3-151906
	trans mode of NAT traversal in TS 33.203v12.8.0
	ZTE Corporation, China Unicom
	33.203
	0241
	-
	Rel-12
	A
	TEI10
	revised

	S3-152010
	trans mode of NAT traversal in TS 33.203v12.8.0
	ZTE Corporation, China Unicom
	33.203
	0241
	1
	Rel-12
	F
	SEC12
	agreed

	S3-151907
	trans mode of NAT traversal in TS 33.203v11.2.0
	ZTE Corporation, China Unicom
	33.203
	0242
	-
	Rel-11
	A
	TEI10
	rejected

	S3-151908
	trans mode of NAT traversal in TS 33.203v10.3.0
	ZTE Corporation, China Unicom
	33.203
	0243
	-
	Rel-10
	F
	TEI10
	rejected

	S3-151936
	Updating IMS security profiles in TS 33.203
	Ericsson
	33.203
	0244
	-
	Rel-13
	F
	SEC13
	postponed

	S3-151930
	Updating IKEv2 profiles in TS 33.210
	Ericsson
	33.210
	0046
	-
	Rel-13
	F
	SEC13
	postponed

	S3-151933
	Updating ESP profiles in TS 33.210
	Ericsson
	33.210
	0047
	-
	Rel-13
	F
	SEC13
	postponed

	S3-151841
	DoS Attack on ProSe Discovery Procedure
	Huawei, HiSilicon
	33.303
	0069
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-151961
	DoS Attack on ProSe Discovery Procedure
	Huawei, HiSilicon
	33.303
	0069
	1
	Rel-13
	F
	eProSe-Ext-SA3
	postponed

	S3-151847
	Introduction of one-to-one ProSe direct communication and UE-to-network relay security procedures
	Ericsson LM
	33.303
	0070
	-
	Rel-13
	B
	eProSe-Ext-SA3
	postponed

	S3-151862
	NAF Key indication - Rel-12
	Gemalto N.V.
	33.303
	0071
	-
	Rel-12
	F
	ProSe
	rejected

	S3-151863
	NAF Key Indication - Rel-13
	Gemalto N.V.
	33.303
	0072
	-
	Rel-13
	A
	ProSe
	rejected

	S3-151868
	Matching scope section with content of spec - ProSe Rel-12
	Nokia Networks
	33.303
	0073
	-
	Rel-12
	F
	ProSe
	revised

	S3-151980
	Matching scope section with content of spec - ProSe Rel-12
	Nokia Networks
	33.303
	0073
	1
	Rel-12
	F
	ProSe
	revised

	S3-152073
	Matching scope section with content of spec - ProSe Rel-12
	Nokia Networks
	33.303
	0073
	2
	Rel-12
	F
	ProSe
	agreed

	S3-151869
	CR Matching scope section with content of spec - ProSe Rel-13
	Nokia Networks
	33.303
	0074
	-
	Rel-13
	F
	ProSe
	revised

	S3-152070
	CR Matching scope section with content of spec - ProSe Rel-13
	Nokia Networks
	33.303
	0074
	1
	Rel-13
	A
	ProSe
	agreed

	S3-151886
	Correction to terminology - ProSe Rel-12
	Nokia Networks
	33.303
	0075
	-
	Rel-12
	F
	ProSe
	revised

	S3-151981
	Correction to terminology - ProSe Rel-12
	Nokia Networks
	33.303
	0075
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151887
	Correction to terminology - ProSe Rel-13
	Nokia Networks
	33.303
	0076
	-
	Rel-13
	F
	ProSe
	revised

	S3-151982
	Correction to terminology - ProSe Rel-13
	Nokia Networks
	33.303
	0076
	1
	Rel-13
	F
	ProSe
	agreed

	S3-151890
	Security of ProSe Restricted Discovery
	ZTE Corporation, China Unicom
	33.303
	0077
	-
	Rel-13
	B
	ProSe-SA3
	merged

	S3-151891
	Security of ProSe Restricted Discovery (Model B)
	ZTE Corporation, China Unicom
	33.303
	0078
	-
	Rel-13
	B
	ProSe-SA3
	merged

	S3-151916
	Correction of the MIKEY message details for one-to-many comms
	QUALCOMM Incorporated
	33.303
	0079
	-
	Rel-12
	F
	ProSe
	agreed

	S3-151918
	Hint of scrambling key
	Ericsson LM
	33.303
	0080
	-
	Rel-13
	B
	ProSe
	revised

	S3-151966
	Hint of scrambling key
	Ericsson LM
	33.303
	0080
	1
	Rel-13
	B
	eProSe-Ext-SA3
	postponed

	S3-151919
	Correction of the MIKEY message details for one-to-many comms
	QUALCOMM Incorporated
	33.303
	0081
	-
	Rel-13
	A
	ProSe
	agreed

	S3-151921
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	33.303
	0082
	-
	Rel-12
	F
	ProSe
	revised

	S3-151983
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	33.303
	0082
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151924
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	33.303
	0083
	-
	Rel-13
	A
	ProSe
	revised

	S3-151984
	Correction of the XML for Key Requests and Response
	QUALCOMM Incorporated
	33.303
	0083
	1
	Rel-13
	A
	ProSe
	agreed

	S3-151926
	Ability of UEs to reach the PKMF
	QUALCOMM Incorporated
	33.303
	0084
	-
	Rel-12
	F
	ProSe
	postponed

	S3-151941
	Security requirements and security procedures for reference point PC2
	Ericsson LM
	33.303
	0085
	-
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-151969
	Security requirements and security procedures for reference point PC2
	Ericsson LM
	33.303
	0085
	1
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-151993
	Security requirements and security procedures for reference point PC2
	Ericsson LM
	33.303
	0085
	2
	Rel-13
	B
	eProSe-Ext-SA3
	agreed

	S3-151947
	Security flows for restricted discovery
	QUALCOMM Incorporated
	33.303
	0086
	-
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-151991
	Security flows for restricted discovery
	QUALCOMM Incorporated
	33.303
	0086
	1
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-152109
	Security flows for restricted discovery
	QUALCOMM Incorporated
	33.303
	0086
	2
	Rel-13
	B
	eProSe-Ext-SA3
	agreed

	S3-151950
	Protection of restricted discovery messages
	QUALCOMM Incorporated
	33.303
	0087
	-
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-151992
	Protection of restricted discovery messages
	QUALCOMM Incorporated
	33.303
	0087
	1
	Rel-13
	B
	eProSe-Ext-SA3
	merged

	S3-151955
	Details of one-to-one communication security
	QUALCOMM Incorporated
	33.303
	0088
	-
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-151995
	Details of one-to-one communication security
	QUALCOMM Incorporated
	33.303
	0088
	1
	Rel-13
	B
	eProSe-Ext-SA3
	agreed

	S3-151956
	Security for UE-to-network relay communications
	QUALCOMM Incorporated
	33.303
	0089
	-
	Rel-13
	B
	eProSe-Ext-SA3
	postponed

	S3-151923
	Updating certificate profiles in TS 33.310
	Ericsson
	33.310
	0080
	-
	Rel-13
	F
	SEC13
	postponed

	S3-151925
	Updating TLS profiles in TS 33.310
	Ericsson
	33.310
	0081
	-
	Rel-13
	F
	SEC13
	postponed

	S3-151928
	Updating NULL encryption TLS profiles in TS 33.310
	Ericsson
	33.310
	0082
	-
	Rel-13
	F
	SEC13
	postponed

	S3-151794
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0548
	-
	Rel-9
	C
	SAES
	revised

	S3-152067
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0548
	1
	Rel-9
	F
	SAES, TEI9
	revised

	S3-152111
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0548
	2
	Rel-9
	F
	SAES, TEI9
	agreed

	S3-152063
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0549
	-
	Rel-10
	A
	SAES, TEI9
	revised

	S3-152112
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0549
	1
	Rel-10
	A
	SAES, TEI9
	agreed

	S3-152064
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0550
	-
	Rel-11
	A
	SAES, TEI9
	revised

	S3-152113
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0550
	1
	Rel-11
	A
	SAES, TEI9
	agreed

	S3-152065
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0551
	-
	Rel-12
	A
	SAES, TEI9
	revised

	S3-152114
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0551
	1
	Rel-12
	A
	SAES, TEI9
	agreed

	S3-152066
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0552
	-
	Rel-13
	A
	SAES, TEI9
	revised

	S3-152115
	Adapting KeNB* derivation function due to extended range of EARFCN-DL
	Nokia Networks
	33.401
	0552
	1
	Rel-13
	A
	SAES, TEI9
	agreed

	S3-151780
	Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.
	Alcatel-Lucent
	33.402
	0123
	-
	Rel-13
	C
	SAES-SA-FP_n3GPP, TEI13
	revised

	S3-152090
	Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.
	Alcatel-Lucent
	33.402
	0123
	1
	Rel-13
	C
	SAES-SA-FP_n3GPP, TEI13
	revised

	S3-152122
	Allowing for additional payloads in the IKE_AUTH request step of the full authentication procedure for un-trusted WLAN.
	Alcatel-Lucent
	33.402
	0123
	2
	Rel-13
	C
	SAES-SA-FP_n3GPP, TEI13
	agreed

	S3-151781
	IKE_AUTH showing wrong EAP message type in step 7 of Figure 8.2.2.1
	Alcatel-Lucent
	33.402
	0124
	-
	Rel-13
	F
	SAES-SA-FP_n3GPP, TEI13
	revised

	S3-152091
	IKE_AUTH showing wrong EAP message type in step 7 of Figure 8.2.2.1
	Alcatel-Lucent
	33.402
	0124
	1
	Rel-13
	F
	SAES-SA-FP_n3GPP, TEI13
	agreed

	S3-151796
	Clarification that EAP-SIM is forbidden
	Nokia Networks
	33.402
	0125
	-
	Rel-13
	D
	SAES-SA-FP_n3GPP, TEI13
	revised

	S3-152088
	Clarification that EAP-SIM is forbidden
	Nokia Networks
	33.402
	0125
	1
	Rel-13
	F
	SAES-SA-FP_n3GPP, TEI13
	agreed

	S3-151884
	Adding TLS Reference in TS 33.402 Annex B 
	Ericsson
	33.402
	0126
	-
	Rel-13
	F
	-
	withdrawn

	S3-151885
	Adding TLS Reference in TS 33.402 Annex B 
	Ericsson
	33.402
	0127
	-
	Rel-12
	F
	TURAN-SA3, TEI12
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-151719
	
	LS on functional security requirements and architecture for mobile phone anti-theft measures
	COM 17 – LS 208 – E
	noted
	

	S3-151720
	
	LS/r on security framework for Internet of Things (reply to JCA-IoT LS 22)
	COM 17 – LS 191 – E
	noted
	

	S3-151721
	
	LS on VoLTE roaming architecture
	ATIS WTSC
	noted
	

	S3-151722
	
	LS on proposed method of restricting access to IOPS cells (C1-152403; to: SA2, SA3; cc: SA1, RAN2; contact: AT&T)
	C1-152403
	replied to
	S3-152097

	S3-151723
	
	LS on requirement to support EAP-SIM for the ePDG
	C1-152442
	replied to
	S3-152089

	S3-151724
	
	LS/r on technologies involved in countering voice spam in telecommunication organizations (reply to 3GPP SA3)
	COM 17 – LS 192 – E
	noted
	

	S3-151725
	
	LS on technical framework for countering mobile messaging spam
	COM 17 – LS 205 – E
	noted
	

	S3-151726
	
	LS on Efficient Small Data Transfer
	GP-150654
	noted
	

	S3-151727
	
	Reply to LS on C-IoT/MTC data transmission targets for security-related procedures
	GP-150669
	noted
	

	S3-151728
	
	LS on VoLTE Roaming Architecture
	GSMA Product and Services Management Committee
	noted
	

	S3-151729
	
	LS on public safety discovery
	R1-152422
	noted
	

	S3-151730
	
	Reply LS on public safety discovery from SA3
	R1-153555
	noted
	

	S3-151731
	
	Reply LS on public safety discovery
	R2-151723
	noted
	

	S3-151732
	
	LS on authentication and encryption between UE and WLAN for aggregation
	R2-152915
	replied to
	S3-151792

	S3-151732
	
	LS on authentication and encryption between UE and WLAN for aggregation
	R2-152915
	replied to
	S3-152085

	S3-151732
	
	LS on authentication and encryption between UE and WLAN for aggregation
	R2-152915
	replied to
	S3-151753

	S3-151733
	
	LS on VoLTE Roaming Architecture
	GSMA Networks Group
	noted
	

	S3-151734
	
	LS reply on Public Safety discovery
	S2-151813
	noted
	

	S3-151735
	
	LS on progress of IOPS in SA2 and security study dependencies
	S2-152040
	replied to
	S3-152096

	S3-151736
	
	Reply LS on VoLTE Roaming Architecture
	S2-152117
	noted
	

	S3-151737
	
	LS on the risk of IMSI exposure at the SCEF
	S2-152123
	noted
	

	S3-151738
	
	LS on assignment of Layer-2 ID for one-to-one ProSe Direct Communication
	S2-152693
	replied to
	S3-151960

	S3-151738
	
	LS on assignment of Layer-2 ID for one-to-one ProSe Direct Communication
	S2-152693
	replied to
	S3-151987

	S3-151739
	
	Reply LS on VoLTE Roaming Architecture
	S3i150145
	noted
	

	S3-151740
	
	Reply to LS on VoLTE Roaming Architecture GSMA
	S3i150153
	noted
	

	S3-151741
	
	Reply LS on security framework for Internet of Things
	OneM2M
	noted
	

	S3-151755
	
	LS on Requirement for Identifying Remote ProSe UE and its Subscriber in  EPC
	S3i150241
	noted
	

	S3-151756
	
	Reply LS on VoLTE Roaming Architecture
	S3i150243
	noted
	

	S3-151851
	
	LS from GERAN to SA3 on EC-GSM Progress
	GP-151044
	noted
	

	S3-151852
	
	LS on Completion of Study Item on Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things 
	GP-151041
	withdrawn
	

	S3-151962
	
	LS on Proposed requirements for carrier Wi-Fi® networks
	Wi-Fi Alliance
	noted
	

	S3-151973
	C1-153240
	LS on inclusion of IKEv2 optional payload when EAP is used (C1-153240; to: SA3; cc: CT; contact: Alcatel-Lucent)
	C1-153240
	noted
	

	S3-151974
	C3-153445
	LS on secure communication over St reference point (C3-153445; to: SA3; cc: -; contact: ZTE)
	C3-153445
	replied to
	S3-151978

	S3-151975
	GP-151041
	LS on Completion of Study Item on Cellular System Support for Ultra Low Complexity and Low Throughput Internet of Things (FS_IoT_LC) (GP-151041; to: RAN, SA, SA2, SA3, CT; cc: RAN1, RAN2, RAN3, RAN4, CT1; contact: Vodafone)
	GP-151041
	noted
	

	S3-151976
	S6-150992
	LS on Identity Contributions Agreed within SA6 (S6-150992; to: SA3; cc: -; contact: UK Home Office)
	S6-150992
	noted
	

	S3-151977
	C4-151412
	LS on new SID on Impacts of the Diameter Base Protocol Specification Update (C4-151412; to: CT3, SA5; cc: SA3, CT1; contact: Huawei)
	C4-151412
	noted
	

	S3-151986
	S1-152747
	LS reply to S3-151226 on Public Safety discovery (S1-152747; to: SA2, SA3; cc: -; contact: Qualcomm)
	S1-152747
	noted
	

	S3-151998
	S1-152750
	Response LS on proposed method of restricting access to IOPS cells (S1-152750; to: SA2; cc: RAN2, CT1, SA, contact: appcomsci)
	S1-152750
	noted
	

	S3-152008
	GSMA PACKET#81 Doc 123
	Reply LS on VoLTE Roaming Architecture (GSMA PACKET#81 Doc 123; to: SA,CT, SA2, SA3, SA3-LI, SA5, CT1, CT3; cc: WAS, WSOLU, WAGREE, IDS, TDS; contact: NTT DOCOMO)
	GSMA NG-PACKET
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-151978
	Reply to C3-153445 = S3-151974 on secure communication over St reference point (to: CT3; cc: -; contact: ZTE)
	CT3
	-
	S3-151974

	S3-151979
	LS on Security consideration on VoLTE S8HR (to: SA, GSMA NG, SA3-LI, CT4, CT1; cc: SA2; contact: NTT DOCOMO)
	SA, GSMA NG, SA3-LI, CT4, CT1
	SA2
	

	S3-151985
	LS on Adding a proxy PKMF to the ProSe specification (to: SA2; cc: -; contact: Qualcomm)
	SA2
	-
	

	S3-151987
	Response LS S2-152693 = S3-151738 on assignment of Layer-2 ID for one-to-one ProSe Direct Communication (to: SA2; cc: -; contact: Qualcomm)
	SA2
	-
	S3-151738

	S3-152056
	LS on clarification on SA6 architecture (to: SA6, SA2, CT1; cc: -; contact: CESG)
	SA6, SA2, CT1
	-
	

	S3-152072
	LS on enhanced GPRS security algorithms for Cellular IoT (to: ETSI SAGE; cc: -; contact: Ericsson)
	ETSI SAGE
	-
	-

	S3-152085
	Reply LS to R2-152915 = S3-151732 on authentication and encryption between UE and WLAN for aggregation (to: RAN2; cc: RAN3; contact: Huawei)
	RAN2
	RAN3
	S3-151732

	S3-152089
	Reply to C1-152442 = S3-151723 LS on requirement to support EAP-SIM for the ePDG (to: CT1; cc: -; contact: Nokia Networks)
	CT1
	-
	S3-151723

	S3-152096
	Response LS to S2-152040 = S3-151735 on progress of IOPS in SA2 and security study dependencies (to: SA2; cc: CT6; contact: General Dynamics)
	SA2
	CT6
	S3-151735

	S3-152097
	Reply to LS to C1-152403 = S3-151722 on proposed method of restricting access to IOPS cells (to: CT1; cc: SA1, SA2, RAN2, CT6; contact: General Dynamics)
	CT1
	SA1, SA2, RAN2
	S3-151722


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-152087
	New Work Item on Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT
	Ericsson LM
	WID new

	S3-152121
	Updated WID for Isolated E-UTRAN Operation for Public Safety
	IOPS Rapporteur (General Dynamics UK Limited)
	WID revised
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Annex F: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#59-LI
	05/10/2015 09:00:00
	07/10/2015 17:30:00
	Austin, Texas
	US
	S3-ah-31571

	3GPPSA3#81
	09/11/2015 09:00:00
	13/11/2015 17:30:00
	Anaheim
	US
	S3-81

	3GPPSA3#60-LI
	26/01/2016 09:00:00
	28/01/2016 17:30:00
	Dubrovnik
	HR
	S3-60

	3GPPSA3#82
	01/02/2016 09:00:00
	05/02/2016 17:30:00
	Dubrovnik
	HR
	S3-82

	3GPPSA3#61-LI
	26/04/2016 09:00:00
	28/04/2016 17:30:00
	
	
	S3-61

	3GPPSA3#83
	09/05/2016 09:00:00
	13/05/2016 17:30:00
	TBD
	US
	S3-83

	3GPPSA3#62-LI
	12/07/2016 09:00:00
	14/07/2016 17:30:00
	
	
	S3-62

	3GPPSA3#84
	25/07/2016 09:00:00
	29/07/2016 17:30:00
	Chennai
	IN
	S3-84

	3GPPSA3#63-LI
	25/10/2016 09:00:00
	27/10/2016 17:30:00
	Sophia Antipolis
	FR
	S3-63

	3GPPSA3#85
	07/11/2016 09:00:00
	11/11/2016 17:30:00
	Tenerife - Santa Cruz
	ES
	S3-85


